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SUMMARY: This document propos¢o establish a new Federal Motor Vehicle Safety

Standard (FMVSS), No. 150, to mandate vehiolgehicle (V2V) communications for nelight
vehicles and to standardize the message and format of V2V transmissions. This will create an
information environment in which vehicle and device manufacturers can create and implement
applications to improveafety, mobility and the environmentVithout a mandate to require and
standardize V2V communications, the agency believesrthatifacturers will not be able to

move forward in a efficient way and thaa critical mass of equipped vehicles would take many
years to develop, if ever. Implemanon of the new standawdll enable vehicle manufacturers

to develop safety applicatiotisat employ V2V communications as an ingutp of which are
estimated t@reventhundreds of thousands of crashes prevent over one thousand fatalities
annually

DATES: Comments must be received on or before [INSERT DATE 90 DAYS AFTER
PUBLICATION IN THE FEDERAL REGISTER .]

ADDRESSES: You may submit comments to the docket number identified in the heading of
this document by any of the following methods:

1 Online Go tohttp://www.regulations.goand follow the online instructions for
submitting comments.

1 Mail: Docket Management Facility, 480, U.S. Department of Transportation, West
Building, Ground Floor, Rm. W1240, 1200 New Jersey Avenue, SE, Washington, DC
20500.

1 Hand Delivery or Courier West Building, Ground Floor, Rm. WAI240, 1200 New
Jersey Avenue, SE, between 9 am and 5 pm Eastern Time, Monday through Friday,
except Federal Holidays.

1 Fax (202) 4932251.

Regardless of how you submit your comments, stwauld mention the docket number of
this document. You may call the Docket Management Facility aB862826.

Instructions Direct your comments to Docket No. NHTSA160126 See the
SUPPLEMENTARY INFORMATION secti on on APubl iednfofmationt i c i
about submitting written comments.
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Although listed in the index, some information is not publicly available, e.g., confidential

business information @) or other information whose disclosure is restricted by statute.

Publicly available docket materials are available either electronically in regulations.gov or in

hard copy at DOTO6s Docket Management Facility
Ground Floor, Rm. W1-240, Washington, DC 20590. The Docket Management Facility is open
between 9 am and 5 pm Eastern Time, Monday through Friday, except Federal Holidays.

FOR FURTHER INFORMATION CONTACT: For technical issues, Mr. Gregory Powell,

Office of Rulemaking, NHTSA, 1200 New Jersey Avenue, SE, Washington, DC 20590.
Telephone: (202) 366206; Fax: (202) 492990; emailgregory.powell@dot.gavFor legal

issues, Ms. Rebecca Yoon, Office of the Chief Counsel, NHTSA, 1200 New Jersey Avenue, SE,
Waghington, DC 20590. Telephone: (202) 35892; email:rebecca.yoon@dot.gov
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l. Executive Summary

The National Highway Traffic Safety Administration (NHTSA) is proposing to issue a
new Federal Motor Vehicle Safety Standard (FMVSS) No, fid@equire all new light vehicles
to be capable of Vehiclo-Ve hi cl e ( i V2V o0,)sucktoantmey wilisend and o n s
receiveBasic Safety Mssageto and from other vehiclesThe proposalkontainsv2V
communicatiorperformance requiremesyredicded on the use afn-board dedicated shert
range radio communication (DSRC) devices to tranBasic Safety Mssage$éBSM) about a
vehicleds speed, heading, brake statusand and o
receive the same informanh from them.When received in a timely mannemiginformation
would help vehicle systems identify potential crash situations with other vehicles and warn their
drivers. The proposal also provides a path for vehicles to comply by deploying other
techrologies that meet certain performance and interoperability requirgnresitgling
interoperability with DSRC

The agency believes that V2V has the potemtiagvolutionize motor vehicle safetyBy
providing drivers with timely warnings of impending shasituations, V2Vasedsafety
applications could potentially reduce the number and severity of motor vehicle cthshelsy
reducingthe losses and costs to society that would have resulted from these crashes.

More specifically, he agency believekat V2V will be able to address crashes that
cannot be prevented by currerviehicle camera and sendmaised technologidsii v e-h i ¢c | e
resi dent o0 . Thisdshhetaus¥@d\gwowrdsejnployomnidirectionakadio signals that
provide360 degreeoveragelong withofferingt he abi |l ity to fAseed aroutl
through other vehicles. V2V is not restricted by the sameofireeght limitations as crash
avoidance technologies that rely on vehidsident sensorsddditionally, V2V
communicationgBSMs) contain additional information, such as path predictions and driver
actions (braking, steering) not available from traditional sensors. This information can be used
by receiving vehicles to more reliably predict potential collision events as swedtlace false
warnings. This ability tocommunicateertain information that cannot bequiredby vehicle
resident onboard sensorakes V2V particularly good aprevening impending intersection
crashessuch as when a vehicle is attempting to maledtaurn from one road to anothev2V
also offers an operational range of 300 meters or farther between vehicles, nearly double the
detection distance afforded by some current andteear vehicleresident systems. These
unigue characteristics allow V2equipped vehicles to perceive and warn drivers of some threats
sooner than vehicleesident sensors can. Furthermoreil@vine operational status or accuracy
of vehicleresident sensors may be affected by weather, sunlight, shadows, or cleanliness, V2V
technology does not share these same system limitations.

As another source of information about the driving environmeotteaver, the agency
also believes that V2V can be fused with existing raalal camerdbased systems to provide
even greater craslvaidance capability than either approach alone. For vehicles equipped with
current orboard sensorshefundamentally different, but complementary, informatstream
provided by V2V has the potential $gynificantly enhance the reliability and accurafyhe
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sensotbasednformation available. Instead of relying on each vehicle to sense its surroundings

on its own, V2V enables surrounding vehicles to help each otherweyingsafety

informationabout themselve® othervehicles V2V communicatiorcanthusdetect threat
vehicles that are not i n V2N wmforma@aionwoeaidméa fi el d o
returnsignalfrom a vehiclebased sensor. Further, V2V can provide information on the

operatiorl status (e.ghrake pedal status, tramission state, stability control statushicle at

rest versus moving, etc.) of othé2V-equipped vehicles. Similarly, vehietesident systems

can augment V2V systems by providing the information necessary to address other crash
scenarios not coverdyy V2V communications, such as lane and road departure. These added
capabilities can potentially lead noore timelywarnings and a reduction in the number of false
warnings, thereby adding confidence to the overall safety system, and increasing consumer
satisfaction and acceptance. Although some have contended that-vesidént systems could
evolveto the point where they have similar ranges to V2V transmisslamsg the time it will

take V2V to penetrate the fle¢ghe agency believes thihiesetechnologies wilkremain
complementaryather tharcompetingeven as vehickeesident systemsontinue tamprove

In the longeiterm,the agency believes that this fusion of V2V and vehietdent
technologies wiladvancehe further development okhicleautomaion systems, including the
potential for truly sekdriving vehicles. Although most existing automated systems currently
rely on data obtained from vehialesident technologiesje believe thatlata acquired from GPS
and telecommunicatiorike V2V could significantly augment such systen@mmunication
based technology that connects vehicles with each otidal not onlyimprove the performance
of autanatedonboard crash warning systerhst also be alevelopmental stageward
achievingwidespreaddeployment of safe and reliable automatetlicles®

Despite these potential benefits, Va¥ers challenges that anet present in vehicle
resident systemsWithout government actiohese challengesould preventthis promising
safetytechrology from achievng sufficienly widespreadise throughouthe vehiclefleet to
achieve these benefits. Most prominently, vehicles need to communicate a standard set of
information to each other, usimgteroperableommunicationshat all vehicles cannderstand.
The ability of vehicles to both transmit and receive V2V communications from all other vehicles
equipped with a V2V communicatioteschnologyis referred to in this document as
Ai nteroperability, o aWithoutinteoperability,imanafactuters V2 V6 s
attempting to implement V2V will find that their vehicles are not necessarily able to
communi cate with other manufacturersdé vehicle

! Equipping vehicles with V2V could also lead to deployment of connectivity hardware that could

potentially be sed for other applications, such as connectivity with roadway infrastructure (V2I) and with
pedestrians (V2P). These technologies (collective
awareness of its surroundings and enable additional apphisatWWe do not consider these other

potential applications here.
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mandate and stifling the potential for innovattbat the new information environment can

create.In addition, there is the issue of achieving critical mass: Y&f can onlybegin to

provide significant safety benefitghen asignificant fraction of vehicles comprising the fleet
cantransmitand reeivethe same informatiom an interoperable fashion

The improvement in safety that results from enabling vehicles to communicate with one
another depends directly on the fraction of the vehicle fleet that is equipped with the necessary
technology, andmits ability to perform reliablylIn turn, the effectiveness of any V2V
communications technology depends on its ability to reliably transmit and receive recognizable
and verifiablestandardizedhformation. Because the value to potential buyers of pasing a
vehicle that is equipped with V2V communications technology depends upon how many other
vehicle owners have also purchased comparatplypped models, V2V communications has
many of the same characteristics as more familiar network communicegebm®logies.

Viewed another way, an important consequence of any improvement titket
vehicle safety that results from-ammblemodel vi dua
is the resulting increase in the safety of occupants of otheréé@d\pped vehiclesThus the
societywi de benefits of i ndividual vcepahbleanodels buyer s
extend well beyond the direct increase in their own safety; in economic parlance, their decisions
can confer external benefits on oth@velerss Thus a signi ficant fAnetwor
from a new vehicle buyerds decision to purcha
V2V communications network.

Conversely, however, the benefits that any individual consumer wouldedosm
voluntary adoption of V2\dependlirectly on the voluntary adoption of this technology by other
consumersUnless individual buyers believe that a significant number of other buyers will
obtain V2V systems, they may conclude that the potentiafliethey would receive from this
system are unlikely to materializ&s a consequence, they are less likely to invest in V2V
communications capabilities that would be would be justified by the resulting improvement in
fleetwide safety. The proposed rpirement that all new vehicles be V2dpable is thus likely
to improve transportation safety more rapidly, effectively, and ultimately more extensively than
would result from relying on the private decissaof individual vehicle buyers.

Another importahconsideration in achieving safety benefits from V2V is the long
product lifespan of motor vehicles and the resulting slow fleet turnover. This places inherent
constraints on the rate at which diffusion of new technologies throughout the entire Jehbicle f
can occur.Thus in order to reach the critical mass of participants, a significant portion of the
existing vehicle fleet will need replacement and a sustained, coordinated comnoitnileafpart
of manufacturersDue to the inherent characteristafshe automobile market, manufacturers
will inevitably face changing economic conditions and perhaps imperfect signals from vehicle
buyers and owners, and these signals may not be based on complete information about the
effectiveness of V2V technology, orcorporate the necessary foresight to value the potential
life-saving benefits of V2V technology during the crucial phase of its diffudidithout
government intervention, the resulting uncertainty could undermine manufacturer plans or
weaken manufactuer s6 i ncentive to develop V2V technol
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We are thereforeconfident that creating the information environment through this
mandate would lead to considerable advancsafety,and that those advances might not reach
fruition if V2V communications were left to develop on their dwn.

Overview of the Proposed Rule

The agency believes the market will not achieve sufficient covelaggnt anandate
V2V capability for all new light vehiclesA V2V system as currently envisionasbuld bea
combination of many element3his includes a radio technology for the transmission and
reception of messages, the structure and contefitdoh si ¢ s af et y ,theessageso
authentication of incoming messageségeiversand dependingomaveh i c | e 6 s;thdehavi or
triggering of one or more safetyarnings to drivers.

The agencys alsoproposingto require that vehicles be capable of receiving -thewqir
(OTA) security and software updates (and to seek consumer consent for such updates where
appropriate). Il n addition, NHTSA is also pro
V2V modules and other vehicle modules connected to the data bus to help isolate V2V modules
being used aa potentiakondut into other vehicle systems.

The NPRM presents aomprehensiveroposafor mandatingSRGbasedv2Vv
communications.That proposal includes a pathway for vehicles to comply usingD®&RC
technologies that meet certain performance and interoperability standakdy.component of
intergper abi l ity is a Acommon | angteclanglagyused.egar dl e s
Therefore, the agencyob6s proposal includes a ¢
(BSM) content regardless of the potential communicatehnology The proposahlso
provides potentigberformancebasedapproachefor two security functions in an effort to obtain
reaction and comment from industry and the public. Following is a more comprehensive
discussion of thproposaland potential alternativder differentaspects of V2V security

Communication Technology

1 ProposalNHTSA proposes to mandate DSRC technolbgyDSRC unit in a
vehicle sends out and receiD8RCs fibasic s
communications within the 5.850 5.25MHz band are governed IRCC 47
CFR Parts 0, 1, 2 and 95 for onboard equipment and Part 90 for road side units.

In reference to the OSI model, the physical and data link layers (layers 1and 2) are
addressed primarily by IEEE 802.11p as well as P1609.4; network, transport, and
session layers (3,4 and 5) are addressed primarily by P1609.3; security

2 This analysis for this proposal focuses on the benefits resulting from the implementation of safety applications that
are projected to reduce vehicle crashes. The agency did not iraterpay potential benefits from the anticipated
expanded use of DSRC for mobility and envirionment benefits. A list of potential mobility and environment
applications can be found lattp://www.its.dot.gov/pilots/cv_pilot_apps.htfast accessed: Dec M I6)
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communications are addressed by P1609.2; and additional session and

prioritization related protocols are addressed by P1609 k& mandate could

also be satisfied using ndSRC technlogies that meet certain performance and

interoperability standards.

Message Format and Information

1 NHTSA proposes totandardize the content, initialization time, and transmission
characteristics of the Basic Safety Message (B&gardless of thg2V
communicationtechnologypotentially usedT h e age n cgcongentpr opos e
requirement$or BSMsare largely consistent with voluntary consensus standards
SAE 2735 and SAE 294khich contains data elements such as speed, heading,
trajectory, and othanformation, althoughNHTSA purposely desnotrequire
some element® alleviate potentigbrivacyconcerns Standardizing the message
will facilitate V2V devicesfi s piegdhlke samdanguaged to ensure
interoperabity . Vehicleswill not be abletdi u n d edros ttehre basi ¢ saf e
message content hindering the abilityrttmrm drivers of potential crashes.

Message Authentication

1 Public Key Infrastructure Propos®dHTSA propose¥/2V devicessign and
verify their basic safety messages using a Public Key Infictste (PKI) digital
signature algorithnm accordancevith performanceequirements and test
procedures for BSM transmission and the signing of BSMw e agency believes
thiswill establishalevel ofconfidencan the messages exchanged between
vehicles andensurehatbasic safety message informatioto&ng receivedrom
devices that have been certifiedoperate proper)yare enrolled in the security
network, and are in good working conditiol is also important that safety
applicationdeablee o di sti ngui sh these from messa
actorso or def e,aswellas frodmeessagesahat have been modified or
changed while in transit

1 Alternative Approach PerformancébasedOnly: This first alternative for
message authentitan is less prescriptive and definepexformancebased
approach but not a specific architecture or technical requirement for message
authentication.This performancenly approactsimply stateshatareceiver of a
BSM message must be able to validae contents of a message such that it can
reasonably confirm that the message originated framgle validvV2V device,
andthe message was not altered during transmissibe agency seeks comment
on this potential alternative.

1 Alternative Approach- No Message Authenticatiofhis secondilternative
stayssilent on aspecificmessage authentication requiremeBEM messages
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would still be validated with a checksuor other integrity checkand be passed

through a misbehavior detection system teratit to filter malicious or

misconfigured message&mplementers would be free to inclushessage

authenticatiorasanoptionalfunction The agency seeks comment on this

potential alternative.

MisbehaviorDetection and Bporting

1 Primary Misbehavior Dection and Reporting ProposBIHTSA proposes to
mandate requiremesithat would establish procedures for communicating with a
Security Credential Management Systiemeport misbehavior; and learn of
misbehavior by other participant$his includedetection methoddor a device
hardware and software to ensure that the device has not been altered or tampered
with from intended behaviorThis approach enhansthe ability of V2V devices
to identfy and block messages from other misbehaving or malfumegor2Vv
devices.

1 MisbehaviorDetectionAlternative ApproachAn alternativefor misbehavior
detectionmposes no requirement to report misbehavior or implendatice
blocking basedo an authority However,implementersvould need to identify
methods tht checka d e vunationaity, including hardware and software, e to
ensure that the device has not been altered or tampered with from intended
behavior. Implementers would be free to inclatisbehavioidetectionand
reportingandas optional functins. The agency seeks comment on this
alternative

Hardware Security

NHTSAproposes hat V2V equi pment be Ah-ad0lbeened o ag
3) by entities attempting to steal its security credentials

Effective Date

The agency is proposing ththe effective date for manufacturers to begin implementing
these new requirements would be two model years after the final rule is adopted, with a three
yearphase n period to accommodate vehicle manufact
rule is isued in 2019, this would mean that the pkhaggeriod would begin in 2021, and all
vehicles subject to that final rule would be required to comply in 2023.

Safety Applications

The agency isiot proposing to require specific V2V safety applications atitimie We
believe the/2V communicationsve are proposingill create the standardized information
environment that will, in turn, allow innovation and market competition to develop improved
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safety and other applicationgdditionally, & this time, heagency believes that more research

is likely needed in order to create regulationssfaietyapplications In support of this, we are

seeking commerdn information that could inform a future decision to mandate any specific

safety applications

Authority

Under the Vehicle Safety Act, 49 U.S.C. 30101 et shg.agency has the legal authority
to require new vehicles to be equipped with V2V technology and to use it, as discussed in
Section VI below.NHTSA has broad statutory authority to regulate mo#nales and items of
motor vehicle equipment, and to establish FMVSSs to address vehicle safety needs.

Privacy and Security

V2V systens would be required to be designed from the outsetitomize risks to
consumer privacy The NPRM proposes to excluderir V2V transniiting information that
directly identifies a specific vehicle or individualgularlyassociated with a vehiclsuch as
o0 wn e rddverd ame, address, or vehicle identification numpasswell aslatafreasonably
| i n k3aobad irelividual. Additionally, the proposal contains specific privacy aedurity
requirements with which manufacturers would be meguto comply.

The Draft Privacy Impact Assessment that accompanies this proposal cdetaifes!
information on theotentialprivacy risks posed by the V2V communications systsnwell as
the controls designed into thatstento minimize risks to ansumer privacy.

Estimated costs and benefits

In this NPRM, the agency proposes that all light vehicles be equipped with technology
that allows for V2V communications, but has decided not to propose to mandate any specific
safety applications at this time, instead allowing them to be developed and adopted as
determined by the markeT his marketbased approach to application developtand
deployment makes estimating the potential costs and benefits of V2V quite difficult, because the

SNHTSA intends for the ter mthis NPR&doshava thebshnye meaningkasithelteem 6 as
flas a practical matter |linkabled as used in the definid/
Consumer Privacy BillofRighs : fAdata that are under the control of a
available to the public through lawful means, and are linked, or as a practical matter linkable by the covered entity,

to a specific individual, or linked to a device thatis s oci at ed wi th or routinely used
https://www.whitehouse.gov/sites/default/files/omb/legislative/lettersfapbof-2015discussiordraft. pdf (last

accessed Dec 7, 2016)he Federal Trade Commission also usectimeept ofilinkedorr easonabl y | i nkabl
a suggested definition personally identifiable information in its recent comment to the Federal Communications
Commission at

https://www.ftc.gov/system/files/documents/advocacy documents/corrstahbureadconsumeiprotecton-
federaltradecommissioafederalcommunication&commission/160527fcccomment.pdist accessebec7, 2016).
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V2V communication technology being mandated by the agency would improve safety only
indirectly, by facilitating the deployment of previously develop&tMDsafety application

However, he agency is confident that these technologies will be developed and deployed once
V2V communications are mandated and interoperabtnsiderable research has already been
done on various different potential applicatioasd the agency believes that functioning systems
are likely to become available within a few years if their manufacturers can be confident that
V2V will be mandatecnd interoperable

I n order to provide est i nletgnsyhasbnsitereéa r ul e 6
scenario wherewvo V2V-enabled safety applications, IMA and LT&e voluntarily adopted on
hypothetical schedules similar to those observebaactualdeployment of other advanced
communicationsechnologies The agency believablat IMA and LTAwill reduce the
frequency otrashes that cannot be avoided by vehieldent systemsndwill thus generate
significant safety benefitthat would not be realized in the absence of universal V2V
communications capabilitiedn addition, the marginal costs of including the IMA and LTA
applications are extremely low once the V2V system is in place, which the agency believes will
speed their adoption.

The agency has not quantified any benefits attributable witteerange ofother
potertial uses of V2V, although wieelievethat such uses are likely @ numerous
Recognizing itexperience with other technologi¢ise agency believes that focusing on two of
the many potential uses of V2V technoldggt are inexpensive to implement pidesa
reasonable approath estimating potential benefits of the proposed,raihelis likely to
understate thbreadth ofpotential benefits of V2V.

We estimate that the total annual castsomply withthis proposed mandate fime 30th
year after itakes effectvould range from $2.2 billion to $5.0 billionprresponding ta cost per
new vehicle of roughly $13%300. This estimatencludescosts forequipmeninstalled on
vehicles as well as the annualized equivalent valurtial investments neessaryto establish
the overarching security manager and the communications system, among othebthidgs
to uncertaintydoes not include opportunity costs associated with spectrum, which will be
included in the final cost benefit analysiShe pimary source of the wide range between the
lower and upper cost estimaisdased our assumption that manufacturers could comply with
the rule usingeither one or two DSRC radios.

As discussed above, our benefit calculation examines a caseméuenéactirerswould
voluntarily include the IMA and LTA applicatiors a schedule that reflecdoption ratethe
agency hasbservedor otheradvancedyehicleresidentsafetytechnologies Together these
applicationscould potentially prevent 424,90594,%9 crashes, and save 95321 lives when
fully deployedthroughout the lightiuty vehicle fleet Converting these artde accompanying
reductions innjuries and property damagertmnetary valuesve estimate that in 2051 the
proposed rule coulteducethe costs resulting from motor vehicle crashe$®3to $71 billion
(expressed in todayds doll ars)
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The agency conducteédio accompanyingnalysego identify meaningful milestones in
the future growth of benefits resulting from this proposed rilileeseanalysesighlightthe
effectthat the passage time has on thaccumulatedbenefitsfrom this proposedule. Benefits
in thefirst severakalendar yearafter it takes effeawill be quite low because onlglimited
number ofvehicles on the road Wbe equipped with V2V, bugrowth in these benefitsill
accelerate as time goes on.

First, NHTSAusedé@ br e atck eavneanl ysi s to identify the ca
cumulative economic value of safety benefits from the use of V2V communicatsirexteeds
the cumulative costs to vehicle manufacturers and buyers for providing V2V capahiléy.
breakeven analysis indicated thias important threshold would be reachrtween 2029 and
2032, dependingrimarily on theeffectiveness of the appation technologies

Next, NHTSA projected future growth in the
successive model years after it would take effect. This analysis identified the first model year for
which the safety benefits from requiring vehidede equipped with V2V communications over
their lifetime in the fleet would outweigh the higher initial costs for manufacturing ttem.
showed that this would occur in model year 2024 to 2026 if the proposed rule first took effect in
model year 2021This occuis sooner than the breakeven ydmcausdocusingonly on costs
and benefit®ver the lifetimes of individual model years avoids including the burden of costs for
installing V2V communications on vehicles produced during earlier model years.

Table I-1 Costs* and benefits in year 30 of deployment2051)

Total annual costs Per vehicle costs Crashes prevented | Monetary benefits
and lives saved
$2.2 billion-$5.0 $135$301 Crashes: 424,901 $53 billion-$71 billion
billion 594,5®
Lives: 9551,321

*Note: Does not include spectrum opportunity costs, which will be included in the analysis of the final rule.

In order to account for the inherent uncertainty in the assumptions underlying this cost
benefit analsis, the agencglsoconductedextensiveuncertainty analysit illustratethe
variation in the ruleb6s benefits athefutuceost s as
number of accidents that could be preventedassumecdoption rateandestimated
effectiveness of the two safety applications, and our assumjatbang the costs of providing
V2V communications capabilityAsidefrom opportunity costs his analysis showed that the
proposed rule would readts breakeven year between 203@ &932 with 90 percent certainty
with even he most conservative scenario sioywhat the breakeven year would be five to six
years later than thareviouslyestimated year0232032) Considering these same sources of
uncertainty in theosteffectiveness and net benefits analyses showed that the proposed rule
would beeomecosteffective and would accrue positive net benefits between MY 2024 and MY
2027 with 90 percent certainty. This indicates thistvery likely to becomeosteffectiveness
at nost one MY later thamstimated irthe primaryanalysis, and that even undiee most
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conservative scenarithis would occutwo to threemodel yearsater than thénitial estimate of
20242026

Reqgulatory Alternatives

The agency consideredtworegutatp a |l t e r n a tproposalsFirst, the agemcya y 0 s
consi dewegdi ppefdiof st andar d, whi cofditionaistahddrd ent ai |
stating thafif a new vehicle is equipped with devices capable of V2V communications, then it
requirelltome et the foll owing requirements. o Howeve
as theproposabecause, as explained above, the agency believes that anythingf short
mandate for universal V2V capability on all new vehicles would not leatfiaisnt fraction of
the vehiclefleet o be equi pped with V2V to ermodntae f ul |
safety benefitsHowever, ve seek further commentaend o pt i reg ua rp pfeidfo st andar
primaryapproacho V2V communicationsechnology. We requesbmmenterprovide any
relevant research and data that supports their position and rationale foptioiach to
regulation.

Second, we considered a regulatory alternative of requiring thatcdpsble vehicles
alsobe equipped witthetwo safety applicationanalyzed in this proposed ruldntersection
Movement Assist (IMA) and Left Turn Assist (LTA)in addition to V2V capability. This
alternative would speed the introduction and increase the certainty of safety benefieszeHow
becausg@erformance requirements and test procedures feesladety applications arill
nascentwe are notproposng this alternative at this time-dowever, he agency requests
comment on whether sufficient informatieriststhat could assist in developing-MVSS
quality testprocedures and performancergtards for these applications.

We seek comment on all aspects of this proposed rule, as well as the Preliminary
Regulatory Impact Assessment (PRIA) and Draft Privacy Impact Assessmenti{&iA)
accompany it. Although a number of specific questions and requests for comment appear in
various locations throughout the text, we encourage comments hrpadigularly those that
are supported by relevant documentation, information, or analysguctions for submitting
comments are | ocated bedSeotionXn t he APublic Par

. Background
A. The Safety Need

Safety technology has developed rapidly since NHTSA began regulating the auto
industry’ i over thelast several decades, vehicles have evolved to protect occupants much better

* NHTSA was established by the Highway Safety Act of 1970, as the successor to the National Highway Safety
Bureau, to carry out safety programnder the National Traffic and Motor Vehicle Safety Act of 1966 and the
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in the event of a crash due to advanced structural techniques propagated by more stringent
crashworthiness standards, and some crash avoidance technologies (e.g., electidpic stabi
control) are nowequiredstandard equipment. In fact, a recent study of data from ouityatal
AnalysisReporting System (FARS) estimates those safety technologies have saved 613,501 lives
since 1960. As a result of existing NHTSA standards foasiworthiness and crash avoidance
technologies, along with markdtiven improvements in safety, motor vehicles are safer now

than they have ever been, as evidenced by a significant reduction in highway fatalities and
injuries- from 52,627 fatalities in970° to 32,675fatalities in 205 a 38 percent reductidh.

NHTSA believes the greatest gains in highway safety in coming years will result from
broadscale application of cragvoidancdechnologieslong withcontinued improvements in
vehicle crashwdhinessthatcanreduce fatalities and injurie$,To encourage adoption of such
technologies, in February 2015 the agency announced that it would add two types of automatic
emergency braking systethgrash imminent braking and dynamic brake sug@pdtotthelist of
recommended advanced safety features in our New Car Assessment Program, known to most
Americans as NHTSAOGs IFMaxhk 206 thaagen arfhauncgdaiat i ngs
agreement with vehicle manufacturers¢duntarily make automatic emergeybraking(AEB)

a standard safety on future vehicleShese technologies, alomgth technologiesequired as
standard equipment like electronic stability control (ESC), help vehicles react tararastent
situations but do nothelpdrivers react akaal of time to avoid crashes.

This proposed rule would require vehictegransmit messages abdeir speed,
heading, brake status, and otliehicleinformation to surrounding vehicleandto be able to
receive the same information from them2V rangea n dieldfof-viewo capabi l i ti es e
current and neatermradar and camerdasedsystems- in some casegrovidingnearly twice
the range.Thatlongerrange an@60 degredield of fiviewo, currently supported by DSRC
provides a platfornenablingvehiclesto perceive some threatisatsensors, cameras, or radar
camot

Highway Safety Act of 1966. NHTSA also carries out consumer programs established by the Motor Vehicle
Information and Cost Savings Act of 1972.

®Kahane, C. J. (2015, January). Lsveaved by vehicle safety technologies and associated Federal Motor Vehicle
Safety Standards, 1960 to 201Passenger cars and LTV&Vith reviews of 26 FMVSS and the effectiveness of
their associated safety technologies in reducing fatalities, injarescrashes. (Report No. DOT HS 812 069).
Washington, DC: National Highway Traffic Safety Administration.

®National Highway Traffic Safety Administration, Traffic Safety Facts 20%&ilable athttp://www-
nrd.nhtsa.dot.gov/Pubs/812032.fldfst accesseddn. 7, 2016).

"National Highway Traffic Safety Administration, Fatality Analysis Report System (FARS) final @fta. For
more information, sekttp://www-fars.nhtsa.dot.gov/Main/index.asflast accessed Dec 7, 2016)

8 For more information, see the agency policy statement on automated vehicles at
http:/Mww.nhtsa.gov/staticfiles/rulemaking/pdf/Automdtéd/ehicles_Policy.pdflast accessed Dec 7, 2016)

° Seehttps://www.nhtsa.gov/AbotNHTSA/PressReleases/nhtsa_iihs_commitment_on_aeb_0317@¢a416
accessed Dec 7, 2016).
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By providing drivers with timely warnings of impending crash situations, Ysased
safety applications could potentialgduce the number and severity of motor vehicle crashes,
minimizing thelosses andosts to society that would have resulted from these crastaas.
message datzan also be fused wiekistingradar and camerdasedsystemgo provide even
greatercrashrisk detectiorcapability(andthus, driverconfidence levis) than either approach
alone.

1. Overall Crash Population that V2V Could Help Address

The first step in understanding how V2V could help drivers avoid crashes is determining
how many crashes could potentially be addressed by-hédéd technologiedVe estimate
crashharmbased on fatalities, injuries (des@itby MAIS)®®’and what we- call #Apr
damageonl y, 0 meaning that no people were hurt, b
be fixed and paid for. Based on 204013 General Estimates Sgsn (GES) and FARS, the
agency estimated that there were 5.5 million pealegorted crashes annually in the U.S. during
those years. About 33,020 fatalities and 2.7 million MAIS5 injuries were associated with
these crasheannually In addition, abot 6.3 million vehicles were damaged in property
damage only crashes. These property damage only vehicles wesateand®DOVSs.

Overall, these crashes directly cost $195 biltmrociety in terms of lost productivity,
medical costs, legal and court coEmergency service costs (EMS), insurance administration
costs, congestion costs, property damage, and workplace losses. When you add the cest for less
tangible consequences like phg/sical pain or lost quafiife, we estimate th&tal costs for
those crashes to ber$1 billion.*

Because V2V is a communicatichased technology, it is relevant to crashes where more
than one vehicle is involved: if a single vehicle crashes by itself, like by losing control and
leaving the roadway and hitting a tre€2\Wwould not have been able to help the driver avoid

O'MAIS (Maximum Abbreviated Injury Scal@pproach, whichepresents the maximuimjury severity of an

occupant at an Abbreviated Injury Scale (AIS) level. AIS is an anatomically based, cortenmgess global

severity scoring system that classifies each injury by body region according to its relative importance to fatality on a
6-point ordinal scale (1=minor, 2=moderate, 3=serious, 4=severe, 5=critical, and 6=maximum (untreatable). The
AIS was developed by the Association for the Advancement of Automotive Medicine (AAAM). See
https://www.aaam.org/abbreviatéggury-scaleais/ (lastaccessed Dec 7, 201y moreinformation.

12014 GES and FARS data was not available at the time of NPRM development.

12 GES and FARS only record the policeported crash severity scale known as KABCO: K=fatal injury, A=
incapacitating injury, B=noincapacitating injury, C=possible injury, O=no injury. These KABCO injuries then
were converted to MAIS scale through a KABGAEAIS translator. The KABCEMAIS translator was established
using 19821986 NASS (old NASS) and 2007 Crashworthiness Data St (CDS). Old NASS and CDS
recorded both KABCO and MAIS scales thus enable us to create the KARGSkator.

13 Costs are in 2014 dollars and, for clarity, include the economic GesBlincoe, L. J., Miller, T. R., Zaloshnja,

E., & Lawrence, B. A. (204, May),The economic and societal impact of motor vehicle crashes, PRé&port No.

DOT HS 812 013), Washington, DC: National Highway Traffic Safetyninistration Revised May, 2015)

available athttp://www-nrd.nhtsa.dot.gov/pubs/812013.fti#st acessed Dec 7, 2016).
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losing controlbecauseltere would have been no other vehicle to communieiite Of the 5.5

million crashes described above, 3.8 million (69 peroéatl crasheswere multivehicle

crashes that V2\based warning technologies could help address, which would translate to
approximately 13,329 fatalities, 2.1 million MAISLinjuries, and 5.2 million PDOVSs.

However, some muklvehicle crashes involve vehicles that would not be covered by this
rule, andtherefore could nogetbe assumed to have V2V capability. As this proposal is
currently limited only to light vehicle¥ the crash population encompasses approximately 3.4
million (62 percent of all crashes) lighehicle to lightvehicle (LV2LV) crasheswhich would
translate to 7,325 fatalities, 1.8 million MAIS5linjuries, and 4.7 million PDOVs. The
economic and comprehensive costs for these crashes amount to approxifr@@eillién and
$319 billion, respectively.Figurell-1 helps to illustrate the process for deriving the target
population of 3.4 million LV2LV crashes that could bddressed by this proposalll
percentages are peepentadesrathédal b pat hee t
line.

4 Light vehicles include passenger cars, vans, minivans, sport utility veluiaespver utility vehicleand light
pickup trucks witha gross vehicle weight rating (GVWR) less than or equal to 10,000 pounds.
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5.5 Million Police Reported Crashes \
33,020fatalities
2.7 million MAIS1-5
6.3 million PDOVs
$721billion )
[
[ ]
3.8 Million Multi-Vehicle Crashe59%) 1.7 Million )
13328fatalities SingleVehicld Pedestriar
21 million MAISL-5 Cyclist Crashe@1%) Y,
5.2 million PDOVs
$416billion
|
- |
3.7 Million 2 or 3 Vehicle Crashe&8%) 0.05Million Crashes
12,788fatalities involving4 or more Vehicle
2.0 million MAISL-5 (1%)
5.1 million PDOVs
$401billion
\
6.4 Million Light Vehicleto-Light Vehicle Crashe§2%) 0.3 Million Other
7,325fatalities Multi-Vehicle Crashe
1.8 million MAIS1-5 (6%)
4.7 million PDOVs
$319billion
\
Figure Il -1 Crash Population Breakdown for V2V Technology
2. Pre-Crash Scenarios Potentially Addressed by V2V Communications

In a separate analysis that has been updated using an average of 2010 through 2013
General Estimate System data (which does not include FARS tiheta@gencytarted with the
initial 37 precrash scenariakvat have beedefinedbasedon police-reported crashesom
previous analyses for all crastié©f the 37 scenarios, Weredeemedotentiallyaddressable

®Najm, W.G.,,R.Rangant han, G. Srinivasan, J. Smi tDescrip®wnof Toma, E.
Light Vehicle PreCrash Scenarios for Safety Applications Based on Vetoeléehicle Communicationso DOT

HS 811 731, U.S. Department of Transportation, National High\raffic Safety Administration, May 2013
http://www.nhtsa.gov/Research/Craskioidance/Vehicle%E2%80%93t0%E2%80%93VehiClemmunications
for-Safety(last accessed Dec 8, 2016)
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by V2V communications Further statistical analysis focusing on the frequency and severity of
those 17 prerash scenarios identified the top 10 (priority)-prash scenarios that V2V could
potentially addressTablell-1 provides a graphical depiction of the flow of the-prash

scenario breakdown used in the analysis.

Table Il -1 37 PreCrash Scenario Typology

1| Vehicle Failure 21 | Vehicle(s) Not Making a Maneuveri Opposite
Direction
2 | Control Loss with Prior Vehicle Action| 22 | Following Vehicle Making a Maneuver
3 | Control Loss without Prior Vehicle 23 | Lead Vehicle Accelerating
Action
4 | Running Red Light 24 | Lead Vehicle Moving at Lower Constant Speed
5 | Running Stop Sign 25| Lead Vehicle Decelerating
6 | Road Edge Departure with Prior 26 | Lead Vehicle Stopped

Vehicle Maneuver

7 | Road Edge Departure without Prior | 27 | Left Turn Across Path from Opposite Directions at
Vehicle Maneuver Signalized Junctions

8 | RoadEdge Departure While Backing | 28 | Vehicle Turning Right at Signalized Junctions
Up

9 | Animal Crash with Prior Vehicle 29 | Left Turn Across Path from Opposite Directions at

Maneuver Non-Signalized Junctions

10 | Animal Crash without Prior Vehicle 30 | Straight Crossing Paths at N@ignalized Junctions
Maneuver

11 | Pedestrian Crash with Prior Vehicle | 31 | Vehicle(s) Turning at No#signhalized Junctions
Maneuver

12 | Pedestrian Crash without Prior Vehicl{ 32 | Evasive Action with Prior Vehicle Maneuver
Maneuver

13 | Pedatyclist Crash with Prior Vehicle | 33 | Evasive Action without Prior Vehicle Maneuver
Maneuver

14 | Pedalcyclist Crash without Prior 34 | Non-Collision Incident
Vehicle Maneuver

15 | Backing Up into Another Vehicle 35 | Object Crash with Prior Vehicle Maneuver

16 | Vehicle(s) Turning Same Direction | 36 | Object Crash without Prior Vehicle Maneuver

17| Vehicle(s) Parking Same Direction 37 | Other

18| Vehicle(s) Changing LanésSame

Direction
seealsNdaj m, W. G., J. Smi tPheCrash Bcdnarld Typologigr @rgsh Avaidaace Refearoh.
DOT HS 810 767U.S. Department of Transportation, National Highway Traffic Safety Administraijoril, 2007.
Naj m, W.G., B. Sen, J. BnalysB ofiLighh\ehicte lCash&s andl Rien€haSpeparies| | f

Basd on the 2000 General Estimates Systiem. DOT HS 809 573, U. S. Depart ment
Highway Traffic Safety Administration, November 2002. Available at http://www.nhtsa.gov/Research/Crash
Avoidance/Vehicle%E2%80%93to%E2%80%93VehiClemmunicationsfor-Safety (last accessed Dec 8, 2016).
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19 | Vehicle(s) Driftingi Same Direction

20 | Vehicle(s) Making a Maneuvér
Opposite Direction

37Pre-Crash Scenarios
5.1 Million UnimpairedLight Vehicle Crashes

[
NOT USED

15V2I/ Single Vehicle Cras
Scenarios

22V2V PreCrash Scenarios
3.2 Million LightVehicle to
LightVehicle Crashes

17 Target \2V Scenarios
2.9 Million LightVehicle to
LightVehicle Crashes

10Priority V2V Scenarios
Coveringd9%of Unimpaired Ligh¥ehicle to
LightVehicle Crashes

Figure Il -2 V2V Pre-Crash Scenario Breakdown®

The 10 priority precrash scenarios listed frablell-2 can be addressed by the
correspondind/2V-based saty applications.

Table Il -2 Pre-Crash Scenario/Safety Application Association

Pre-Crash Scenarios

Pre-crash Groups Associated Safety Application

Lead Vehicle Stopped Rearend Forward Collision Wating
Lead \ehicle Moving Rearend Forward Collision Wating
Lead Vehicle Decelerating Rearend Forward Collision Waring/Emergency

Electronic Brake Light

Straight Crossing Path @ Non Signal

Junction Crossing Intersection Movement Assist

Left-Turn Across Path/OppdsiDirection

Left Turn @ crossing | Left Turn Assist

16 Average of 2012013 GES data;* Includes only 2&3 vehicle crashes; *Includes runnindigid and running

stop sign
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Opposite Direction/No Maneuver Opposite Direction Do Not Pass Warning

Opposite Direction/Maneuver Opposite Direction Do Not Pass Warning

Change Lanes/Same Direction Lane Change Blind Spot/Lane Change Waing
Turning/Same Direction Lane Change Blind Spot/Lane Change Warning
Drifting/Same Direction Lane Change Blind Spot/Lane Change Warning

Thesix applicationdisted inTablell-2 were developed and tested in the Connected
Vehicle Safety Pilot Model Deploymenf. These safety warning applications were (1) Forward
Collision Warning (FCW)(2) EmergencyBrake Light (EEBL) (3) Intersection Move Assist
(IMA), (4) Left Turn Assist (LTA), (5) Do Not Pass Warning (DNP\V&hd(6) Blind Spot/Lane
Change Warning (BS/LCW A description of each safety application and relationship to the
pre-crash scenarios is provided below.

(1) Forward Collision Warning (FCWjvarns drivers of stopped, slowing, or slower
vehicles aheadFCW addresse®arend crashes that are separated into three key scenarios
based on the movement of lead vehicles:-\estuicle stopped (LVS), leagehicle moving at
slower constant speed (LVM), and leaehicle decelerating (LVD).

(2) Emergency Electronic Brake LightEBL): warns drivers of heavy braking ahead in
the traffic queue EEBL would enable vehicles to broadcast its emergency brake and allow the

surrounding vehiclesd applications to deter mi

alertthedrivers. EBL i s expected to be particularly
limited or obstructed.

(3) Intersection MovmentAssist (IMA): warns drivers of vehicles approaching from a
lateral direction at an intersectiotMA is designed to avoid interseoti crossing crashes, the
most severe crashes based on the fatality colmtistsection crashes includgersection,
intersectionrelated, driveway/alley, and driveway access related crashes. IMA crashes are
categorized into two major scenarios: timto path into same direction or opposite direction and
straightcrossng pahs. IMA could potentially address five of the peceash scenarios identified
in Tablell-2.

"The Connected Vehicl e Saf wasyscidhific resaah (nifiafve that featureBa | ot o)
realworld implementation of connected vehicle safety technologies, applications, and systems using everyday
drivers. The effort will test performance, evaluate human factors and usability, observe policies and processes, and
collect empirical data to present a more accurate, detailed understanding of the potential safety benefits of these
technologies. The Safety Pilot program includes two critical test effahis Safety Pilot Driver Clinics and the

Safety Pilot Model Deplayent. Seehttp://www.its.dot.gov/research_archives/safety/cv_safetypilotibtrmore
information. (last accessed Dec 7, 2016).
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(4) Left Turn Assist (LTA) warns drivers to the presence acoming, opposite
direction traffic when attempting a left turb.TA addresses crashes where one involved vehicle
was making a left turn at the intersection and the other vehicle was traveling straight from the
opposite direction.

(5) Do Not Pass Warnin@®NPW). warns a driver of an oncoming, opposilieection
vehicle when attempting to pass a slower vehicle on an undividehheaooadway. DNPW
would assist drives to avoid oppostiection crashes that result from passing maneuvers.
These crashesgtude heaebn, forward impact, and angle sideswipe crashes.

(6) Blind Spot/Lane Change Warning (BS/LCVd)erts drivers to the presence of
vehicles approaching or in their blind spot in the adjacent IB&LCW addresses crashes
where a vehicle made anka changing/merging maneuver prior to the crashes.

The final tableTablell-3, merges the estimated target crash population for LV2LV
crashes detailed ifiablell-2 with the separate anals that provided the breakdown of V2V
pre-crash scenarios and relationships tagygpe V2V safety applicationsThe 3.4 million
LV2LV are distributed among the poeash scenarios that are associated with V2V safety
applications and the economic ammimprehensive costs. More specificallablell-3 provides
a breakdown of crashes associated with FCW, IMA, LTA, and LCW scenarios that are used later
when discussingotentialbenefits inSectionVIl. Crash scenarios associated with DNPW and
EEBL are grouped with al/l remaining crashes u
not used when discussing benefilhe agency grouped these two potential applications into the
Aditer 0 clad eagws g adiisoly BaBite that cannot be directly attributed to
avoiding aspecificcrashnd t he agencyo6s ONPWindicatesitontyder st and
addresses a limited amount of crashes per a specific sitaationwhere therare three equipped
vehicles presentimiting theamount ofinformationavailableto developcomprehensive
effectiveness estimates.

Overall the agency estimates that, together, these four potential safety applications that
could be enabled by this proposalld potentially addressearly 89 percent of LV2LV crashes
and 85 percent of their associated econagts

Table Il -3 Crash Scenarios for LV2LV Safety Population

V2V Safety | Crash Crashes | MAIS 1-5 | Fatalities | PDOVs Economic | Comprehen
Applications | Scenarios Injuries Costs sive Costs
-Crashes (Billion) (Billion)
FCw Lead Vehicle | 998,664 | 497,907 242 68,508 $27.4 $65.7
RearEnd Stopped
Crashes Lead Vehicle | 146,247 | 80,508 242 12,605 $4.6 $12.9
Moving
Lead Vehicle | 343,183 | 173,538 78 25,599 $9.5 $23.1
Decelerating
Total 1,488,094| 751,953 562 106,712 $41.5 $101.6
IMA Turn-Into 425,145 | 218,852 472 48,423 $12.6 $34.8
Intersection | Path, Into
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Crossing Same
Crashes Direction or
Opposite
Direction
Straight Cross| 346,187 | 251,488 1,399 66,580 $14.4 $49.4
Path
Total 771,332 | 470,340 1,871 115,003 $26.9 $84.3
LTA Turn Across | 298,542 | 224,336 613 64,233 $11.7 $37.9
Left-Turning | Path, Initial
Crashes Opposite
Direction
BS/LCW Vehicle 475,097 | 175,044 397 20,816 $11.4 $26.6
Lane Changng
Change/Merg | Lane, Same
e Crashes Direction
Others Others 378,659 | 192,152 3,882 4,416,890 | $16.7 $66.4
Total Total 3,411,724 1,813,825 | 7,325 4,723,654 | $108.2 $316.8

Note: due to rounding, the total might not be equal to the sum ofceaghonment

B. Ways to address the Safety Need

The most effective way to reduce or eliminate the property damage, injuries, and
fatalities that occur annually from motor vehicle crashes is to lessen the severity of those crashes,
or prevent those crashes frawver occurring. In recent years, vehicle manufacturers have begun
to offer, or have announced plans to offer, various types of crash avoidance technologies that are
designed to do just that. These technologies are designed to address a varietyf crashe
including rear end, lane change, and intersection.

1. Radar and camera basedystems

Many of the advanced crash avoidance technologies currently available in the
marketplace employ eboard sensor technologies such as camBR&BAR, or LIDAR, to
monitorhe vehicl es®Thase otuemadti maglsagi es -raersd dematd we
systems because they are systems installed on one vehicle and, unlike V2V, do not communicate
with other vehiclesCamerasRADAR, andLIDAR that are installed on the vehe can gather
information directly by sensing their surroundings, and vehiesalent crash avoidance
technologies can use that information to warn the driver of impending danger so the driver can
take appropriate action to avoid or mitigate a crastasi@cenarioghatcancurrently be
addressed by existing crash avoidance technologies include, but are not limited to, Forward
Collision Warning (FCW)? Blind Spot Warning (BSW), and Lane Change Warning (LGW).

18 A LIDAR device detects distant objects and determines their position, velocity, or other characteristics by analysis
of pulsed laser light reflected from their surfaces. Lidar operates on the same principles as radar and sonar.

¥ FCW warns the driver of an impending reard collision with a vehicle ahead in traffic in the same lane and
direction of travel.

28


http://www.federalregister.gov/

NOTE: This daument has been signed and we are submitting it for publication in the Federal
Register.While we have taken steps to ensure the accuracy of this Internet version of the
document, it is not the official versioRlease refer to the official version if@thcoming

Feder al Regi ster publ iYowcanaocess the Fedenl R&&Rt& @ts We b
www.federalregister.gov

Additionally, somecrashpredicing safetyapplicationsleveraginghese existing sensing

technologies are beginning to emeagel NHTSA is aggressively pursuing those technologies that
demonstrate safetyenefits

Vehicleresident systems can be highly effective in mitigating certain crash types,
although their performance varies by sensor type, and is limited in certain situations. Perception
range varies from 10 meters to 200 meterd. fovAR and 77 GHz radar, respectively, while
field-of-view ranges from 18egreeso 56degreedor 77 GHz radaand 24 GHz radt
respectively. Osboard sensors can also exhibit reduced reliability in certain weather conditions
(e.g., snow, fog, and heavy rain), and camera systems, in particular, can exhibit reduced
performance when encountering lighting transis and shadowsMostif not all current sensing
technologiesre susceptible to performance reductions through foreign objects suchoas dirt
snow For camerabased systems, some manufacturers have implemented devices that attempt to
keep the cameraezr for maximal operationBoth sensor types can be vulnerable to
misalignment or damage over time. -Gmarde nsor s do, however, perform
canyonso and other situati ootneededn whi ch a cl ear

2. Communication-basedsystems

Devicesenablingvehicles to communicate with one another or with reige equipment
and/or infrastructurbave been prototyped and tested in field operational tests like the Safety
Pilot Model Deployment These devicesvhen eventually develogdor mass productiqrrould
be fully integrated into a vehicle when manufacturedomdbe standalone aftermarket units
not restricted to ainglevehicle. These devices offer varying degrees of functionality, but all are
designed to communicate saf@tformation to help mitigate crashes.

Safety information that can help mitigate crashes includes data elements like vehicle
position, heading, speed, and so fdarttata elements that could help a compbi@sed safety
application on a vehicle calculatdether it and another vehicle were in danger of crashing
without driver intervention. These pieces of information are collected into what is known as a
ABasi c Safety Mes s a-mmtegrated \ehicle GgonBiication system,the f ul | vy
system is hilt into the vehicle during production, andnsists of general purpose processor
and associated memory, a radio transmitter an
sensors, and a GPS receiver. It generates the BSM usiegicie infomation obtained from
thev e h i enlb@ad sensorsAn integrated system can both transmit and receive BSMs, and
can process the content of received messages to provide advisories and/or warnings to the driver
of the vehicle in which it is installedSince thevehicle data bus provides a rich data set,

20BSW and LCW tebnologies warn the driver during a lane change attempt if the zone into which the driver
intends to switch to is, or will soon be, occupied by another vehicle traveling in the same direction. The technology

also provides the driver with advisory inforntath t hat a vehicle in an adjacent | a
Ablind spotd zone even when a | ane change is not being
“AVehiovebicle Communications: Readiness of V2V Technol
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integrated systems have the potential to obtain information that could indicate driver intent,

which can help inform safety applications such as Left Turn Assist (EYB) Not Pass

Warning (DNPW)Y2 and BSW/LCW safety applications, all of which can benefit from, or

require, information on turn signal status or steering wheel angle

Aftermarket devices, which are added to a vehicle after its assembly, can vary
significantly from both fullyintegrated vehicleommunication systems, and from one another.
The simplest designs may only transmit (and not also receive) a BSM, may only connect to a
power source and otherwise operate independently from the systems in the vehicle, and may not
run safety applicationsr provide advisories/warnings to a drivérMore sophisticated options
may have the ability to both receive and transmit a BSM to nearby vehicles, may connect to the
vehicle data bus (similar to fully integrated devices), and may contain safety apphdatat
can provide advisories/warnings to the drivBepending on the type of aftermarket device,
different data elements may or may not be available. This may limit what safety applications can
be supported. For example, a device that does not ciolone vehicle data bus may support
FCW, but without having access to turn signal information, may not be able to support LTA.

Regardless of whethéney arantegrated or aftermarket, all communicatiossed
systems are designed to, ahamimum transnit BSM information such as vehicle position and
heading to nearby vehicles. That information may be transmitted using various communication
methodg like cellular, WiFi, satellite radio, or dedicated shosihge communication (DSRC)
each of which ha#s own advantages and disadvantagaisthis time, DSRC is the oniypature
communication option that meets the latency requirements to support vehicle communication
based crash avoidanadthoughfutureVV2V standardsnay also meahe latency requiremésn

Cellular networks currently offer fairly widespread coverage throughout the nation and
are continuing to expand; however, there are still areas (dead spots) where cellular service is not
available. And, although the advancement of @ evolutionLTE) technology is helping
to deliver large amounts of data to cellular users more quickly, transmission rates slow down if a
user is moving or is in a higtapacity area with many other LTE use¥ghile many new
vehicles today already are equipped veitiular capability, his communication methodould

22| TA warnsthe driver of a vehicle, when entering an intersection, not to turn left in front of another vehicle
traveling in the opposite direction. TA applications currently trigger only when the driver activates the turn signal.
Z DNPW warns the driver of a veHduring a passing maneuver attempt when a slen@ring vehicle, ahead

and in the same lane, cannot be safely passed using a passing zone that is occupied hyaxadliclgs the

opposite direction The application may also provide the driver dwigory warning that the passing zone is

occupied when a passing maneuver is not being attempted

% such a device could still be useful to users, because it would alert other drivers to the presence of their vehicle
(i .e., it would rhoe)l.p them be fiseen bette
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possiblyintroduce security risksuch as cyberattacks or privacy concermd high costs

stemming from cellular data costs and fitting new vehicles with cellular capability.

Wi-Fi technology offers gnerally higher data rates than the other options, but because of
its intrinsic design for stationary terminals, and the need for a vehicle to provide its MAC (media
access control) address, and obtain the MAC address of all other vehicles-Fi hdatgipt
before it can send communications, transmission rates are significantly reduced if a user is
moving. Cost concerns apatentialsecurity risks for WHFi are similar to those for cellular
communicatiorf®

Satellite radio, or Satellite Digital Audio RadEervice (SDARS), uses satellites to
provide digital data broadcast service nearly nationwide (across approximately 98% of the U.S.
land mas$ fundamentally not covering Alaska and Hawaii and covering the southern parts of
Canada and northern parts of it®. Data download time for satellite communication,
however, is slow compared to the other communication options which limits its capability to
Aback officed type communications versus actu
the costzs7 andesurity risks associated with cellular and-icommunication also apply to
satelliter

DSRC is a tweway shortrange wireless technology that provides local, nearly
instantaneous network connectivity and message transmission. It has a designated license
bandwidth to permit secure, reliable communication, and provides very high data transmission
rates in higkspeed vehicle mobility conditions which are critical characteristics for detecting
potential and imminent crash scenafid<Cost concerns arubtential security risksare also
inherent to DSRC technology.

In this NPRM,the proposalould requireV2V communicatiorto useDSRC devices to
transmit messages about a vehiclebds speed, he
as well ago receive comparable information from surrounding vehicles. As DSRC is based on
radio signals, which are omnidirectional (i.e., offer 360 degrees of coverage), V2V offers the
ability to fiseed around corners andsnitseeo thr
restricted by the same lira#-sight limitations as crash avoidance technologies that rely on
vehicleresident sensors. V2V also offers an operational range of 300 metenther, between
vehicles, which is nearly double the detection distaffmeded by some current and néarm
vehicleresident systems. These unique characteristics allowa@Npped vehicles to perceive
and warn drivers of some threats sooner tharentvehicleresident sensors caithe proposal

2 BAH CDDS Final Report. See Docket No. NHTSA140022

f0Organizational and Operational Model s for the Securi:t
Governance Model s, Privacy Analysi s, ahyBooLlAent Updates,
Hamilton under contract to DOT, naleliberative portions of which may be viewed in docket: NHTZA 40022

#Report and Order FGG3-0324.
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would also allow vehicketo comply using neSRC technologies that meet certain

performance and interoperability standards.

V2V is subject tahe current limitations of GPS technologVhis includesccuracy
levels that are perceived to bely sufficient for warning applicainsvs. control applicatios
such as automatic brakin@he GPS dependency also poses challewpese sky visibility is
limited (e.g., under bridges, in tunnels, in areas of heavy foliage, and in highly dense urban
areas).Some otthese issues, howeveanber e sol ved t hrough techni gue:
r e ¢ k o V2V glsodequires that a significant number of vehicles be equipped/®&ith
technology to realize the effectiveness of the systerd similarly, whereas vehietesident
sensor s opasigns énd teafiolightst(and use that information to slow or stop the
vehicle), the infrastructure also would need to be able to send messageseg\gped
vehicles if V2V was to have similar capability.

3. Fusion of vehicleresidentand communication-based systems

Both vehicleresident and communicatidrased safety systems have certain strengths
and limitations, and as such, NHTSA and many commenters to the ANPRM, like the
Automotive Safety Council, Hyundai Motor Group, IIHS, Motor & Equipment Marufacs
Association, and Volvo Cars, bel ibasedesysterhsat c om
with vehicleresident crash avoidance systems to exploit the functionality of both system types
presents a significant opportunity. Givile propose®/2V system we are confident that the
technology could be easily combined with other vehiedent crash avoidance systems to
enhance the functionality of both types of systems. Together, the two systems can provide even
greater beefits than either systenioame.

For vehicles equipped with current-board sensors, V2V can offer a fundamentally
different, but complementary, source of information that can significantly enhance the reliability
and accuracy of the information available. Instead of relying omeehicle to sense its
surroundings on its own, V2V enables surrounding vehicles to help each other by reporting
safety information to each other. V2V communication can also detect threat vehicles that are not
in the sensorso f atedreturndrom aveheleased sensdr. Thia added a | i d
capability can potentially lead to improved warning timing and a reduction in the number of false
warnings, thereby adding confidence to the overall safety system, and increasing consumer
satisfaction ad acceptance. Similarly, vehialesident systems can augment V2V systems by
providing the information necessary to address other crash scenarios not covered by V2V
communications, such as lane and road departure. These systems can work collectively to
advance motor vehicle safety, as was further evidenced in the comments submitted by the
Automotive Safety Council and IIHS.

The process afalculatinppn e 6s posi tion, especially atcetsweladratiery est i n
than by using landmarks, astronomical observations, or electronic navigation methods
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The Automotive Safety Council commented that, in addition to the safety advantages
from increased sensing range and the environomntases, V2V also offers advantages with
respect to operation status (elgake pedal status, transmission state, stability control status
vehicle at rest versus moving, etc.) IIHS suggested that whereas current FCW systems are
designed to operatefdhe deceleration of the vehicle directly ahead, V2V could permit
communication with all vehicles ahead in the lane of travel, thus warning all vehicles, not just
those equipped with FCW, of the eminent need to slow down or stop.

IIHS contended, howevethat onboard sensing systems may evolve during the time it
will take V2V to penetrate the fleet, potentially to the point where they have similar ranges to
V2V transmissions, such that it may be difficult to quantify how much V2V will reduce collision
frequency and severity beyond the capabilities of sebhased systems. Along similar lines, the
Automotive Safety Councdountered some of its earlieommensg by stating hat Ait i s po
that DSRC technology may be obsolete before the safety goas ¥fVsy st ems are r ea
such that it may be a better approach to pursue the installation degtelll, standalone
technologies that are currently available.

The agency appreciates Jdisencedadthnecmologiess d vi e
with varying capability anegexpressingupportfort he agency6s appMeach in
do disagree, howevewrith the comments indicatingpatV2V should not be pursued because
onboard sensing systems exist in the marketpl@be.agency views these techrgiles as
complementarand not competing. Providing a data nicformationenvironment sbuld, most
likely, enable more capability to enhance vehicle safety.

The agency requests comments its views concerning the potential of fusing connected
and vehicleresident technologies. In particular, the agency requests comment on what specific
applications could use both technologies to enhance safhgyagency also seeks comment on
whetheran if-equipped option for V2V would be preferable, given the developoferehicle
resident technologies.

4, Automated systems

Automated systems perform at least some aspects of aeafieyl control function
(e.g., steering, throttle, or braking) automaticallyithout direct inpuby a human driver
Examples of automadesystems include Crash Imminent Braking (CIB) and Dynamic Brake

Support (DBS). These systems are designed, r
brakes if thehumandriver does not respond at all to warnings that are provided, or to suppleme
thehumandr i ver 6s braking effort if the driverds r

insufficient, in order to mitigate the severity of a read crah, or to avoid it altogether.

Although many automated systems currently rely on data obdt&ioen onboard sensors
and cameras to judge safaytical situations and respond with an appropriate level of control,
data acquired from GPS and telecommunicationsMiR¢ could significantly augment such
systems, since, as mentioned previously, Yeltommunicatiorbased systems, like V2V, are
capable of providing warnings in several scenarios where vdiasked sensors and cameras
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cannot (e.g., vehicles approaching each other at intersectioHsnda Motor Col, Ltd

comment ed t h a tvehitlésttchdeectly bommunitate withfone another will greatly
assist in the ability t o-lewldiverasgistamae dnd automaedt i v e
technologies in Honda vehicles. Along similar lines, Meritor WABCO and the Automotive

Safay Council both mentioned that V2V safety applications with warning capability will

enhance current active safety systems, but should not be considered a replacement for them

Systems Research Associ at es, | n@and V2Pt at ed t
communications will be absolutely critical to the successful development @irsetfg vehicles
that can avoid collisions, navigate responsibly, and achieve a transport objective efficiently and
in a timely manner . 0 Sthamvi2V carr proyide thé tEugtdel m&pS A c o m
data and situation awareness messages necessary for innovative safety functions, and support the
flow of traffic with seltdriving cars.

Other commenters, including Robert Bosch LLC and Motor & Equipment Manufacturers
Association expressed that V2V data should serve as a supplemental input in developing
automated vehicles, but cautioned the agency that vehicles should not have an &2¥rnal
exclusiveinfrastructureand communication mediugependencyThis approacimay
unnecessarily limit the adoption or implementation of automated systems. Furthermore, the
Automotive Safety Council commented that AV2YV
sensor sets for automated vehicle applications, where it can autp@énformation available to
the vehicle about the surrounding environment
from sensors, but it is fAénot sufficient alon
technology that will inhibit the @velopment of automated applications. In order to ensure robust
decisions for autonomous functions, sensing redundancy at the vehicle level may still be required
to meet functional safety requirements, and/or for functions where the V2V technology is not
capabl e of providing the necessary data or in

Competitive Enterprise Institute expressed concerns that a V2V mandate may harm
vehicle automation efforts. The company <cite
automation systas that use onboard sensors and computers to map vehicle surroundings in real
time and make direction decisions without widespread vetoekehicle connectivity as reason
to suggest that V2V is unnecessary for-sdale automation. The company also ownted that
if automated systems were required to interact with V2V under a new Standard, this would
generate filarge and as yet uncontempl ated cyb
Similarly, the Automotive Safety Council commented thatsteurity system described in the
V2V Readiness report Adoes not provide suffic

systemo in the event that active safety appli
considered in the future. Thegrasipum ggest ed t hat because fithe dat
from the vehicle sensors is not cryptographic
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DSRC device bad data, which is subsequently cryptographically signed using the proposed PKI
systemand r ansmi tted to nearby vehicles. 0 The Aut
could allow an attacker to fAicause a vehicle t
with a car that does not e xi satusethevehicle eetceivedy b u't
false, but cryptographically signed and thus trusted, data from a nearby malicious vehicle.

QUALCOMM Incorporated maintained an opposing position to Competitive Enterprise

Institute and the Automotive Safety Council. The compamymme nt ed t hat , Awhi |
to implement a certainleveloévh i ¢l e aut o mat V2¥ oaé enhande the dverad 2 V ,
reliability and coverage of autonomous vehicl

contended that there is no conflictween the deployment of DSRC and automated vehicles,

and further suggested that the two technological advances should be pursued simultaneously so

that the additional safety benefits offered by DSRC can penetrate the fleet and be realized in both
autonomousnd norautonomous vehicleDver al | , this approach i s al
view that V2V is complementary, and not competing, with automated vehicle deployment.

The agency requests comment on the interplay between V2V and autonomous
technologies.

C. V2V Research Up Until thisPoint

1. General Discussion

The U.S. Department of Transportation, along with other research partners in State
DOTs, academia, and industry, has been evaluating how to incorporate communication
technology into transportation infrastture since the mid980s, in order to improve
transportation (particularly eroad vehicle) safety, mobility, and emissions. That broad research
topic is generally referred to as #dAintelligen
developed ouof ITS research in the miZl000s, when NHTSA and CAMP began to look at the
potential for DSRC as a vehicle communication technology, for the purpose of warning drivers
of i mminent crash risks in time to agoid them
process to requiré2V communications capabilityn new light vehicles thus represented the
culmination of several decades of research by government and industry to develop this
communications technology for vehicles from the ground up. In the intériestvity, NHTSA
refers readers to the V2V Readiness Report for a summary of the history of ITS research and
NHTSAd6s work with CAMP an®l other partners pri

One element of the V2V research that took place prior to 2014 is the Safety Pilot Model
Deployment. The Model Deployment was the culmination of the V2V research that had taken
place in prior years. Using the Model Deployment, DOT deployed prototype V2V DSRC

31 SeeSection 11.B of the Readiness Report, availabletit//www.safercar.gov/iv2\(last accessed Dec 7, 2016).
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devices on real roads with real drivers that interacted for over a year and grinddiata that

allowed DOT to evaluate the functional feasibility of V2V under real world conditions.

TheModel Deployment wasconducted in Ann Arbor, Michigan, and ran from August
2012to February 2014. Sponsaed by DOT and condtcted by the University of Michigan
Transportation Reseach Inditute, the experiment was designed to suppat evaluatiorof the
functionalityof V2V techndogy. Approximately 2,800 \ehiclesi amix of cars, trucks, and
trangt vehicles operating on publi ¢ strees within a highly concentrated areai were ejuipped
with integrated in-vehicle safety systems, aftermarket safety devices, or vehicle awareness
devices, all using DSRC to emit wirelesssignals of vehicle positionand heading information.
Vehicles equipped with integrated in-vehicle or aftermarket safety deviceshave the additional
designfunctionality of being able to wam drivers of an impending crashsituationinvalving
anacther equipped vehicle.

Data collected during the Model Deployment wasused to suppat an eval uation of
functionality oftheV2V safety applications used in the Model Deploymanteffect, whether
the prototypes and the system worked, but not necessarily howwell they worked. Overall, the
Model Deployment demonstrated that V2V technology can be deployeerealworld driving
environment.The experimental design was successful in creating naturalistic interactions
betweerDSRGequipped vehicles that resulted in safety applications issuing warnings in the
safetycritical driving scenarios that they veedesigned to addres$hedata generated by
warning events indicated that all the degiaere interoperdb, meaninghat they were
successfully communicatingith each other.

The Model Deployment was the first and largest test of V2V technology al-avoeld
environment. The Model Deployment was a key step in understantiether the technology
worked,the potential of this technology help avoid crasheand increase theehiclesafety.

Besides explaining the history of the research thatledt@dNs A6 s deci si on to
rulemaking to requir®2V communications capabiliffhe Readiness Report also described
NHTSAGs understanding of t h-2B0l4 andideeatifidcda st at e of
number of areas where additional research couttebessary either to develop mandatory
requirements for new vehicles equipped with DSRC, or to further develop information needed to
inform potential future requirements for DSR@sed safety applications. The following
secti ons s umma rearzhbasdad findinga ig thenReadidess Reox; list the areas
where the agency identified additional research as necessary; and explain the status of research
conducted since the Readiness Report in response to those identified research needs.

2. Main topic areas in Readiness Report

Based on the agencyds research and thinkin
Report comprehensively covered several togyc areas:

1 What the safety need is that V2V can address, and how V2V addresses it;
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1 The legal and paty issues associated with requiring V2V for light vehicles, the secure
operation of the technology, and the implications of these issues for privacy;
1 A description of the technology required for V2V capability, the different types of
devices, and the setty needed for trusted communications; and
1 Based on preliminary data, how much the technology may be expected to cost (both for
purchasers of new vehicles, and for the entities who develop and build out the security
and communications networks, in ternisgratial capital investments), and the potential
effectiveness (and thus, benefits) of certain M2Ased safety applications at helping
drivers avoid crashes.

a) Key Findings of Readiness Report
The Readiness Report listed the key findings of the reseprtthtbat point, as follows:

1 V2V (specifically, DSRCyevices installed in light vehicles as part of the Safety Pilot
Model Deployment were able to transmit and receive messages from one another, with a
security management system providing secure comntiorisseamong the vehicles
during the Model DeploymentThis was accomplished with relatively few problems
given the magnitude of this firsif-its-kind demonstration project.

1 The V2V devices tested in the Model Deployment were originally developed based o
existing communication protocols found in voluntary consensus standards from SAE and
IEEE. NHTSA and its research partners participating in the Model Deployment (e.qg., its
vehicle manufacturers and device suppliers) found that the standards did aot cont
enough detaihsis and left too much room for interpretatitmachieve interoperability
They therefore developed additional protocols that enabled interoperability between
devices participating in the study¥he valuable interoperability informati learned
during the execution of Model Deployment is planned to be included in future versions of
voluntary consensus standards that would support a larger, widespread technglogy roll
out.

1 As tested in the Model Deployment, safety applications enalyl&®¥, examples of
which include IMA, FCW, and LTA, have proven effective in mitigating or preventing
potential crashes, but the agency recognized that additional refinement to the prototype
safety applications used in the Model Deployment would be ndefece minimum
performance standards could be finalized and isfu8dlas ed on the agencyb?
understanding of how these prototype safety applications operate, preliminary
effectiveness estimates in the Readiness Report indicated substantial abilityatemitig

¥35ee, e.g., NomtlénnEvaluation oalighVehicie Bafety dgplcations Based on Vehitte
Vehicle Communications Used inthe 26220 13 Saf ety Pil ot Model Depl oyment, o
812 222 Pecember 2015 Available atDocket NHTSA20160126
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crashes, injuries or fatalities in these crash scenafits®, the agency concluded that

some safety applications could be better tailored to the safety problem that they are

intended to solve (e.g., LTA applications currently trigger only whenrikierdactivates

the turn signal, but many drivers do not always activate their tgnalsiin dedicated

turn lanes).

1 The agency has the legal authority to mandate \&écifically, DSRC) devices in new
light vehicles, and could also require them toristdlled in commercial vehicles already
in use on the roadl we also required them for new medium and heavy duty vehicles
The agency also has the authority to mandate safety applications that abas&y/ and
to work with an outside entity to develdpe security and communications infrastructures
neededo support deployment of V2V technologies in motor vehicles.

1 Based on preliminary information used for the report, NHTSA estimated that the V2V
equipment and supporting communications functions (thieua security management
system) would cost approximately $341 to $350 per vehicle in 2020, and it is possible
that the cost could decrease to approximately $209 to $227 by 2058, as manufacturers
gain experience producing this equipment @llearning caved e j. fTreesetcosts
would also include an additional $9 to $18 per year in fuel costs due to added vehicle
weight from the V2V systemEstimated costs for the security management system
ranged from $1 to $6 per vehicle, andre estimated tmcreae over time due to the
need to support an increasing number of vehicles with V2V technoldgy estimated
communications costs ranged from $3 to $13 per vehicle. Cost estimates were not
expected to change significantly by the inclusion of M#Ased saity applications, since
the applications themselves are software and their costs are negligible.

1 Based on preliminary estimates used for the report, the total projected preliminary annual
costs of the V2V system fluctuaktgear after year but generallydicated a declining
trend. The estimated total annual costs ranged from $0.3 to $2.1 billion in 2020, with the
specific costs depeimy upon the technology implementation scenarios and discount
rates. The costs peaked to $1.1 to $6.4 billion between 20222024, and then
gradually decreased to $1.1 to $4.6 billion.

1 The analysis conducted for tleV Readiness Report estimatibet just two of many
possible V2Vsafetyapplications, IMA and LTA, would on an annual basis potentially
prevent 25,000 to 59200 crashes, save 49 to 1,083 lives, avoid 11,000 to 270,000 MAIS
1-5 injuries, and reduce 31,000 to 728,000 propeamageonly crashes by the time
V2V technology had spread through the entire fléghanufacturers implemented
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them®® These wo applicdions were used for analysis because they were illustrations of
benefits that V2V can provide above and beyond the safety benafidasfanctamera
based systemsOf course, the number of lives potentially saved would increase with the
implementation badditional V2\* and V2tbasedsafetyapplications that could be
enabled if vehicles were equipped WWBY communicationsapability.

b) Additional V2V-Re | at ed | ssues that Requir
Consideration

The Readiness Report also recognized that addititems need to be in place for a
potential V2V system to be successful. These items were listed as follows:

1 Wireless spectrum: V2V communications transmit and receive messages abthe 5.8
5.925 GHz frequency.The FCGC as part of an ongoing rulemakipgoceedingis
considering whether to allow AUnlicensed N
(that provide shoftange, higkspeed, unlicensed wireless connections for, among other
applications, WAFi-enabled radio local area networks, cordlesptebnes, and fixed
outdoor broadband transceivers used by wireless Internet service providers) to operate in
the same area of the wireless spectrum as ¥Biven that WiFi use is growing
exponential |l y,-5.9%@Hz part of the specthumutdgesidt 5 many
more devices transmitting and receiving information on the same or similar frequencies,
which could potentially interfere with V2V communications in ways harmful to its safety
intent. More researcls neededn whether these \ARi enabéd devices can share the
spectrum successfully with V2V, and if so, holm. December 2015 and January 2016,
the DOT, FCC, and the Department of Commerce sent joint letters to members of the
U.S. Senate Committee on Commerce, Sciemoe Transportatigrdelineating a
collaborative multiphased approach that will be used to providewesld data on the
performance of unlicensed devices that are designed to avoid interfering with DSRC
operations in the 5.85.925 GHz band.

1 V2V device certification issue¥2V devices are different from other technologies
regulated by NHTSA under the Federal Motor Vehicle Safety Standards, insofar as part
of ensuring their successful operation (and thus, the safety benefits associatedwyith the
requires ensuring that thaye able to communicate with all other V2V devices
participating in the systenilhis means that auto manufacturers (and V2V device

% The benefits @Bnated for this proposal vary from those developed for the V2V Readiness Report. Please refer to
SectionVII for details on the costs and benefits of this proposal.

¥SeeRevision of Part 15 of hieenséd\ationaldrdormationisfrasRucture® t o Per
NII) Devices in the 5 GHz Bandotice of Proposed RulemakingT Docket No. 1319 (Feb. 2013). Under the

FCC Part 15 rules W1l devices cannot cause interference to DSRC operations and must accégreimterfrom

DSRC operations.
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manufacturers) attempting to comply with a potential V2V mandate could have a
significant testing obligation to guarantegeioperability among their own devices and
devices produced by other manufacturers. At the time of the Readiness Report, it was an
open question whether individual companies could meet such an obligation themselves,
or whether independent testing facdgimight need to be developed to perform this
function. Based on the security design evaluated for the report, it was thought likely that
an entity or entities providing the security management system would require that device
manufacturers comply with t@roperability certification requirements to ensure the
reliability of message content. The agency currently believes the creation of a
standardized test device should mitigate manufacturer to manufacturer communication
variances to help ensure interop®lity.

1 Test procedures, performance requirements, and dralacle interface (DVI) issues:
Test procedures, performance requirements, and dralecle interfaces appeared to
work well enough for purposeof the Model Deployment (as compared to a true
production, realvorld environment)but NHTSA concluded that additional research and
development would be necessary to produce FM¢SEI test procedures for V2V inter
device communication and potential safety applications.

1 As aresult of this item fro the Readiness Report, NHTSA undertook additional research
to examine the minimum performance measures for DSRC communication and system
security® The research included functional and performance requirerioerite DSRC
device, the results of whichrdctly informed the development of this proposal. As we
concluded in the Readiness Report, to eventually go forward with rulemaking involving
safety applications, V2V and safety application standards needotujduive and
practicable, meaning that tetbal uncertainties are limited, that tests are repeatable, and
so forth. Additionally, the agency deferred consideration of whether standardization of
DVIs would improve the effectiveness of safety applications, and whether some kind of
standardizationauld have significant effects on costs and benefits.

1 Standing up security and communications systems to support V2V: In order to function
safely, a V2V system needs security and communications infrastructure to enable and
ensure the trustworthiness of comnication between vehicle3he source of each
message needs to be trusted and message content needs to be protected from outside
interference.A V2V system must include security infrastructure to credential each

“ADevel opment of DSRC Device and Communication System |
Report May, 2016; FHWAJPO17-483 available at http://ntl.bts.gov/lib/60000/60500/60536/FHWNXOG 1 7-

483.pdf(last accesskDec 12, 2016and, CAMP research supporting SAE J2945 -Bdand System

Requirements for V2V Safety Communications?o April, 20
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message, as well as a communicationwor to get security credentials and related
information from vehicles to the entities providing system security (and vice ¥&rsa).

1 Liability concerns from industry: Auto manufacturers repeatedly have expressed concern
to the agency that V2V technologwesl increase their liability as compared with other
safety technologiesln their view, a V2V system exposes them to more legal risk than
on-board safety systems because V2V warning technologies rely on information received
from other vehicles via commigation systems that they themselves do not control.
However, the decision options under consideration by NHTSA at the time of the
Readiness Report involved safety warning technologiest control technologies.
NHTSAGs | egal a n aomy prodsictsiliabibtyi saradpomtd V2V dafety , f
warning technologies, analytically, are quite similar teboard safety warnings systems
found in today's motor vehiclegor this reason, NHTSA did not view V2V warning
technologies as creating new or unbded liability exposure for the industry.

1 Privacy: NHTSA explained in the Readiness Report that, at the outset, readers should
understand some very important points about the V2V systéheasontemplatednd
understoody NHTSA. The system will notallect or store any datdirectly identifying
specific individuals or their vehicles, nor will it enable the government to ddlsere is
no information in the safety messages exchanged by vehicles or collected by the V2V
system thatlirectly identifiesthe driver of a speeding or erratic vehicle for law
enforcement purposes, or to third partigbe systeréd expected to be operated by
private entitied will makeit diffi cult to track through space and time specific vehicles,
owners or driversn a persista basis Third parties attempting to use the system to
track a vehicle would finthatit requires significant resources and eftortio so,
particularly in light of existing means available for that purpoRee system will not
collect financial infomation, personal communications, or other informatimactly
linked to individuals.The system will enroll V2V enabled veles automatically,
without collecting any information that identifies specific vehicles or ownene
system willnotprovideda pi ped i nto t he velTheisygsteras f or extr
designed tenable NHTSA and motor vehicle manufacturers to fisl do production
runs of potentially defective V2V equipment without use of VIN numbers or other
information that could identifgpecific drivers or vehiclesOur research to date suggests
that drivers may be concerned about the possibility that the government or a private entity
could use V2V communications to track their daily activities and whereabidotsever,

NHTSA has worledhardto ensurethat he V2V system both achiev
safety goals and protects consumer privacy appropriately

®gectionl.Fdi scusses NHTSA6s Request for | nf opotemtiat Seaunity ( RF1 ) 1
Credential Management System (SCMS).
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1 Consumer acceptance: If consumers do not accept a required safety technology, the
technology will not create the safety benefitd the agency expects. At the time of the
report, the agency believed that one potential issue with consumer acceptance could be
maintenance. More specifically, if the security system is designed to require consumers
to take action to obtain new securtigrtificatess depending on the mechanism needed to
obtain the certificates consumers may find the required action too oneréias.
example, rathethan accepbew certificatedownloads consumers may choose instead to
live with nonfunctioning V2V capbilities®’

3. Researchconductedbetween the Readiness Report and this proposal

The findings of the V2V Readiness Report also yielded a series of research, policy and
standards needd.he agency believesbme ofthese needs were significant enough that the
should be addressed to properly inform any potential regulatory action; such as this NR&M.
agency also identified some needs from the Readiness Report that could be addressed later to
potentially support other aspects of V2Vdeployment such as sgipligations.Following is a
list of needs identified in the V2V Readiness Repod their current status. The agency has
completed what it believes is the necessary research for to inform and support this proposal,
although the agency is continuingsimdy these and other issues. The agency notefahkzt
II-4 shows the status of the research related to safety applications, which are not being proposed
in this NPRM.

37 As follow-up to other consumer acceptance topics, the agency undertook additional consumer acceptance research
(both qualitative and quantitative) to better understand potential consumer conbésmes@arch was used to

directly inform this proposalSeeSectionlll for discussion of this research and how the agency used it to develop

this proposal.
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Table Il -4 DSRC Performance Requirements and Compliance Testing ResearPRM RELEVANT )

Readiness Report Research Neec

Description

Research Projects
Initiated to Address

Description

Completion Date

Standards Need V-1 SAE
Standards Maturity

Currently Standards ebeing
developed by outside
standards organizations.

Crash Avoidance Metrics
Partnership V2V
Interoperability and V2V
System Engineering
Projects

Crash Avoidance Metrics
Partnership providing results
of DSRC device performance
requirements to SAE standar
development committee for
SAE J2735 and J2945

April 2016

Resear ch Need V-2 Impact of
Softwar e | mplementation on
DSRC Device Performance

Research Neal V-3 DSRC Data
Communication System
Performance Measures

Research Neal V-5 BSM
Congestion Sensitivity

Research Nedal V-6 Relative
Posdtioning Performance Test

[V-2] V2V device software
updates may berequired over
its lifecycle. NHTSA will need
to determinehow to ensue
necessry V2V device
sdftware updies are seamless
for consumers and confirmed.

[V-3] The purpose of this
research is to finalize the
operational modes and
scenarios, key functions, and
qualitative performance
measuresghat indicate
minimum operational
performance to support DSR
safety and security
communication functions.

DSRC OnBoard Unit
Performance Measures
Booze Allen and Hamilton

Crash Avoidance Metrics
Partnership
Documentation ©On-
Board Unit Requirements
and Certification
Procedures for V2V
Systems (System
Engineering Project)

and

V2V-Comminication
Research project

BAH project will Develop
performance measures for
Dedicated Short Range
Communication (DSRC)
device; and developesurity
performance measures for th
following, but not limited to
Critical components on the
DSRC device, Firmware on
the DSRC device,
Predominant elements in a
Public Key Infrastructure
(PKI).

CAMP will develop a single
comprehensive document
summariziig the minimum
level of Connected Vehicle
(CV) V2V safety system on

board requirements and

BAH Completion daté
Requirement©ctober

2015/Test Procedures
October2015

CAMP System Engineer
Completion daté
Requirements Aug
2015/Test Procedures S
2015

CAMP Communications
research completion daite
August 2016
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Resear ch Neal V-7 Vehicleand
Recever Podtioning Biases

Resear ch Nedal VI-7 Compliance
Spedfications and Requirements

[V-5] Complete congestion
mitigation and scalability
research to identify bandwidtl
congestion conditions that
could impair performance of
safety @ other applications,
and develop appropriate
mitigation approaches.

[V-6] Research will be
required to determine how to
test relative positioning
performance across GPS
receivers produced by
different suppliers and yield g
generalized relationship
betwea relative and absolute
positioning.

[V -7] Researd to understand
potential erroneouspostion
reporting dueto positioral
biases acrossmultiple GPS
recaver combinations.

[VI-7] Development of
performance requirements, te

procedures, and test scewari

certification procedures.

CAMP V2V Communications
Research Project will identify
requirement in relation to
BSM message congestion
mitigation and misbehavior
detecton
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to evaluate a
compliance with
interoperability standards,
security communication need
and to support safety
applications.
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Table Il -5 System, Security, and Acceptance Resear(NPRM RELEVANT )

Readiness Report Research Neec

Description

Research Projects
Initiated to Address

Description

Completion Date

Policy Need IV-1 Road Side
Equipment Authority

NHTSA will evaluate the neec
for DOT to regulate aspects 0
RSE operation and assess its
authority for doing so.

Authority evaluation
conducted for NPRM

Issuance of NPRM

Policy Need V-2 V2V Device
Software Updates

V2V device software updates
may be requiredwer its
lifecycle. NHTSA will need to
determine how to ensure
necessary V2V device
software updates are seamle!
for consumers and confirmed

Crash Avoidance Metrics
Partnership V2V System
Engineering project and
Crash Avoidance Metrics
Partnership Secuyit
Credential Management
System Proof of Concept
project

The System Engineering
project will investigate
software update requirements
from the vehicle perspective ¢
the Security Credential
Management Systems projec
investigates software update
from the gcurity system
perspective. Both projects wi
identify requirements that will
facilitate the software update
of V2V devices.

Completion Date for
Requirement$ Sept 201¢

Research Need V1 Spectrum
Sharing Interference

Evaluate the impact of

unlicensed NIl devices on
the transmission and receptig
of safety critical warnings in g
shared spectrum environmen|

Testing spectrum sharing
feasibility.

A test plan for testing
unlicensed devices that woulg
share the band with licensed
DSRC devices has been
dewloped. The testing will
evaluate the feasibility of
sharing spectrum with
unlicensed devices.

The evaluation of spectrt
sharing interference is
pending the conduct of te
with representative WNII -
devices that operate in tt
5.9 GHz (DSRC) frequer
band.

Testing could be comple
within 12 months of rece
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of prototype devices.

Research Need V{1 Consumer | Supplement the driver V2V Crash Avoidance This review needs to extend | SeptembeR015
Acceptance acceptance analysis complety Safety Technology Public| the current evaluation of drive
per the Driver Clinics and Acceptance Review acceptance to a broader publ
Safety Pilot Model acceptance context and
Deployment with further evduate how public
researchhat includes a acceptance may impact and ¢
focused assessment of privag influence the design,
in relation to V2V technology performance, operation, and
implementation of this
technology.
Research Need VIIt1 V2V [VIII -1] Assesstheavail ability | Independent Evaluation o The objective of this Task March 2016

Location Tracking via BSM

Research Need VIII2 V2V
Identification Capabilities

Resarch Need VIII-3 V2V
Inventory of Privacy Controls

Research Need VIIH4 V2V
Privacy Risk Assessment

Research Need IX2

of information and
techndogiesthat fadlit ate
linkingdatain theBSM to
detemineamotorvehicle ©
path

[VIII -2] Understanding and
quantifying risk of linking
vehicle tracking or other
information in the BSM to a
specific vehicle, address, or
individual via available
resources (including but not
limited to database matching
or data mining)

V2V Security Design and
Technical Analysis of the
Potential Privacy Risk of
V2V Systems

Order is to perform: (1) an
independent and
comprehensive teciical
analysis of the V2V security
system design that is currentl
proposed specifically for a
V2V connected vehicle
environment; and (2) a
technical analysis of the
potential privacy risks of the
entire V2V system that
includes security but also
focuses a the operation of
V2V communications in
support of crash avoidance
safety applications.
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Cryptographic flexibility

Research Need IX3 Independent

Security Design Assessment

[VIII -3] Inventory and assess
the privacy controls applicable
to theSOMS in conredion
with our comprehensve
privacy assessment

[V -4] A comprehensive
privacy risk analysis of al
aspects of the V2V system
includinginfrastructure
equipment, on-board vehicle
systems, wirelessand wired
communications,as well as
organizational and
management iSSLes.

[IX-2] The chosen
cryptographic algorithms are
estimated to be resilient
agairst brute force attack for @
few decades with some
susceptibility through an
unanticipated weakness. In th
future new algorithms could
enable better performance by
may require redesign of
functions or operations within
the SCMS.

[IX-3] Independent evaltian
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of CAMP/USDOT security
design to assess alignment
with Government business
needs, identify minimum
requirements, assess the
security designs ability to
support trusted messages an|
appropriately protect privacy,
identify and remove
misbehaving devicesnd be
flexible enough to support
future upgrades.

Research Need IX1 Misbehavior
Authority

Development of the processe
algorithms, reporting
requirements, and data
requirements for both local
and globabetection functions;
and procedures to populate &
distribute the CRL.

Crash Avoidance Metrics
Partnership System
Engineering project,
Security Credential
Management Proof of
Concept project, and
Communication Researckh
Project

The CAMP System
engineeringroject will
investigate the implementatio
and device requirements for
local (vehicle based)
misbehavior detection and
global (systenwide)
misbehavior detection. The
Communication Research
project will research local and
global misbehavior detection
need. The SCMS Proof of
Concept will investigate
implementation aspects from
the security system
perspective.

Initial Misbehavior
Detection information to |
completed December 20
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Table 11-6 V2V Safety Application Improvement and Performance Verification ResearciNPRM IRRELEVANT)

Readiness Report Research Need

Description

Research Projects Initiated
to Address

Description

Completion Date

Research Need W Development of
Safety Application Test Metrics
and Procedures

Research Nedl VI -2 Safety
Application Performance Measure
Rationale

Resear ch Nedal VI -3 Practicabili ty
of Non-Ideal Driving Condition
Testing

Research Nedad VI -4 Fused and
Non-Fused V2V Safety Application
Test Procedures

Research Need W5 Performance
and Test Metric Validation

[V-4] Thisreseach will take the
performance meesures and objedive
test procedures used during the
research of V2V applicaionsand
develop FMV SS level performance
measures and safety applicaion
objedivetests.

[VI-1] Assssthe capabili ty and
cgpacity of possble refinementsto
reduce frequency of falsepostive
waming whil e maintaining crash
avoidance efectiveness.

[VI-2] Develop arationaleto
suppart ead performance and test
metric recommended for
incorporationinto an FMVSS

[VI-3] Evaluate test variationsfor
nonided driving conditions(e.g.,
curved roads, turn signal use,
weather, obli queintersections)and
develop arationale suppating the
inclusonor excluson of thosetest
condtions.

Volpe False Alert Scenarios
and Objective Test
Procedures for Crash
Avoidance Applications
project and

Vehicle Research and Test
Center project

The Volpe project will suppor
NHTSA develpment of false
positive warning objective teg
procedures in conjunction
with developmenbf objective
test procedures and
performance criteria for IMA,
LTA, FCW, and BS/LCW
applications. The results of
this IAA will contribute to
potential Federal Motor
Vehicle Safety Standards
(FMVSS) for these crash
avoidance applications.

The VRTC project will
incorporate results and
information from the Volpe
project to develop Federal
Motor Vehicle Safety
Standards (FMVSS) for these
crash avoidance applications

Volpe Completion Date
December 2018

VRTC Completion Daté April
2019
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[VI-4] Developtest procedures that
can beapplied to systemsrelying
sdely on V2V information as well
as i dsedo systems, thoserelying on
both V2V and other souces of
information (e.g., on-board sensas).

[VI-5] CondLct test validation to
ensure that the performance and test
metricsare oljedive, repeaable,
and pradicable.

Research Nedad VI -1 FalsePosdtive
Mitigation

Assessthe cgpabili ty and cgpacity of
possble refinementsto reduce
frequency of falsepostive waming
whil e maintaining crashavoidance
effectiveness.

Volpe False Alert Scenarios
and Objective Test
Procedures for Crash
Avoidance Applications
project and

The Volpe project will suppor
NHTSA development of false
positive warning objective teg
procedures in conjunction
with developmenbf objective
test procedures and
performance criteria for IMA,
LTA, FCW, and BS/LCW
applications.

Volpe Completion Daté
December 2018

Research Need \H6 DVI Minimum
Performance Requirements

DetermineDV1& impad on
effectivenessof system and safety
benefits appli cationsto establi sh
minimum performance for crash
avoidance and ohjedivetest
procedures.

V2V On-Road DVI Project

Testing DVIs for Intersection
Movement Assist and Left
Turn Assist for stopped
vehicles.

VTTI Completion Date: Novern
2016
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D. V2V International and Harmonization Efforts

Section V.F of NHTSAA6s Readiness Report de
between U.S., Europe and Asian V2X implementation approachd@dere are several
organizations in Europe and Asia doting activities related to V2V and V2| communications
and the U.S. DOT has established ongoing coordination activities with these regions and their
representing organizationgor Europe, these organizations inclid@ CONNECTand he
CAR 2 CAR Commurgations Consortium (C2CC). DG CONNECTis the EUdirectorate
responsible for conducting research and pilot projects related to connected \&tdoEACCC
has been working closely with CAM&3 part of the B-US V2X Harmonization Program.

A number of conmenters to the ANPRM/Readiness Report addressed the issue of global
harmonization. Most commenters addressing the issue encouraged the agency to pursue global
harmonization between the U.S., EU, and ARéific regions as a way to reduce c3semnd
also to facilitate crosdorder traffic, as between NAFTA countrf@sA number of commenters
discussed existing or unddevelopment technical standards by bodies such as ETSI, ISO, and
the EUUS Task Force on ITS, and called on NHTSA to support femd ®me commenters
suggested that NHTSA work to develop a Global Technical Regulation (GTR) and facilitate
harmonization through that approdch.

With regard to what specifically should be harmonized, commenters mentioned
hardware®? software?® DVI,* and BSM* athough Cohda Automotive argued that global
harmonization efforts have effectively already resulted in a single hardware platform being
possible, and that different software could run in each ré§i@ome industry commenters
cautioned, however, that NHASshould not let harmonization objectives impede sdfety.

Mercedes expressed concern that harmonization should not just be global, but also consider the
risk of a patchwork of differing State regulations for advanced technologies, and asked that
NHTSA work with State DOTSs to avoid thf$.

NHTSA recognizes the value of implementing V2V in a globhlymonized way.
Consistencyouldreduce costs, complexjtgnd contribute to a successful, letlggm sustainable

% Mercedes at 7; Alliance at 50; Automotive Safety Council at 3;dydavidson at 2; Volvo Group at 3;
% Alliance at 50; Global at 120; Pennsylvania DOT at 7; TRW Automotive at 7;

“OMercedes at 7; Systems Research Associates, Inc., at 10; SAE International at 5; Delphi at 10; Continental
Automotive Systems at 3.

1 Automotive Safety Council at 3; Volvo Group at 4;

“2Mercedes at 7.

“3Mercedes at 7.

“4 Automotive Safety Council at 3; TRW Automotive at 7.

“STRW Automotive at 7.

“6 Cohda Wireless at 9.

“" Alliance at 50, Global at 190.

8 Mercedes at 8.
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deployment.As discussedhn the V2V ReadinesReport,significant V2V research and

development activitiesave been completed and contimuéoth Europe and AsiaRealworld
deployments have been announced in both regions focusing on V2I systems to aid drivers and to
attempt improvements in traffftow.

Collaboration between organizatioasd governmental bodigsthe U.S. and Europe has
led to extensive harmonization of the criteria for hardware, message sets, security, and other
aspects needed to support V2V between the two reglonsll be possible to use common
radiosand antennas in both regioridarmonizatiorcould potentially be enhanced by this
proposal by prompting solidification of theork focusing on security and message performance
requirements for common applications. The cotegteehicle applications being developed in
Europe place a much stronger priority on mobility and sustainability compared to U.S. focus on
safety applications.

Japan, Korea and Australia are the ABaific countries most involved in pursuing
DSRGCbasedv2X communications! n Japan, MLI T6és current V2X
adaptation of their electronic tolling system operating at 5.8 Gidizlitionally, some Japanese
OEMs (mainly Toyota) are actively supporting the deployment of V2X using 760 MHz
comnunications. Development of message sets in Japan is not yet complete but appears to be
moving in a similar direction as the message sets harmonized between Europe and the
U.S. Korea currently uses the 5.88%.855 GHz band for Electronic Toll Collectiamd DSRC
experimentationKorea has performed field tests for V2V communication in this bémalstry
sources indicate that Korea may shift DSRC for ITS to 5.9 GHz to be more aligned
internationally.

In Australia,Austroads is the association of Ausiaa and New Zealand road transport
and traffic authoritiesThis organizatioms currently investigating potential interference issues,
and working with affected license holders to evaluate the feasibility of use of the 5.9 GHZ
spectrum for V2X in Austiea. Another agency, Transport Certification Austral&leading the
design for security requirements, supporting field deployments, and working walustralian
Communications and Media AuthorigkCMA) on identifying requirements for spectrum usage
Because the Australian vehicle market is predominantly comprised of imports from the U.S.,
Europe, and Asia, these Australian agencies have joined in the international harmonization
efforts to ensure that the vehicle brought into the country are itexole with each other and
with the new cooperative infrastructure equipment and applications emerging on the market.

Canada has reserved spectrum at 5.9 GHz for V2X and is watching developments in the
U.S. closely.

Harmonization and joint standardizatisnperformed under an Implementing
Arrangement for Cooperative Activities. This memorandum between.&®0OT and the
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European Commission established a collaborative relationship in 2009 and it was renewed in

December 2014’

The harmonization and coblaration on standards is governed by a Harmonization Work
Plan that has generated a set of smaller, flexible task groups to focus on specific subjects. The
completed and ongoing task groups and their status are the following:

1 Harmonization Task Group (HTG) 1 on Security Standards and HTG3 on
Communications Standardsperformed their analysis in 20Ivith completion
of results in 2012HTG1 (which included experts from ISO, CEN, ETSI, IEEE)
worked in coordination with HTG3 to identify the subset of avadathndards
to provide assurance of interoperable security measures in a cooperative,
interoperable environmenBecause HTG 1 and HTG 3 issues were sufficiently
interrelated and the HTGs had a significant overlap in membership, work on
these topics wasoaducted jointly. The analysis documented how
implementations of the protocol stack might not be interoperable because the
specification of technical features from various Standards Development
OrganizationgSDOs) wa different or incompleteThese diféerences presented
interoperability challengeddTG1 and 3 results provide guidance to the SDOs
for actions to be taken that raise the assurance of security interoperability of
deployed equipment. Vehicle connectivity through harmonization of standards
andarchitecture will reduce costs to industry and consunretbat hardware
and/or software development costs will be spread over a larger user base,
resulting in reduced unit costRifferences between vehicles manufactured for
different markets will alg be minimized, allowing privateector markets to have
a greater set of global opportunitie&.final outcome of the HTG1 and HTG3
work was recognition of the need to harmonize security policies and standards.
To meet this need, a third HTG (HTG6) wasablished to explore and find
consensus on management policies and security approaches for cooperative ITS.

1 HTG2 on Harmonization of US BSM and EU CAM: The goal of HTG2 was to
harmonize the vehicla-vehicle safety messages that had been developeahwithi
the EU and separately within theSJ The group was able to harmonize on the
hardware issues. However, differingSJand EU software approaches and
institutional issues constrained the extent to which a single -Eg&m safety

“9 iContinuation of thémplementing Arrangement between the U.S. Department of Transportation and the
European Commissioihttp://www.its.dot.gov/press/2015/euro_commission.htm#sthash. URMW40OHldpuf
accessed Dec 8, 2016)
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message set could beveloped.While a single message set did not result, the
HTG was able to evolve the two messages in a manner such that simple software
translation between the two message sets is sufficient to allow cross
compatibility. It was a significant step to lable to have the two message sets
become substantially closer in natufiéhese advancements will facilitate
deployment across multiple regions using similar or identical hardware and
software modules.

1 HTGA4/5 on Infrastructure Message Standards HTG 4/5 iscurrently in
progress. Its scope is to address the need for standardized Mehicle
Infrastructure message sets and interfaces, including:

o Signalized intersections applications such as Signal Phase and Timing,
Signal Request, Signal Status,

o In-vehicle dé&a message sets.

At this point, there is general agreement on the data concepts in these message
sets, but there remain differences in how the data is conveyed between the
infrastructure and the vehicles. These differences are due to project and
communicéions restrictions. For example, theSUis planning for additional
message sets for enhanced functionality; whereas the European approach may
limit the initial applications and simply add data elements to the messages over
time. ISO Technical Specifi¢teon 19091, a standard covering to V2| and 12V
communications for signalized intersections, is currently under development and
is incorporating both harmonized content and recognizing regpenific

content-a practical compromise resulting from existatifferences in signal
standards. Overall, 19091 allows for substantial hardware congruity while
acknowledging that fully identical message standards are not viable at this time.

1 HTG6 on Harmonized Development of a CooperatidTS Security

Policy Framework. HTG6 assessed security policy needs across international,
regional, and local levels. Analysis was performed to determine optimal candidate
guidelines for policyareald TG6 6s i ntent was to identif
desirable by exploring the aantages and limitations of global versus local

security policy alternatives, including economic benefitsplementation of
harmonized policies engenders and sustains public trust inkh§ €ystem and
applications, particularly with a highly mobile eronment that expects-O0O'S

services to remain available as they cross borders as well as ovemhm&ask

group is identifying the largest set of common approaches and interfaces for
harmonization, recognizing that there will be multiple instantiatiminsecurity

entities within and adjacent to geographic/jurisdictional borders. Although
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minimizing the number significalytdecreases cost and complexity, decisions to
own and operate security occur for diverse reasons, specifically because of
differing jurisdictional requirements for security levels, privacy, cryptographic
choices, or trust model choices.he groupdés analysis recog
commonality and identifies those policies and harmonized interfaces that support
regional implement#ons that might divergeAt the time of developing this
proposal, mst of the reports from this activity are posted

The SCMS development activity has incorporated key outcomes of this activity,
some of which include:

1 Implementation of harmonized poks engenders and sustains public trust in the
C-ITS system and applications, particularly within a highly mobile environment
that expects TS services to remain available as networks evolve overairde
as services cross borders.

1 To support crosbordercrossjurisdictional operations of CT'S applications,
individual security systems (known asITS Credential Management Systems or
CCMS) require a defined range of harmonized processes as well as specific,
secure data flows to support digitab#ing ard system transparency.

1 Planning for intetCCMS or intraCCMS communications will require decisions
when developing nederm operational systems but those decisions may have
longerterm impacts on cryptagility, system flexibility, and evolution of system
that mus be considered from the start.

9 Critical neasterm steps for policy and decision makers to perform include:

0 Minimize the number of CCMS: Policy makers must determine the
number of CCMS that will be operational within a local, regional, or
natioral jurisdiction. Increasing the number of CCMS, in particular the
root authorities, significantly increases compigxnd cost.

0 Assess risk and set appropriate parameters for risk and privacy: No system
will ever be without risk.Policy and decision ma&ks must set acceptable
levels of internal and external risk, as well as levels of privacy protection.
Further, systems managers must assess these levels continuously
throughout the lifecycle both of the security solution as well aseatity
(user) dewes and applicationsRisk and privacy levels come with trade
offs that will needa be assessed by policy makers.

o Choose appropriate trust models: After system managers assess and
categorize risk, they can identify policy and technical controls to rtetiga
risk. Collectively, these controls support the implementation of trust

Y fHarmonized security policies for cooperative ligent Transport Systems create international berefitsOc t o b e r
16, 2016. https://ec.europa.eu/digitalngle market/news/harmonizeskcuritypoliciescooperativentelligent
transportsystemscreateinternational (last accessed: Dec 8, 2016)
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models that range from no trust among security entities to full trust that
all ows users (fAtrusted dTSstecuritg 0 t hat
environment) to receive securgye r vi ces even after | ea
system in which they are enrolle®ecisions are also required to establish
criteria that define who are trusted actors and policies and procedures for
certification, enrollment, removal in the eventoibehavor, and
reinstatement.

o Establish Governance: These decisions include the identification and
convening of key stakeholders who will require representation in ongoing
decisionmaking. Once convened, this group will establish processes for
decisionmaking, efine criteria for new entrants into the governance
process, assign roles and responsibilities, establish authority to provide
governance and enforcement, and determine enforcement procedures.

0 Implement harmonized processes: The HTG6 team identifieditiréyp
areas for harmonization in report HT@G@nd identified the interfaces and
data flows where the policies would be applied in H¥45@olicy makers
will need to examine them to determine which ones are appropriate both to
support their choice indst models anthroughout the CCMS lifecycle.

HTG group members comprise a small group of international experts who worked
together intensively with cteadership. Members are provided by the EGO@NNECT and
U.S. DOT, and typically chosen from among tditors of many of the current cooperative ITS
standards in the different SDOs providing direct linkages into those SDO activities, as well as
representatives of the EU and3UDOT and the Vehicle Infrastructure Integration Consortium
(VIIC), and expertepresentatives from roadway and infrastructure agencies, system integrators,
and policy analystsHTG6 expanded the membership beyond the EC a8dDOT to include
Transport Certification Australia (TCA) pludservers from Canada and Japan.

As the U.Sis taking the lead in potential V2V deployment, whereas Asia and Europe are
focusing primarily on V2I implementation, the agency expects that a finalized implementation
driven by this proposal will set precedent and potentially adjust standards for V2V
implementation globally.

E. V2V ANPRM

To begin the rulemaking process, NHTSA issued an ANPRM on August 20°2014.
Accompanying the ANPRM, NHTSA also published a research report discussing the status of
V2V technology and its r eldchiersess 3ReHpdoSA@PYp| i c at
in releasing these two documents in 2014 was

5179 FR 4270.
52 Docket No.NHTSA-201400220001
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forward with the rulemaking process, but also to comprehensively collect all of the available
information on V2V and present thigormation to the public to collect comments that would
further help the agency refine iapproach with regard to V2V.

1. Summary of the ANPRM

In the ANPRM and the accompanying V2V Readiness Report, we emphasized the
capability of V2V to be an enabler foramy advanced vehicle safety applications as well as an
additional data stream for future automated vehitiéale also stated our belief that a mandate
to include DSRC devices in all vehicles would facilitate a meadkeen approach to safety, and
possiby other, application deploymerit.

Current advanced vehicle safety applications (e.g., forward collision warning, automated
braking, lane keeping, etc.) uselomard sensors (e.g., cameras, radars, etc.) to perceive a
vehicl eds sur r ouypadfsenssrhas addantagasiasdalisaehamages under
different conditions, manufacturers seeking to incorporate advanced functions in their vehicles
are increasingly relying on sensor fusion (i.e., merging information difarentsources) to
ensure relble information is available to the vehicle when it makes d@rasfinent decisions.

When compared to eboard sensors, V2V is a complementary, and unique, source of

information that can significantly enhance the reliability of information availablehicles.

Instead of relying on each vehicle to sense its surroundings on its own, V2V enables surrounding
vehicles to help each other bgmmunicatingafety information to each other. In addition, V2V

enables new advanced vehicle safety functionalitab®e it enables vehicles to receive
information beyond the range of #Atraditional o

One important example that we mentioned in the ANPRM is intersection crPashes.
Because of V2VO6s a ithlinfotmgtiort beyonu & wedlels daage ufe hi c | e s
perception, V2V is the only source of information that supports applications like Intersection
Movement Assist (IMA) and Left Turn Assist (LTA). These applications have the unique ability
to address intersection crashes, which are amamtst deadly crashes that drivers currently
face in the U.S°

However, in spite of the benefits of the technology, we explained in the ANPRM that we
did not expect that V2V technology would be adopted in the vehicle fleet absent regulatory
action by the gency>’ Due to the cooperative nature of V2V, we stated that early adopters of
the technology would not realize immediate safety benefits until a sufficient number of vehicles

5379 FR 49270
54
Id.
%d.
4.
57d.
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in their geographical area have the technoffgin other words, early adopteincurring the

costs to equip their vehicle to transmit BSM information about their vehicle would not realize the
benefit of the V2V information environment unless other vehicles in their surroundings are also
transmittingand receiving BSM information.

In the V2VReadiness Repgtt we observed that, based on the data collected from the
Safety PilotModel DeploymenProject, V2V systems work in real world testing. \V\@guipped
vehiclegosuccessfully exchanged BSM information with each other and issuaagsaontheir
drivers.

We further discussed and summarized our preliminary information regarding many of the
technical aspects of a potential rule including: the types of safety problems that could be
addressed by V2% the potential technological solutis to those problems (V2based or
otherwise)’? the potential hardware/software component that could be used in DSRCsigvice
the applications that could be enabled by \*2¥nd preliminary design concepts for a security
system for the V2V environmefit.

The report also explored various important
authority over the various aspects of the V2V environment (e.g., the vehicle components,
aftermarket device etc.)®®i ssues t hat may be outviiessdfe the sco
privacyandpublic acceptance concerns over V2V technofS@nd potential legal liability
implications®® In addition, we began the process of analyzing the costpatential rule to
require V2V capability in vehicles based on different tetbgypassumptions and different
scenarios for adoptioff. While we acknowledged that there are a variety of potential benefits of
V2V, we conducted a preliminary estimate of the benefits attributable to twesg@dific safety
applications’* Finally, throwghout the V2V Readiness Report, we also identified various
research and policy gaps in each of the substantive areas that we di§tussed.

%d.

%9\/2V Readiness Report. Docket N¢HTSA-201400220001 Page xv.
501d. at xv.

11d. at 15.

21d. at 25.

51d. at 65.

541d. at 1109.

%1d. at 158.

% 1d. at 33.

571d. at xvi.

%8 d. at 133.

91d. at 208.

01d. at 216.

1d. at 2509.

?See e.g., idat xix.
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In the context of the V2V Readiness Report, the ANPRM asked 57 questions to help
solicit comments from the public moeéfectively.”® While the questions we asked in the
ANPRM covered a variety of subjects, many of our questions covered issues relating to
estimating costs and benefifsFor example, we asked the public about potential ways to obtain
realworld test dat@oncerning the effectiveness of V2V safety applications and whether we
have identified the relevant potential crash scenarios for calculating béndditsthe same
subject, we asked if preferring certain technologies over others in the situation wbeknet
good ® such as V2V would lead to any detrimental impact.

The ANPRM questions also covered policy issues such as legal interpretation of
NHTSAb6s authorities undée%andholwveomMentersviewthe hi cl e S
publ i cds pot eondcieptdnce afd/2VeqehinalagicTdd ANPRM also posed
technical questions such &®w can the agency mandate V2V can help ensure interoperability,
whether the Safety Pilot Model Deployment sufficiently demongtiateroperability, and
whether standds under development by organizations such as IEEE and SAE could help ensure
interoperability?

We raised important questions regarding the potential sharing of the DSRC spectrum
allocation by soliciting comments on potential sharing and, if so, ideagvotohshare the
spectrum safel§! In addition, we requested comment on tisefulnes®f our concepts for a
potential security design (i.e., P&l)including specific elements like the certificate revocation
l'ist (CRL), whether tthe eaststvemtwawsl, d cruddtieire
how DSRC devices could be updated, and potential cybersecurity fifreats.

2. Comments to the ANPRM

In response to the ANPRM, the V2V Readiness Report, and our questions, we received
more than 900 commenit.The aency received responses to the ANPRM from a diverse set of
commenters representing a wider range of perspectives than with other agency safety rules.
They range from more traditional commenters to NHTSA safety rulemakings (e.g., automobile
manufacturersuppliers, trade associations, standards development organizations, safety

879 FR 49270, 49271.

|d. See also idat 4927324

®1d. at 49271.

A network goodds value to each thasgeadiniraase(egatsleplsonevhen t h e
I7r71 other words, increasing the number of users creates a positive externality.
g

1d. at 49273.

81d. at 49272.

g,

1d. at 49273.

% SeeDocket No. NHTSA20140022.
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advocacy groups, individual citizens, etc.) to newer participants in such rulemakings such as
technology/communications companies, other state/federal agencies, and privacy gheups.
comments also covered a wide variety of topics ranging from the technical details of V2V
technology to the policy implications of any potential rule. While this document discusses the
relevant comments in much greater detail when discussing eaai aekfiee proposal (in the
sections that follow), the paragraphs here contain a sampling of the types of commenters and the
major issues they raised.

While expressing general support, the automotive manufacturers stated their belief that
the Federal govement needs to assume a large role in establishing key elements of the V2V
environment (e.g., establishing common operating criteria for V2V devices, establishing a
security credentials system, preserving the 5.9 GHz spectrum for V2V, safétgandating
devices in new vehicl@d* The automotive manufacturer commenters discussed their legal
concerns (including concerns over practicability of an FMVSS if certain aspects of the V2V
environment are missing and potential legal liability for manufactufrgyhile generally
agreeing with our assessment regarding the readiness of some of the industry technical standards
to ensure that V2V communications work, the automotive manufacturer commenters also
emphasized the importance of privacy and public acceptartbe success of the technoldy.

In spite of some of these open policy and technical questions, many automotive manufacturer
commenters also agreed that a reguladiorequirementlefining key items needed for
interoperability is necessary to realize fall potential benefits of V2V’

Automotive suppliers generally expressed support for the technology as well. They
further generally opined that the technology and standards for the technology are mature enough
for initial deployment. For example, DERS’ stated that DSRC is a suitable technology for
implementing V2V safety applications and that the current BSM is adequate to support those
purposes. Continental further commented that V2V demonstrations thus far show that the
system works and is interapble®® Raising different points, Delphi commented that the
coverage of a potential V2V rule should include more thartlastehicles contemplated in the
ANPRIVIg(?nd that the technology should be developed in conjunction with the vedsdent
systems.

Safety advocacy groups also expressed support, but emphasized the importance of
ensuring interfereneree spectrum for V2V. For example, the American Motorcyclist
Association stressed the need for interferdnee spectrum to ensure the safety appbce will

8 See e.gComments fromhe Alliance of Automobile Manufacturers, Docket NtHTSA-201400220603
& seeid.

® seeid.

87 See e.gComments from Ford Motor Company, Docket N4 TSA-201400220953

% SeeDocket No.NHTSA-201400220655

% SeeDocket No.NHTSA-201400220414

% SeeDocket No. NHTSA201400220266.
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function. V2V, in their view, has the unique capability to address crashes that represent a
significant portion of motorcycle crashes (e.g., left turn across path craSHe®y also
emphasized the importance of a uniform humaacthine interdce for safety applications
(regardless ofvhetherthe applications use V2V or vehialesident based informatioffj.Other
safety advocacy groups (e.g., the Automotive Safety Council) covered a large variety of topics
(e.g., emphasizing the importancereroperability, the ability of V2V to work in conjunction

with vehicleresident systems, and expiliegsconcern that the security system described in the
report would not sufficielgpr ot ect against all forms®of fAabu:

Two standards development organizations also submitted comments. The two
organizations (SAE and IEEE) were involved in developing various standards incorporated in
this proposed rul e. Both generally ex®ressed
in spite of ongoing researah the standards are mature enough to support deployment of DSRC
devices and ensure that they are interoperdbWhere the standards organizations differed was
their opinion concerning spectrum avallablllty SAE reiteratecoitecc er n  t hatfreefii nt er
spectrumo is cri c °a Whilé IBEE sugdested Yhat Speotrummvsharing is me n t
feasible, they opined that DSRC deployment should not wait for further research on spectrum
sharing®l nst ead facpaptaateltersamarygbe determi ned
deployment and further researth.

Whil e expressing general support for the t
technology/communications device manufacturers expressed two general coiibeough
their trade associatiori8such manufacturersised questionsbotNHT SAd6s aut hor i ty
regulate software and mobile devicdsn addition, individual companies (e.g., Qualcotitn
and other associations (e.g., the-MViAlliance'®?) expressed thieopinion regarding the viability
of spectrum sharing with unlicensed-¥lidevices and the ability of V2V to flourish alongside
other technologies that will benefit automotive and highway safety. Finally, the Information
Technology Industry Council s&d its belief that NHTSA needs to ensure that connected

91 SeeDocket No.NHTSA-201400220646
92 Consumers Union discussed the HMI and how warnings need to be effectively communicated to thEekiver.
Docket No.NHTSA-201400220533
% See e.gDocket No.NHTSA-20140022-0511
% See e.gDocket No. NHTSA201400220597.
% geeid.
zj SeeDocket No. NHTSA201400220693.
Id.
% CTIA8 The Wireless Association and the Consumer Electronics Association.
% See e.gDocket No.NHTSA-201400220483
10 5eeDocket No.NHTSA-201400220665
101 seeDocket No.NHTSA-201400220644
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vehicle technologies are allowed to develop using different technological solutions (e.g., other
communications mediums beyond DSR&).

Other government agencies also submitted comments. The NTSBecdaththat both
V2V and vehicleresident crash avoidance technologies are important and they are
complementary especially when one (vehietesident) fills the gap during the deployment of
the other (V2V):%® State agencies also comment&dAASHTO also metioned that
interferencefree spectrum is critical and commented that supporting future upgrades to the
system through software rather than hardware changes would be important for state #jencies.

A significant number of commenters also raised privacy eoscwith this rulemaking.
In addition to a large number of individual commenters, organizations sdPi@statel that,
since a potential rule would create significant privacy risks, they recommend that the government
take various action® protect tle information (e.g.establishwhen PII can be collected,
when/where information can be stored, additional encryptiethods and require adherence to
Consumer Privacy Bill of Rights§® In addition, Professor Dorothy Glancy expressed concern
that NHTSA pans to conduct its privacy analysis after the ANPRM stage of the rulemaking
process and is concerned that not all potential data collection is accurately portrayed in the
ANPRM 1" On the other hand, while the FTC agreed that privacy concerns coulchakist i
V2V environmentelated to(1) obtaining the vehicle location information and (2) pricing
insurance premiums over the driving habits, it believes NHTSA has taken these concerns into
account.%®

Finally, many individual citizen commenters (in additiorthe topics covered above)
discussed their perception that this rulemaking proposes to mandate a technology that poses a
potential health concern. The EMR Policy Institltexpressed similar concerns stating that
NHTSA should postpone this rulemaking ilittie FCC changes their guidelines regarding
human radiation exposure to wireless communications.

102 5eeDocket No.NHTSA-201400220403

103 seeDocket No.NHTSA-201400220267.

104 State DOTSs from also stress the need to have uniforndHétving a purpose similar to the MUTCD for traffic
signs and sigals. They also commented that other vehicle types that could benefit from V2V (e.g., vehicles with
GVWR greater than 10,000) and mentioned the potential of other V2X applications (e.g., vehicle to rail, agricultural
equipment, horsdrawn vehicles). Ftiner they opine that mandate is needed to deploy quiGde e.g.Comment
from PennDOT, Docket NOWNHTSA-201400220371;, TXDOT, Docket NONHTSA-201400220218 Wisconsin
DOT, Docket NONHTSA-201400220507.

195 seeDocket No. NHTSA201400220420.

1% seeDocket No.NHTSA-201400220689

197 SeeDocket No.NHTSA-201400220331

18 SeeDocket No.NHTSA-201400220502

199 SeeDocket No.NHTSA-201400220682
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F. SCMS RFI

Approxi mately 30 days after issuing the ag
Rulemaking (ANPRMY°and V2V Readiness Report, NHTSA released a Redorest
Information (RFI}** regarding a Security Credential Management System (SCMS) that could
support a national deploymerita V2V communication systenNHTSA was interestedn
hearing from entities interested in estdtilig) components chn SCMSor the £MS, itself
The RFI was issued separately from the ANPRM and V2V Readiness Report to give potential
respondents additional time to review the moetailed V2V Readiness Report content on the
SCMS, allowing time for respondents to formulet®rmedrespnsestd h e A goeiastmnso s
abouthow an SCMS should be designed and whether they would be interested in developing or
operating components tre SCMS as a whole As discussed in the ANPRM and V2V
Readiness Repomye explainedhatNHTSA would notrequirethe SCMS by regulation and did
not expect to establisfundor operate the SCMS.

Questions in the RFI covered topics such as potential governance structures for the
SCMS, requests for estimates of necessary initial capital investment, how regpdiadieved
the SCMS (or the components that they were interested in operating) could generate revenue and
be financially sustainable (in order to ensure its uninterrupted operation), what respondents
thought of the current SCMS design and, finally, hsrp ondent 6 s i nterest in
operating some or all of the components of the national V2V SCMS.

NHTSA receive®1 responses by the December 15, 2014 resmosiag dateand
approximatelyl1lrespondentsidicatedan interest in runningome orall components of the
SCMS. The remaining responses comradniore generally on issues pbtential governance
and liabilitywith two common them& (1) that thd-ederal Governmeshould take the lead in
standing up andperaing the SCMS and (2) thathe Federal Government shoudiemnify
companies participating in tf®CMSfrom liability.

The RFI respondents included vehicle manufacturers, software component developers
and suppliers, cryptography experts, certificate management entities, satelttdlaliad service
providers and academia. Because the process of deploying cooperative V2V technology and
supporting establishment of an SCMS both are unprecedented activities, the agency believed it
was appropriate to meet with the subset of eleven nelgods who expressed interest in
operating aspects of the SCMS or the SCMS as a whole. These meetings ensured that the agency
and the individual respondents shared a mutua
their potential role inan SCMS,ahdh e agencyds views on the ways
established and deployed.

11079 FR 49270 (Aug. 20, 2014).
1179 FR61927 (Oct. 15, 2014).
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Meeting discussionsovered a wideange of topic$ including details otryptography
intricacies certificate distributiormethodologies, root storage and protecttorpotentialoverall
SCMSmanagementNHTSA found these meetings to be very beneficial in terms of introducing
the agency to some new potential stakeholders and service providers different than the vehicle
OEMs and suppliers with whom NHTSA typicallffhe dversity of RFI respondents
exemplified the multstakeholder and crossitting nature of the V2V ecosystem.

Additional details on the SCMS RFI responses can be fouSddtionV.B.4.

. Pr oppdso reg2¥l €oemVini cati ons

A. V2V Communications proposal overview

The agency believes thiatwill not be possibléo begin to addregbe 3.4 millioncrashes
identified in Sectiorll.A, especially the intersection crashes andtlefting crashegjiven
toda y @ehicleresidentechnology offerings As described earlier, the limitations of current
sensotbasedsafety systemsn terms of direction and distandiely will not be able to address
intersection and lefturning crashes, among other potentralsh scenarios, as effectively as
V2V communications could

Theagencyb6s proposal to regul atfanctéaV t echnol
components, some of which have alternatives t
conjunctionwi t h o-plaso fAd nt h e prapasa mhe digirsct functional components
are:the actuatommunicationsechnologyitself (Sectionlll.E), proposednessang format and
contentrequirements (Sectidl.E.2), , authenticatig V2V messageiSectionlll.E.3), V2V
device misbehaviadetection and reportin@ectionlll.E.4), malfunction indication
requirementgSectionlll.E.5), softwareand certificataipdaing requirements (Sectidi.E.6),
and proposed cybersecurity related requirem@gstionlll.E.7).

B. ProposedV2V Mandate for new light vehicles, and performance
requirements for aftermarket for existing vehicles

NHTSAG proposalwould requirethatnew light vehiclesnclude vehicleto-vehicle
communication technologgble to transmistandardize@®SMs over DSR@s described in
Sectionlll.E below,beginningtwo years after issuance of a final rule and phasing in over the
following three years at rates of 50 percent, 75 percent, and 100 percent, respettivalyg h t
vehicles, 0 in the context ofmuttifuipsse pasgséngema ki n g,
vehicles, trucks, and buses with a gross vehicle weight rating of 10,000 pounds (4,536
kilograms) or les$'? Theagency believes that this amount of lead time and phaseneeded

"ApPpassenger cars pasBmmlgeirpvemocl es, o Atrucks, o and fibu
commenters suggested that the agencyds pravmpugges! al so ¢«
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based on the potential for device supply constsaio generate productidevel quantities of
devices required by automotive OEMs to meet the stahdamt to allow flexibility for vehicle
refresh and relesign cycles The proposal also allows vehicles to comply using D&RC
technologies that meeérdain performance and interoperability standards.

In addition to requiring new light vehicles to be able to transmit and receive BSMs over
DSRC theproposal would alseequire that similarlycapable aftermarket devices achieve the
sameDSRCperformance

Besides being the first FMVSS to involve vehicles relying on information transmitted by
other vehicles, this FMVSS would also be the first to incorporate elements of secure wireless
communication protection directly into the performance requireni&htdew motor vehicles
are increasingly computerized, agigien the importance of ensuring the availability and
integrity of safetycritical systemswe considered which requirements could best be incorporated
into an FMVSS and which should be part of RV seairity systeminstead. V2V security
requirements are discussed in Sectlok.3 and Sectionll.E.7, along with a discussion of
privacy and security in Sectidw.

Theagencyhas put fortlthis proposed rulen the basis thatfally-implementedv2V
system, as currently envisioned, is a compilation of many elenetgrovide a datech
technology platform that ensures secure and interoperable communications esafbiyng
warnings and advisories for drivers. As described in the R8s&diness RepoiV2V devices
send out BSMs to alert other vehicles to their presarakreceive BSMs from other vehicles in
order to determine whether to warn their driveramfmmnent crash situationrBSMs must be
accompanied bgnessage authentication capabilitsesthat the receiving2V communication
will allow suppliers and vehicle manufacturers to innovatespodthe market for applications
that will provide consumers inaeed safety.

(Wisconsin DOT), or heavy vehicles (Bendix, among others). Botonmtycles and HVs were included in the

Safety Pilot Model Deployment, but in very small numbers, and the agency believes that more research is needed
than what is available at the time of this NPRM before we are ready to propose requirements for itlese \die
agency will be making a decision on how to proceed with V2V capability for HVs at a later date. For buggies, these
would not be considered motor vehicles, but we are optimistic that V2X capability may eventually be available for
them.

113 1mpactof Light Vehicle Ruleon Consumer/Aftermarket AdoptiePedicated Short Range Communications

Market Study, Intelligent Transportation Society of America, FHWR0O17-487, available at
http://ntl.bts.gov/lib/60000/60500/60535/FHWIP G 17-487_Final_.pdf(last accessed Dec 12, 2016)

1470 be clear, the related performance requirements for V2V communication security will incorporate protections
to ensure a secure vehicle communication that are distinct from other types of communications with the vehicle for
other data transfers and interconnectivity. The performance requirements for V2V security communications do not
and are not intended to provide comprehensive protection for other vehicle wireless communications or internal
vehicle connectivity for operatiahfunctionality. That responsibility continues to belong to manufacturers.
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The agency believes that a mandate for all light vehicles is necessary to achieve the
safety goals of this proposal. The two vital pieces in order to achieve these crash avoidance
benefits are (1¢nsuring interoperabM2V communicatios, ard (2) achieving a critical mass of
communicating vehicles in the American fleet. NHTSA believes that this proposal is the only
way to achieve these two piede=cause of thiaggingadoption of advanced safety technologies
in the marketplaceAs evidencd by the slow voluntary deployment of vehicle sersased
advanced driving assistance systeting,agency beliewdhatit will be even more difficult to
achieve aritical V2V implementation levelvithout a mandatdue to the cooperative nature of
the V2V system |If it cannot reacla critical deployment level within a certain timeframe, the
safety benefits of V2V would drop dramatically, and manufacturers would have much less
incentive to develop the safety applications (despite their relatively low) dmstause they
would not have a reason to make the initial investment to instalZWecommunications
equipment Thi s represents a cl assi c i cgoderhmeentt i ve ac
regulation is designed to address. We do not beliatecthical mass can be achieved, allowing
the life-saving benefits of V2V to come to fruition, in the absence of a government makidate.
seek comment otihese tentative conclusions.

NHTSA received a number of comments to the ANPRM and the V2V Readtepsst
suggesting that V2V communication technology could be better encouraged through what the
agency referquitppeass &t afmidfard rather than a ma
i.e., that NHTSA shoul danmwehgléiyeqsippded withdevices nd ar d
capable of V2V communications, then it shoul d
options are within the agencyo6s regulatory au
communication technology for nevglit vehicles will be the quickest and most effective way to
achieve fleetvide V2V communication technology deployment and entwedull safety
potential of this technology is realized.

Allowing manufacturers to choose whether to apply V2V technologgw vehicles
could have two main risks in terms of holding back potential sagigfits. Firstit is uncertain
how manufacturers wouldoluntarily deployvV2V capability Manufacturersypically have
implemented new vehicleesident technologiea thar more expensive vehicles firsif
manufacturers take this approach for VRAHTSA believes that a segmented approach to
implementation of V2V technology will not be enough to quickly precipitate theratdta
environment needed to support developmémanufactureissupplied safety applications, or to
support the needed establishment of a V2V communications security system. Leaving the pace
of that development to the market will, we believe, delay thesifgng benefits of those safety
applicationsecause the effectimess ofapplicationsdepend on receiving messages from all
other vehicles Second, ifewervehicles are equipped with V2V, there may be less incentive for
industry to develop a sufficiesecurity systenmwhich will feed into concesifrom consumers
regarding perceived potential privacy and cybersecurity issiasen together, the delayed
effectiveness of the safety applications plus potentially increased concerns about security may
leadmanufacturers ndb include V2V capabilityin a significant amount of vehicles at. alor
these reasons, NHTSA proposes to require new light vehicles to beafible.
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NHTSA and, webelieveother stakeholdersyill be working to educate consumers about
V2V, and will ensure that the V2V systendissigned to minimize security risks and protect
privacy appropriatelyWe believe consumer education will alleviate fear of the unknown as
V2V enters the vehicle fleetFindings from our consumer research between the ANPRM and
this NPRM are discussed bl in SectionV, and NHTSA will be considering these issues
carefully as we move forward.

While we are proposing a V2V communications mandaeealso seek further comment
on the costs aadquibeme darticaglyacdnsidermg thei sdibstantial
monetary and potential social costs of a mandate commenters believe anafjuipped option
would be a preferable approach, and if so, why? What costs and/or benefits should we consider
relative to an Hequippel approach, and how do those costs and benefits compare to our analysis
of the costs and benefits of a mandate? For instance, we seek additional comment on-how an if
equipped option may potentially delay or lead to uncertainty in V2V technology developmen

In addition, what benefits may accrue from a more gradual, mbasetd approach to a
technology that has never before been widely deployed? What affect would such an approach
have on the ability to iterate and test potential V2V technology solutiaisding issues related
to costsreliability, securityand deployment? How would arefjuipped approach affect
consumer choice and privacy protectiond2 also seek examples and information related to the
success and failure of other netwadlianttechnologies, including those that evolved in the
absence of a government mandate and those that were mamuhigbether the example is
applicable or not to a safety sensitive function

C. V2V Communication Devicesthat would be subject to FMVSS
No. 150

1. Original Equipment (OE) Devices on New Motor Vehicles

NHTSAOGs research thus far indicates that V
new light vehicles. The Safety Pilot Model Deployment demonstrated that interoperability is
possible and directly iofmed the requirements in this proposed FMVSS and also in SAE
standards such as J2735 and J2945. The agency is confident that V2V devices integrated into
light vehicles consistent with these requirements will provide the technical foundation for
nationaldeployment of DSR@asd crash avoidance capability.

2. Aftermarket Devices

Many consumers may not be ready to purchase a new vehicle, but may be interested in
having V2V capabilities in their current vehicles. NHTSA believes that it is likely that
aftermarlet products may be developed in response to consumer intevdt, andwe
strongly support the innovation and accessibihiytaftermarket devices could foster, all
potentially leading to expanded and earlier benefits from V2V communication techn@egy
the name suggest s, Afaftermarketo refers to pr
hisorhewehi cl e after the vehi cl e @arsdistimguished foomt ur e .
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Aori ginal equi pment , 0 duningdsmanuiacturenpsiartainiiae d on t
purchase.Allowing aftermarket products to participate in the V2V system will enable the

technology to spread faster than if introduced through new vehicled tmhg accelerating

safety benefits.

As part of settig standards for aftermarket V2V devices, however, NHTSA recognizes
that some aftermarket products may not be able to populate optional BSM data elements if they
do not have access to the CAN bus. Aftermarket devices will therefore need to use other
method to populate elements needed to calculate vehicle position in order to support crash
avoidance warningsSome data elements, such as turn signal indication, will not be able to be
derived from other methods. As a result, the inability of some aftertrdgkizes to populate
certain optional BSM data elements may impact the fidelity (ability to balance the level of false
positive warnings) of safety applications that the aftermarket device supports. In the Safety Pilot
Model Deployment, there werethreee par at e t ypes of somethHatwere mar k et
fully integrated into the vehicle just like original equipment; some that were connected to the
vehicle for power, but di d randtsome that@lsoantycess t o
connectedor power, and could only transmit BSMs but could not receive them and could not
deliver crash avoidance warnings. Based on the information we currently have before us, we
think it is reasonable to assume that these three types of aftermarket deViddx @uailal® in
the rulemaking timeframe.

For example, OEMs may choose to offer their own aftermarket V2V devices that can be
retrofitted onto earlievehiclemodels (retrofit means the devices can interface with the vehicle
data bus), made by that OEKt,one of their retailers=or another example, V2V devices, which
are not unli ke todayods dedicated aftermar ket
could potentially be developed for drivers to purchase and have installed. The agency also
foresees the potential for some form of a mude device containing a V2kélated application
(Aappo0) that could bei hopulgnt a i didéviceecoud e hA cd¢ @& |
have the capacity to simply send a BSM without providing any wgsrtmthe driver or
potentially provide more capabilities in a potential V2V, or V2I, system. Moreover, in the
future, there could be yet other types of aftermarket devices that have V2V capabilities not yet
envisioned by NHTSA.

NHTSA does not wish to liththe development of different types of aftermarket devices,
but we do seek to ensure that all devices participating in the system perform at a minimum or
better performance level for V2V communication. This is important because, in order to ensure
safeand secure crash avoidance benefits, all BSMs transmitted need to perform at a minimum
performance level such that safety applications can identify imminent crash situations and issue
warnings to the driver to avoid a crash. Therefthre minimum perforrance requirements need
to be the same for all devices with provisions that accommodates the optional data elements that
can be used to perform better thha tminimum.

The proposed requirements for any V2V devices recognize that, as DOT discovered in
the Sfety Pilot Model Deployment, installation can significantly impact how devices perform.
The agency believdbere is high probability that@ertified deviceinstallercouldcomplete the
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installation for aftermarket safety devicdsis imperative thaall V2V components be properly
installed to ensure that an aftermarket device functions as intedeeteas some vehicle
owners may choose to replace their own brakes or install other components on their vehicles
themselves, installation requirements &ftermarket V2V devicesaynot be conducive to a o
it-yourself approachlmproper installation of a GPS antenna has the potential to #ftect
proper population of BSM data elements. Faulty positionfdataa transmittingzehiclecan
result infalse warnings, improperly timed warnings, eldoreover, an improperly installed
aftermarket device may put all other V2duipped vehicles it encounters at risk until the given
vehicle stops communicating, or until its message rejected for misbehavior

The agency seeks comment on the potential need for certification of aftermarket V2V
device installations. If so, please provide any potential recommendations of appropriate retail
outlets the certification mechanismandauthorizergvehicle manufacters, device
manufacturers, device retailers, otheéhs)t should be employedConversely, do commenters
believe that future available technology may allow consumers tinsédil V2V devices such as
web-based tools, or other potential methatiat coud verify accuracy of an installation?
Research supporting this possibility would be very helpful.

D. Potential Future Actions
1. Potential Future Safety Application Mandate

NHTSA has concluded that V2V communication technology combined with-hé&séd
safetyapplications can provide significant safety benefits and potentially help drivers avoid
thousands of crashes per ye#e believe that by leading with a mandate for V2V
communication technology, NHTSA will be able to foster industry development and aeglby
of new, beneficial safety application8s previously discussed in the V2V Readiness Report and
in the above discussion concerning the safety need, there are a number of these applications that
the agency believes could be ready to be deployed $tmrra® 2V mandate is in effect. In
particular, the agency has highlighted two specific applications, IMA and LTA

The agency focused on these potential safety applications becatstgges of these
applications were used during Safety Pilot Model Dgmient,becausave have sufficient data,
and because they can be effectively enabled only by V2V. Wd#s drivers of vehicles
approaching from a lateral direction at an intersectidrile LTA warns drivers of vehicles
approaching from the opposite ditilenn when attempting a left turn at an intersection.

As discussed in the V2V Readiness Repbe agencyas and willkcontinueto
investigae other potential V2V safety applications that could be enabled2yy
communications*® Depending on the marketpetration of applications in response to this
proposed mandatd the foundational/2V capability the agency malaterdecide to mandate

15 Six potential applications were mentioned in particuldA, FCW, DNPW, EEBL, BSW/LCW, and LTA.
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some or all othe potential applications discussed in the Readiness Repobipeahaps future

applications yet to bdeveloped.If mandated in the futurapplicationsvould likely be

i ncorporated i nt o NHTsSAdansthe intergstslofalarityoeach as F MV S
application mandate woultkely be contained iits own FMVSS.

At this time, though, the agency dorot have sufficient information to include with this
NPRM proposed test procedures or performance standards for LTA and IMA or any other safety
applications. To that end, we request comment on any additional information or research on
IMA, LTA and any dher applications that could inform and support an agency decision
regarding whether to mandate safety applications with or shortly after a final rule requiring
DSRC.

2. Continued Technology Monitoring

NHTSAG s pr o p o s a/kV conomumtcatiorccapabdityfor new light vehicless
based upothe best currenthavailable scientifidata and informationConsistent withts
obligations under Executive Ord@.O.) 13563, Improving Regulation aRe&gulatory Review
(Jan. 18, 2011), ard.O. 13610 on the retspective reviewof regulations, NHTSA will review
relevant new evidence and may propasasions to a subsequent proposed or finkd as
necessary anappropriate to reflect the current statdhef evidencéo provide areffective
regulatoryprogram. In obtaining that new evidenddHTSA may consider collections of
information that mayrigger the Paperwork Reduction Aahd would notify the public of these
collections through the separate Fed®adjister Notices required under tiat. NHTSA may
also identify andoursue additional issues for negsearch or conduct further reseandth
regards to existing issuasldressed in this proposede. Such modifications may heecessary
in the future to accommodatew systera and technologglesignsand the agency would
consider thesmodifications in consultation with thublic through the notice and comment
rulemaking processWe acknowledge that thresearch relevant for evaluating a neshnology
would vary depending otthe type of technology csidered.

E. Performance Criteria for WirelessVV2V Communication

In order to ensure that vehicles broadcast basic safety messages to support potential
safety applicationghe agency is proposing performance requirement® &R CGbasedv2V
communications As part of thisthe agency is alsequesting comment aternative
interoperable technologyovisions that would allow other technologies to satisfy the mandate,
as long as they meperformance and interoperability requirememtkich are based on the
capabi |l iti es -baded\2¥ abangudicationsS R C

The agency is proposing to require that V2V devices be capable of broadcasting V2V
messages in an interoperable manner, i.e., that devices can both transmit an@&siusing
V2V communications fro all other vehicles equipped with a V2V communications technology.
We believe that the requirements described below will ensure interoperability. We aim to ensure
a uniform method for sending basic safety information about the vehicle. In this way, any
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vehicle seeking to utilize the V2V information environment to deliver safety benefits would have
a known and uniform method for doing so.

In order to create this uniform method, an FMVSS would need to contain requirements in
a few areas. First, it woultked to establish the content of the information to be sent to the
surrounding vehicles (by not only specifying the type of information to send, but also the
measuring unit for each information element and the level of precision needed). Second, the
FMVSSwould need to specify requirements for the wireless transmission of the content (i.e.,
how far, how often, etc.). Third, we may need to specify a standard approach to authenticate
V2V messages that are received to improve confidence in message contents.

In addition to those three points, the FMVSS would also need to specify other aspects of
performance for a V2\¢ommunications system in order to support-figihle deployment and
enable full functionalityncludingsecurity. The agency recognizes that ea@apabilities are not
necessarily needed to support operations during the first few years of deployment, but would be
required as the V2V vehicle fleet grows.

First, the devicesegardles®f the communication technology useduld need a uniform
method br dealing with possible occurrences of high volumasedsagde.g., potentially
reducing the frequency or range of messages in high congestion situations. felkelmd,
identify and reduce the occurance of misconfigured or malicious devices ttamgBEM
messageshe FMVSSmayneed to specify methods for identifying misbehaving devices.
Finally, to support the above functions, vehicles in the V2V environmegheed a methal
for communicating wittsecurity infrastructureuch as a SCM&.g, in order to obtain new
security certificatesr report misbehaving devices, and receive information about misbehaving
devices).

In short, an FMVSS would explain: (1) what information needs to be sent to the
surrounding vehicles; (2) how the vehicle needsand that information; (3) how a vehicle
validates and assigns confidence in the informaaod (4) how a vehicle makes sure the prior
three functions work in various operational conditions (i.e., broadcast under congested
conditions,managemisbehavio, andupdatesecurity materials). A variety of voluntary
standards cover many of these aspects of performance. Our proposal below draws from these
voluntary standards but also explains why a particular threshold or requirements from a
voluntary standard appropriate. Finally, we are proposing a test method for evaluating many
of these aspects of performance. Having a clear test method helps inform the public as to how
the agency would evaluate compliance with any final FMVSS

Finally, we acknowledgthat research is ongoing in a few of the areas we discuss in this
section. While research continues in these areas, we have described for the public the potential
requirements that we are consideriagd the potential test methods for evaluating compéian
with those requirements. We believe that the public comments that we will receive in response
(coupled with the agencyds ongoing research)
agency can make a final decision.
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1. ProposedTransmission Requirements

Our purpose for proposing a standardized set of transmission requirements is in line with
our vision for V2V as an information environment that safety applications can use. By creating a
standardized method for transmitting the basic safety messages wreating the information
environment with one clear method for accessing it. Our current belief is that anyone who wants
to implement safety applications should know how their system can obtain the V2V information
as a input for their application.

In order to have a standardized method for transmitting the basic safety message we
believe that a few aspects of performance need requiremaietsentatively believe that all
devicesshould be required to transmit:

1 with a sufficient power/range to guaranteaching other DSRC devices, within a
minimum radius, that wouldllow use of the basic safety message information
reliably;

on the same channelnd support using the same data rate(s); and

at the times required for each data element so that peopleavka@pplications
know when it will have information.

= =

a) DSRC Transmission Range and Reliability

In order to ensure that surrounding vehicles within a certain range of each vehicle
transmitting basic safety messages can reliability receive the mesBagpsposal

includes requirements for the transmission range of the messages. While the research to
date has included various specifications for the antenna (e.g., power, polarization,
location on the vehicle, etc.), we tentatively believe it more appropoiaeasure the

ability of the vehicle to transmit the packet to a specified device at a specified distance.

In other wordghis transmission range and reliability requiremeamploys a more
performanceoriented approach where our FMVSS would not speaeifgpirements for

the antana itself.

By specifying the requirements in this fashion, we not only set requirements that can
more closely follow realorld conditions, but also leave aspects of design open to manufacturer
choice (e.g., antenna location o trehicle). Our method here would simply seek to ensure that
the transmission of the basic safety message travels the required distance and is readable by
another DSRC device at that range (regardless of how the antenna is configured). Thus, we seek
comnent on our proposal. We currently believe that specifying the following three areas would
be appropriate:

1 the threedimensional (latitudinal, longitudinal and elevation) minimum range that
the basic safety message transmission @dvaekd to reach;

i atestdevice (and its specifications, e.g., its receive sensitivity) for testing the
range and the locations to measure reception of the basic safety message; and
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1 the reliability of the reception of the basic safety message (i.e., how often is the
message droppg based on packet error rate (PER).

In addition, our current belief is that the agency would not need to establish specifications
for the transmitting device itself. In other words, we request comment on our current belief that
the following desigrevel requirements wouldot be necessary for an FMVSS:

i transmission power;
1 antenna polarization; and
1 antenna placement.

(2) Range

A basic safety message needs to travel far enough to support potential safety applications
that we anticipate would take advantagéhefinformation available through DSRC
communications Aside from the basic Atespmportando r 6 ¢ o mr
alsoconsidemwhetherdeviceswill be able to communicateith othersthat are on the same road
but, perhaps, not at thersa elevation or approach angles (ilee toad elevation may change).

(@) Longitudinal/Lateral Range

Our strategyve consideredegardingwhat minimum range requirement we should
includefor transmitting the basisafety message was to balance:

1 the informatim needs for potential safety applications; and
1 technical capabilities demonstrated.

In terms of information needs for the safety applications, our research to date used a
minimum 300 m transmission rar@ewhile recognizing this range would diminish in arband
non Aopen airo environments. The application
assumed vehicles were transmitting basic safety messages at the 300 nhrgagicular, we
believe thaDNPW requireghe longest communication range &ffective operation because it
addresses a crash scenario where two vehicles approach each other. hgadhg the target
range of 300 m, two vehicles approaching at 60 mph would be afforded approximately 5.6
secondgor the DNPW application to deteche crash scenario and issue a warning. Based on
this information, our current belief is that 300 m will serve the needs of the anticipated safety
applications.

Based on the existing research, our proposal is to adopt 300 m as the minimum
transmission rargy We believe that this supports the needs of anticipated safety applications
and can be operationally met given current technological capabilities; as demonstrated in Safety
Pilot Model Deployment. Currently, we also do not anticipate any safety applicaquiring
more range than 300 m. Thus, we tentatively do not see a reason to increase the minimum
transmission range beyond 300 m.
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Finally, we have not includedraaximumrange limit. Maximum transmission range can
vary by the power of the transmiss, and environmental conditions. While our current
proposed requirements do not include establishing a maximum transmission range, we request
comment on whether such a limit would be appropriate in conjunction with the other
requirements the agency isrssidering.

We ask for comment on this proposed minimum. Is there any reason that the agency
should require amaximumtransmission range as well as a minimum? Should the agency choose
a different minimum range requirement? What would be appropriataatltee minimum and
maximum transmission range values and why? Please provide data to support your position.

(b) Elevation Transmission Performance

In addition to the Zlimension range of the basic safety message transmission, we need to
consider the potentighanges in elevation on roadways. Thus, in addition to establishing a
minimum distance that the basic safety message needs to travel, we also need to establish an
elevation angle that the message needs to travel.

Safety applications may need informatfoom vehicles at a higher elevation (because of
changes in the slope of the roadway, for example). Thus, our current belief is that a proposal to
regulate DSRC radio performance should also evaluate whether a vehicle transmitting the basic
safety messagean transmit said message at an angle that is sufficient to cover potential roadway
elevation changes.

Our proposalvould require that vehicles transmit the basic safety message not only to
300 m around a vehicle (in all directiégnse., 360 degrees) batso at an elevation angle of +10
degrees aneb degreesWe thinkthat the elevation angle range of + 10@alegrees 360
degrees around the vehicle is an appropriate range to ensure that the broadcast of the BSM can
be received by vehicles in a 300ndlites given most roadway characteristics such as changes in
roadway grade was what was used to demonstrate capability in Safety Pilot Model Deployment.
The agency is continuing to research a larger range of elevation andlé (&grees) to
determine actal transmission coverage range. In particular, if the range would be adequate to
support transmission and reception of BSMs on roadway grades up to 15 degrees, which is the
current design maximum for many States and localities (excluding San Fran¢isemver,
currently it is not practicable to test the 30 degree elevation angle rargjeen current testing
equipment.

We ask for comment on this proposed minimum. Should the agency choose a different
minimum elevation angle requirement? What wowddappropriate alternative minimum
elevation angle range values and why? Please prdeideto support your position.

(2) Testing the Elevation Transmission Range

In order to give context to our proposed requirement, we are also describing the method
the agacywould use in assessing the elevation angle range performance requirement (i.e., the
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test procedure and type of test device). As discussed later in this docimaegencyvould

test these requirements using test devices located within a spe@fearaund the vehicle in a
static test to determine whether the vehicleb
required range. In order to conduct this test, we need itzed®fo pieces of information:

1 the important characteristics of thettdsvice for the purposes ofauating this
requirement; and
1 the area around the vehicle where we can place this test device.

(a) Test Device

As further discussed in the test procedure section of this document, we anticipate that our
test method would spig various aspects of the test device for the purposes of evaluating a
vehicleds DSRC radio performance. However, f
transmission range) of DSRC radio performance, we believe the receive sensitivityastth
device is the characteristic that would need to be most clearly defined in order to test the
transmission range objectively.

Based on the currentigvailable researchhe agencyvould measure this using a test
device with a sensitivity 0092 dBm. We believe that92 dBm is an appropriate sensitivity for
the test device receiving the basic safety message during the test b82aiBm generally
models what average devices (e.g., cell phones)ugbdir antenna sensitivityWe believe that
it is a reasonable assumption that a vehicle seeking to obtain basic safety messages for its safety
applications would be designed with, at rmim, this level of sensitivity.

Further, our understanding is th@2 dBm falls on the lessensitive side of theange of
an average wireless devicebds antenna sensitiyv
within that range is appropriate in this instance because it means we are using a more stringent

test condition that is still within the range of areeaged e vi ce ant ennads sensit
(b) Location of the Test Device

In addition to specifying the device, we also believe it is important to specify the location
of the device relative to the vehicle being testéte are proposing to define a zone around the
vehicle where a test device is used to evaluate the ability of the vehicle to receive the basic safety
message. Currently, the proposed zone is defin8@@a 2dimensional range with an
elevation angle that can be s¢t+10 degree an® degrees.

Fortesting the Zimensional (longitudinal and lateral) rantfes agencyvould specify
an area within a circle around the vehicle that we may test. The test circle has the following
characteristics:
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1 Itis 1.5 m above the test surface.

1 Itis parallel to theest surface.

1 It has a center point that is 1.5 m above the vehicle referenceéfSoint.

1 The circumference of the circle is any point at a 30@adius from its center

point.

In other words, when conducting the compliance test, the agency test engineeaceay pl
the test device at any point that is 1.5 m above the ground and within the area of a circle whose
center point is 1.5 m above the vehicle reference point and whose radius is 300 m.

For testing the el evati on r ativgydelievéitit he veh
preferable to use two slightly different evaluation methods for the upward elevation versus the
downward range. For the upward elevation range, our proposal is that the test engineer may
place the test device at any point along thieang line:

1 The line originates at a point that is 1.5 m above the vehicle reference point.

f The line rises at a +10 degree angle from the test sitfaceceeding in any
direction around the vehicfeé®

1 The line terminates at any point that is directlpwabthe circumference of the
circle used in the-2limentional range test.

On the other hand, for testing downward elevation range, the agency would place the test
device at any point along the following line

1 The line originates at a point that is 1.5 noadthe vehicle reference point.

§ The line falls at a6 degree angle from the test surfa@eroceeding in any
direction around the vehicfé?

1 The line terminates at any point where it intersects the test surface.

Test the downward elevation at a point tisdikely closer to the vehicle than the upward
elevation, we believe that this method would relieve some test complexities while still ensuring
that the transmissions will reach surrounding vehicles undemadd roadway elevation
changes. Further, weelieve that the locations defined above (longitudinal, lateral, and

H8y/ehicle reference point is the same point that we defined in the basic mefsggge content requirements
section, above.

7 Note the line originates at a point that is 1.5 m above the test reference point, but (for simplicity) we are
expressing the angle of the line by referencing the test surface (i.e., the ground, whiathisradhe line begins).
The angle of the line could be expressed by referencing any plane that is parallel to the test surface.

181n other words, the line can travel in any direction (360 degrees) around the point 1.5 m above the vehicle
reference point.

19 Seesimilar note, above.

120 Seesimilar note, above.
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elevation) establish the limits of the potential test conditions in a way that would still enable the
agency to measure at the extremities of the proposed range requirement.

As noted abwe, testingthe elevation range would enable NHTSA to test for compliance
at any point along those aforementioned lines. While we believedthaBm is an appropriate
sensitivity for our test device when it is located 300 m away from the tested velsgiequest
comment on whether the test device should still have a sensitivi alBm if NHTSA tests
the vehicle performance closer to the vehicle along the aforementioned elevation testing lines.
What would the appropriate function be to determieths ensi t i vi ty based on
location along those testing lines?

We further request comment not only on the testhod butlso on whether there are
other aspects of the test that the agency would need to define in order to clearly evaluate th
aspect of performance.

(3)  Reliability

The agency is proposing tequire that message packet error ra®ER) is less than
10%. We believe that 10% PER is an appropriate threshold and that vehicles will still be able to
receive the basic safety message$ong as the PER is below 10%he agency believes the
PER metric at the proposed rate fulfills the neeeMaluate howeliably a V2V devicecan
transmitamessage foa specifieddistance.

The Packet Error Rate (PER) is one way of quantifying hdiabitg a message can travel
a given distance. In essence, it measures how often (i.e., the percentage of) parts of the message
(i.e., packets) fail to make it to the destination. The research for V2V safety applications to date
assumes that vehicles dransmitting the basic safety message to a range of at least 300 m
around the vehicle with a PER of less than 10%.

A PER of less than 10% aligrwith the ASTM standard E22133 (2003) 4.1.1.2 where
fi(2) DSRC devices must be capable of transferring messagesl from vehicles at speeds of
85 mph with a Packet Error Rate (PER) of less than 10 % for PSDU lengths of 1000 bytes and to
and from vehicles at speeds of 120 mph wiBER of less than 10 % for PSDU lengths of 64
byt eAssuah, the agencybelieve t hi s speci fication, along wit
Safety Pliot Model Deployment work, makes it appropriate to include this as part of the
performance requirements for DSRC devices. Overall, the agency did not observe any dropped
basic safety messag (i.e., message did not reach a vehicle within range) due to a high PER, and
we believe that the 10% PER threshold will continue to be appropriate in a meseaiell
deployment. We request comment on our tentative conclusions and also request acmmment
what other potential PER thresholds would be more appropriate (and why).

78


http://www.federalregister.gov/

NOTE: This document has been signed and veesatbmitting it for publication in the Federal
Register.While we have taken steps to ensure the accuracy of this Internet version of the
document, it is not the official versioRlease refer to the official version in a forthcoming
Federal Register pubi cati on or o0 NouGaR &odess th&/EdulerabRegister at:
www.federalregister.gov

(4) Aspects ofTransmission RangePerformance Indirectly
Tested

We currently believe that testing the range (bothrlensional and elevation) and the
reliability (PER) of the transrasion with a specified test devic®Z dBm) in specified locations
is sufficient to determine whether a vehicle would be able to deliver basic safety messages to
vehicles around it in the real world (i.e., it would be sufficient for supporting the safety
applications currently under active development). However, we recognize that there are a few
aspects of performance covered by the V2V research to date that we have not indlided in
proposal Our tentative conclusion is that the proposed requirenaentkl cover these aspects
of performance indirectly. Further, we believe that Proposal A would avoid unnecessarily
restricting manufacturer design choices while still ensuring that the vehicle achieve the safety
purpose of transmitting the basic safetyssage. These aspects of performance are:

i antenna location on the vehicle;
1 antenna polarization; and
1 transmit power.

(@) Antenna Location on the Vehicle

The agency and its research partners utilized antenna location mounting requirements on
vehicles used ithe Safety Pilot Model Deployment activitifowever, our tentative conclusion
is that it is unnecessary to specify requirements for antenna location. The location of the antenna
on a vehicle can affect the ability of the vehicle to transmit the bdeky saessage to all the
necessary locations around the vehicle. However, we believe that testing for reception of the
basic safety message at the aforementioned locations around the vehicle would clearly show
whether the location of the vehicle antennassalled at an appropriate location where the
vehicle structure would not interfere with the transmission of the basic safety message.

If the antenna location is appropriate enough to transmit the basic safety message to meet
the needs of the safety ajmaltions, we tentatively see no need to further restrict the location of
the antenna on the vehicle (as it is also an important styling decision for the auto manufacturer).
However, we request comment on this tentative conclusion. Are there any reagdahs w
agency should establish requirements for the antenna location on the vehicle? What would these
restrictions be? How can they be objectively defined on the vehicle? What data supports your
conclusions?

(b)  Antenna Polarization

We also tentatively biedve that the agency does not need to establish performance
requirements for the transmitting antennads
generally recommended a nominal vertical polarization configuration for the DSRC antennas
sendinghe basic safety messagehe researchecommendethat configuration because vehicle
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sheet metal can serve as the ground planeamdegrade reception of horizontally polarized
waves at or near the horizon.

While we agree that using a roptimal antena polarization would lead to increased
cost and complexity of the system (i.e., requiring more antennas in order to reach the same
transmission coverage), we tentatively do not believe it is necessary to propose limiting such a
design. We believe thapifcost considerations, manufacturers are likely to select an antenna
polarization that would enable them to achieve the same performance with less antennas.
However, so long as the vehicle can transmit the basic safety message to the required range
underthe conditions specified, we currently see no reason to preclude other antenna
polarizations. We also request comment on this tentative conclusion.

(© Transmit Power

Finally, the requirementand test method also do not directly test for the transmit power.
Our current belief is that our test method sufficiently covers this aspect of performance by
establishing the range at which the vehicle needs to transmit the basic safety message and the
receive sensitivity of the test device. We note that the restadzie has recommended various
transmission power levels. For example SAE J2945/1 standareicommended a minimum
radiatedpoower of 5 dBm (under uncongested condtiond)owever, we believe that our
aforementioned requirements would sufficientlsttir this aspect of performance. In essence,
by testing whether a device with a sensitivity@® dBm can receive messages from a vehicle
300 m away, we are testing whether the transmitting vehicle is doing so with suffmiesrt to
deliver the basisafety message to the required distance.

We currently do not believe it is necessary to further specify the transmit power for
vehicles covered bthep opos al . Based on the manufacturer
location on the vehicle (and potentyatither factors such as the body of the vehicle, etc.), a
manufacturer may need to make different transmit power choices in order to transmit the
message to the required distance. As with antenna location and polarization, we believe that the
transmissiorpower is sufficiently addressed (albeit indirectly) by the requirements. We believe
that the requirements would establish an appropriate balance between affording the
manufacturers design freedom, while still ensuring that they achieve the safety goal of
transmitting the basic safety message far enough and reliably enough to support the safety
applications. We seek comment on whether there is any reason for the agency to establish a
requirement for the transmit power. What should the transmission peverd why?

(5) FCC Transmission Power Restrictions

The agencyb6s proposal i's not not specifyin
devices. The FCC places restrictions on the transmission power levels of devices utilizing a
given spectrum and our exgation is thaDSRCdevicesoperatingn the designated bandwidth
would meet the FCC defined operating specifications. However, we do not believe that our
current proposal (i.e., our proposed minimum transmission range and the sensitivity of the test
device) would require vehicles to transmit at a power that exde€dsegulations.
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FCC Part 95lspecifies a max EIRP limit of 33dBm for Private OBUs on channels 172,
174, 176, 178, and 18Dur understanding is that devices would be able to me#tdéke
requirements at a power setting lower than the restricted level (Safety Pilot Model Deployment
devices were set at a 20 dBm power level).

b) Channeland Data Rate

In addition to proposing requirements for the transmission range and reliability, we
believe itis also importantor DSRGbased V2V communications to utilize the sazthannel
and data rate. The channel is a band of frequencies where the transmission occurs. Parties
agreeing to use the same channel to communicate are like people that agremsathazher
using a particular phone line. The data rate is the speed at which a sender is transmitting
information through the channel.

The Federal Communications Commission (FCC) has statutory authority for allocating
spectrum rights and designating baains forcommerciakpectrum allocationsncluding the
5.9 GHz band. DOT defers to the FCCb6s author
plans Based orFFCC rules andesearch talate, d devices participating in the V2V information
envirormenthaveutilized the same channel and data tatéransmit BSMs In relation to
DSRC, FCC has specified that BSM transmissions and reception will occur on channel 172, i.e.
channel 172 will be dedicated to all BSM communicaticadetycritical commuiications)
Therefore, throughout this document, references to BSM transmissions and reception will refer
to channell72 while also recognizing the ongoing DGTC-NTIA spectrum sharing studies
and the FCC rulemaking concerning the 5.9GHz band as desutribede detail below Similar
to our approach teransmissiorpower, he agencyelieveshatall BSM transmissionshould
occur on channel 172Data rate is also important because a receiving device needs to know the
speed at which the transmitting d&is sending the information in order to process the
information. Thus, in order to ensure interoperability of the devices in the V2V information
environmentpur current belief is that it is necessamyestablish requirements footh the
channel andhe data rate.

As we discuss below, there are various options for both the channel and the data rate
each with advantages and disadvantages. While there are different choices available, each
choice should be able to achieve the objective of ensuringpaeability across devices if it is
implemented consistently by all devices. Thus,are proposintp that all vehicleshould
transmit the basic safety messageChannel 172ja a dedicated radiat a data rate of 6 Mbps
We also request comment omether there are other choices for these two aspects of
performance that the agency should consider.

(a) Channel
(1) ProposedChannel Usage

The FCCcurrentlydivides the5.9 GHzspectrumnto seventen megahertzhannels
consisting of one Control Channel (ChanhgB); six Service Channels (Channel 172dafety
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critical communicationand Channelsl74, 176, 180, 182, and 184 for ngafetycritical
communications); and orfe megahertzhannel, which would be held in reservighe FCC
also allows combinin@€hannels 174 and 176 or Channels 180 and 182 to produde/énty-
megahertzhannels(which would be Channel 175 and 181, respectjvely

As we discussed in the sections abave believe thatlevices participating in the V2V
information environment neexchange messages on g@ne channel in order teceiveeach
ot herds broadcast s ( othemssend). Upountihneva the M2V devicese s s a g e
transmitting basic safety messages in the V2V research have used Channel 172 (a 10 MHz
channel). Theresearch used a 10 MHz chanast he F CC 6 s forthe V2€gpdctrumu | e s
divide it into various 10 MHz channels.

Our tentative conclusion is that broadcastingChannel 17%ia continuous mode (radio
set to channel72,a 10MHz bang is appropiate for devices in the V2V information
environment.Thus,we believethat all vehicleshouldtransmit their basic safety messages on
thesame channdll72). Our tentative conclusion is based on our undeding of the existing
research and in alignmewith the FCC spectrum allocation. The agency expects that all non
safetycritical communications will occur on the remaining channels allocatddS&Cuse by
the FCC. The researsliggests that a 10 MHz band is sufficient for transmitting the bafaty
message to the necessafp mrange at a sufficient level of reliabiliBER of less than or equal
to 10%

We seek comment on all related issues we should take into account when considering this
proposal, asvell as any othepotentialalternatives

(i) Potential ChannelSharingor Re
channelization

NHTSA and the).S. DOT arecommitedto finding the best method to develop,
successfully test, and deploy advanced automatinvkinfrastructureafety systems while
working to meet existing and future speich demandsDOT supports sharing so long as it does
not interfere with safety of life communicationis thesummerof 2015, recognizing the
emerging need to perform further research on DSRC properties in order to prepare for studies on
sharing,DOT worked collaboratively with the FCC and NTIA to develop a spectrum research
plan.Thi s pl an-Unt heemMBERCDevi ce O@Ts@ebskelaadn 0) i s
detailsa comprehensive set isearclopportunities. The planwill allow FCC, NTIA, and DOT
to collectively tailorresearclon DSRC devices in the presence of unlicensed devices to
understand the prospective impacts within-weaild environment$?* The overall goals and
objectives of this research are as follows:
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1 Overall Goals as listed in ti@&SRGUnlicensed Device Test Plan

. Understand the impacts of unlicensed devices operating in the DSRC band.
Develop the capability to evaluate proposed band sharing mechanisms.
. Define requirements necessary for sharing mechanisms to prevent interference.
. Collaborate with the NTIA and FCC to provide Congress with results on impacts to

DSRC operations from proposed sharing mechanisms.

BWN R

1 Specific Objectives and Goals as listed in the DSRiicensed Device Test Plan

1. Develop the capability to do accurate aakkvant experimental evaluations of band
sharing and interference between unlicensed devices and DSRC devices.

2. Characterize the existing radio frequency (RF) signal environment in and near the
DSRC band.

3. Measure the effect of unlicensed devioaghe bakground noise level.

4. Measure the impact unlicensed device transmissians dn receiving DSRC
messages.

5. Measure DSRC suppression caused by Clear Channel Assessment (CCA) of DSRC
devices in the presence aflicensed device transmissions.

6. Measure other ipacts on DSRC channel quality of unlicensed device transmissions
(e.g., signal to noise (S/N), packet error rate (PER)).

7. Determine the minimum received power levels at which DSRC and urditens
devices can sense the other.

8. Investigate how interfereecand detection (determined in the previous objectives)
varies if the bandwidth of the overlapping unlicensed device transmission changes.

9. Measure the impact of DSRC operations on unlicensed device performance
recognizing that the two radiomsay form anmteractive system.

10. Investigate mitigation possibilities once potentiaNU-4 devices designed and
programmed to sharedlband with DSRC are available.

This DOT testing effort is part of a larger collaborative testing and modelling effort with
the FCC ad DOC, encouraged by Congress, to ensure appropriate interf@asidance and
spectrum rights allocation in the 585025 MHz (5.9 GHz) bandCongress called upon DOT to
lead, in close coordination with FCC and DOC, the development of 5.9 GHz Dedtated
Range Communications (DSRC) technology, vehicle safety testing, and DSRC capabilities
testing. Furthermore, Congress called upon NTIA to study the possibility of allowing unlicensed
operations in the 5.9 GHz band. The U.S. Department of Transpor(&xOT), the U.S.

Department of Commerce (DOC), and the Federal Communications Commission (FCC) each
have core, yet interdependent, roles to play in advancing this research.
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Recently the FCC issued a Public Notice to refresh its recegarding its drf proposal
to allow sharing of the 5.9 GHz band byNJI devices'* As part of its Public Notice, the FCC
hassolicited comments on the two proposed sharing techniques developed by the IEEE DSRC
Coexistence Tiger Team (-Chaen el ifizDeettieocnto )a,n da sA vwe
potentially viable approaches to sharing in the band without causing harmful interference to V2V
operations.

The FCC described the two proposed sharing approaches as follows: 1) Detect and avoid,
under whichunlicensed d@ceswould monitor the existing DSRC channels, and if ttetected
any transmittedSRC signalthey wouldavoid using the entire DSRC band. After waiting a
certain amounof time the unlicensed device would again sense the DSRC spectrum to
determine ifany DSRC channels are in use or whether it could safely transmit; and 2) Re
Channelization, under whiche DSRC spectrum would be split into two contiguous blocks: one
for safetyrelated communications and one for rsafetyrelated communicationby moving
the control channel and tivwo public safety channealto the top portion of the band.

Additionally, theremaining four DSRGervice channels would be reconfigured at the lower end
of the band as two 20 megahertz channels rather than maintainiridfmegahertz channels.
The segments designated for safethated communications would remain exclusive to DSRC,
and the remaining spectrum would be shared between the DSRC service chanuelsamskd
devices.

We seek comment on the costs and bemefieach sharing proposal, and whether and
how we should consider each of these approaches relative to this proposed rule.

(b) Data Rate

In setting a data rate, one is balancing between two competing interests: (1) the speed at
which one wants to transmit tiformation, and (2) how far the information can travel (and
how reliably it can travel that distance). In other words, if we send more information in a smaller
amount of time, the information cannot reliably travel as great of a distance.

In the contexbf our rulemaking, our proposal for data rate considers the following
technical questions:

1 How far do we need the message to travel?

1 What is an acceptable PER (i.e., how reliably do packets need to make it to a
receiving device in order to ensure thatgesy application can function)?

1 What bitrate do current systems and voluntary standards under development use?
If a final rule used a different set of requirements, how significant would this
change be?

122 hitps:/lapps.fcc.gov/edocs_public/attachmatch/AG®8A1_Rcd.pdf
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In the sections that follow, we first discuss tlenpeting considerations for our data rate
proposal. Using the information that we have from our discussion on data rate, we then discuss
our proposal for the channel.

() Proposed Requirement is 6 Mbps

The agency is proposing to require devices to transréifvitips. We believe it is
reasonable to expect that transmitting basic safety messages at the 6 Mbps rate can easily cover
the necessary rangssuming 300 m a very low PER of 10%. The available research from
both CAMP and BAH support this initial colusion, as described later in this section. Further,
while we are requesting comment on changing the bitrate, we note that the current systems and
voluntary standards under development all will be able to support multiple bitrates within the
ranges examied (i.e., device developers would not need to redesign the current hardware to
support a new bitrate).

Finally, while the theoretical analysis by BAH suggests that increasing the bitrate would
help to mitigate congestion mitigation, we are unsure giveteitk of realworld testing
whether altering the bitrate and channel bandwidth is necessary given that the agency is
considering other channel congestion mitigation stratedibsse strategies involve adjusting
the number of basic safety messages thaices would transmit per second and the power/range
of those transmission when channel congestion is detected by a ddaieedetail on these
strategies is found in SectidihE.1.b)(b)(ii). The agency is continuing tofiree congestion
mitigation approaches including device density in-reatld conditions, beyond those tested in
the specific Safety Pilot testing and Safety Pilot Model Deployment.

We request comment on our potential approaches to conclusions and owwnguest
above. To support the commenting process, we are also presenting alternative choices for bitrate
in the section that follows and we seek comment on those alternatives.

(i) Alternatives for Data Rate Requirements

The BAH research suggested alternate tatpmssibilities that would change based on
the level of congestion on the chann€heir rationale behind this approach is that, when the
channel is not busy, the transmitting device should use a lower bitrate that can more reliably send
the messageHowever, when the channebngestion is detectethe device should use a higher
bitrate to send the message quicker and vacate the channel as soon as pftssiisla logical
strategybecause whea vehicles in a congested environment (e.g., a trgéic™>>); the vehicle
does not neetb transmit the message as far becausesiegant cararethe ones that are fairly
close by. In other words,n this scenariat is important to transthe message fast (not far).

Z1'n relation to communications congestions the use of

ANPRM that idetified a major interchange that includes overpasses as an extreme scenario with the possibility of
approximately 800 V2V vehicles transmitting BSMs in the range of one V2V vehicle.
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Based on this logiBAH recommendeih its research that devicegansmit in the
following manner:

1 when the Channel Busy Ralfdis below 50%, transmit the BSM at a data rate of
9 Mbps;

1 when the channel busy ratio exceeds 50%, transmit the BSM at a data rate of 18
Mbps and continue to trangnthe BSM at a data rate of 18 Mbps until the
Channel Busy Ratio fallselow 20%.

While we have proposed to use a standard 6 Mbps bit rate, we request comment on the
recommendation from BAH and specifically would seek datardégg the following questian

1 Is it appropriate to change the bitrate based on channel busy ratio if the
performance within the relevant range is relatively similar across the bitrates
under consideration? Would it be more advantageous to use 18 Mbps at all
times?

1 For changing mesge bitrates, our understanding is that the transmitting device
sends a basic safety message with a header (the first part of the message) always
transmitted at 6 Mbps. Our understanding is that the header instructs the
receiving device to switch to anethbitrate for the remainder of the message.

How does this process impact the speed at which devices in the V2V information
environment can transmit and receive basic safety messages?

1 Is there any information on how much time one would save between tr@mgm
a basic safety message at 6 Mbps versus 18 Mbps (and other bitrates)? In other
words, many more messages can be transmitted within a given timeframe if one
were to change the bitrate?

1 We note that 3 Mbps, 6 Mbps, and 12 Mbps are bitrates thatedeskers are
requiredto support when they are building a device according to the IEEE 802.11
voluntarystandard. The standard affords the option to eupher bitrates but
does not require it. Is there any information on how many devices support
bitrates other than 3 Mbps, 6 Mbps, and 12 Mbps?

1 What would the impact be on current systems and voluntary standards under
development if the agency were to use a different bitrate (from 6 Mbps) in a final
FMVSS?

1 BAH suggests that all radios now support 6 @rMbps transmission. (Section
4.3.1 of BAH Report). Is there any information on whether current DSRC radios
can support 18 Mbps and dynamically switch between the two bitrates based on
channel congestion ratio? What 6s t he

124 Channel busy ratio describes how congettiecchannel is. When the mis 50% it means that for a 100 ms
timeframe, the device sees that there is someone else within range that is transmitting for 50 ms of the 100 ms.
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(i)  Existing Research on the Impact of
Different Potential Data Rates

There are currently two bodies of research available to the agency on the impact that
different bitrates can have on the range and reliability of the transmission of the basic safety
messageCAMP and work performetdly BAH funded by the agencyn essence, the CAMP
research showed that there is a small difference in PER between a 6 Mbps and 12 Mbps data rate
at 300 m, the assumed minimum range for V2V communications. The BAH researchlsitows t
there was a difference in PER between 6 Mbps, 9 Mbps, 12 Mbps, and 18 Mbps. However, most
of these differences occurred at a distance exceeding 500 m.

(a) Increasing Data Rate

CAMP conducted a test involving real devices in an outside environment-AVSport
Appendix ?° showed that, given a dedicated DSRC transmission channel, using a 12 Mbps data
rate somewhat degraded the ability of the message to reach its destination when compared with a
6 Mbps data rate. In their research, they used a vehiclddasting basic safety messages and
placed it in different | ocations around vario
safety messages during the test. When the researchers placed the vehicle close to the radios,
there seemed to be litttkegradation in whether the radios could receive the messages (regardless
of bitrate). Using the 6 Mbps data rate, 58 receiving radios picked up the basic safety messages.
Using12 Mbps, 57 receiving radios were still able to pick up the basic safepagess
However, when they placed a vehicle at the Af
radios received basic safety messages at 6 Mbps versus only 45 at 123déepgurelll -1 and
Figurelll -2, below.

125 gee Section 3 in Appendix I, http://www.nhtsa.gov/Research/Crash
Avoidance/Vehicle%E2%80%93to%E2%80%&hicle Communicationgor-Safety(last accessed: Dec 8, 2016)
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In addition, the VSEA research explored ¢hpotential impact of using 12 Mbps as
opposed to 6 Mbps within a 300 m test range. As evident in the figure below, when using 6
Mbps, nearly all the devices (up to the 300 m test range) received the messages with a very low
PER. However, when switchirig 12 Mbps, we observe a small increase in the number of
devices that could not receive the messages with a low PER between the range of 100 and 300
m.

The research also examined the impact of different bit rates based on transmission power
(i.e., if we tansmit with more power, how would the 6 and 12 Mbps bit rates affect the ability of
the receiving device to obtain the basic safety message? In the CAMP research, radios were able
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to receive packets at a somewhat lower transmission power when they ingrerdoesmitted at

6 Mbps as opposed to 12 Mbps (i.e., packets failed to reach their destination when the power was
-90 dBm when they were transmitted at 12 Mbps ve:@siBm when they were transmitted at

6 Mbps).

(b) Differing Bitrates

BAH also conducted search comparing the impact of data transmission rate to the
reliability and range of the transmission. In their research, involving transmissions sent on a flat
and open road at a test facility, 18 Mbps (they also tested 6 Mbps, 9 Mbps, and 12 Mhps) did
perform as well (i.e., a higher PER at a shorter distance) as the lower bitrates. However, their
field test indicated that the ability of the transmission to successfully deliver the packet remained
rather constant (regardless of the bitrate testedd 500 m-2®
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Figure Il -3 Packet Error Rate based on Distance

I n BAHO6s report, they surmise that the wid
for all bitrates is attributable to multipath faditfg. They conclude that an 18 Mbps bitrate
seems more susceptible to multipath fading than other, lower bitrates (i.e., the 18 Mbps bitrate
might be more sensitive to environmental changes).

126 5eeBAH DSRC Phase Il Report Section 4.3.3.2.

127\vjireless transmission of information through radio signals often travel to a receiver not only through a direct
path, but also through refleotis off of other objects in the environment. When the objects move and the direct path
between the transmitter and the receiver change, the signal may fade in a variety of ways. Thus, the changing
environmental conditions (in addition to some of the othe
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C) Other Aspects ofDSRC Transmission Performance

Thea agency recognizdsete other BSM transmission performance parameters that will
be necessary for realorld implementation. These parameters are found in the applicable
application specifications for DSRC message content and performance parameters. The agency
does not sea reason to establish requirements for these parameters based on currently available
information. However, we request comment and any supporting information from the public on
whether there may be advantages to establishing requirements in these suppsrtahe safety
applications and/or ensure interoperability within the V2V information environment.

(1) Age ofBSM transmission

The age of the BSM transmissi@monitored by the data elemebt_DSecond The
DSecond data element provides a time valuemehBSM is populated with data there may be a
lag between the time the data is collected and populated in thé B&Nwhen the BSM is
actually sent.We are proposing that the device should not transmit a BSM if the data within the
BSM is over 150 milliseends old In the test procedure section in this document, we are
specifying a test device for receiving basic safety messages from the tested v@hialational
is that the requirements and test methods requirestheedto transmit a timely BSM.

1 The system shall set the DE_DSecond with a value corresponding to milliseconds
within a minute of the UTC time when the BSM Part | vehicle location data is
determined by the positioning source. [MBRBMTX-DATAACC-008]

1 DE_DSecond shall be accurate to withims of the corresponding UTC time.
[MPR-BSMTX-DATAACC-009]

1 DE_DSecond shall have a value less than 150 ms from the UTC time at which the
BSM is transmitted (i.e., the age of the time used in DE_DSecond shall be less
than 150 ms). [MPEBBSMTX-DATAACC-010]

Note: Othermeasurements present in 88M should be aligned tbE_DSecond
insofaraspossible in the implementatiorsince other measurements present in the BSM do not
have an absolute time stamp, it is not clear how this is done in pradteertleless, practical
implementations to date have used the most recent measurement updates known to the
transmitter at théme when the BSM is composed.

(2) Reception
In addition to the issue of transmitting the basic safety message, the V2V research to date
alsoincluded potential requirements covering the reception of the basic safety meEsage.

potential requirements in this area inclulde ability of the vehicle to:

f receive a basic safety message given a
and disance from the vehicle;
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T translate the 06s and 16s received over
message (i.e., using the appropriate protocol suite to interpret and unpack the
wireless signal into the basic safety message content); and
1 authenttate the signature of the basic safety message to confirm that the
information is from an authenticated source (i.e., to determine that the message is
actually from a vehicle).

While the research (e.g., the V2V safety pilot) included many of these aspects
performance, we tentatively believe that it i
ability to receive the basic safety message as a number of indirect methods determining if a
vehicle received the information exist in the transmission regquénts already, namely
congestion detection and mitigation.

Although this may be counterintuitive, we believe that directly evaluating the reception
of the basic safety message is best conducted under conditions where the vehicle is using the
informationfrom the basic safety message for a particular purpgéseexample, when there is a
safety application, the receiving and processing the basic safety message transmissions leads to a
response from the vehicle (e.g., a warning)these conditions,thee hi cl eds recepti o
basic safety message is indirectly (and, we believe, sufficiently) tested by exposing the vehicles
to basic safety messages with certain information (e.g., information about a vehicle on a collision
course with the tested vehizle and t hen measuring the vehicl ed:
a warning at the appropriate time).

As this proposal does not include requirements for applications, the agency would need to
require vehicles to output a log or record of the basicysaiessages that they received within a
given amount of time in order to assess whether the vehicle is able to complete the three tasks
mentioned aboveHowever, we tentatively believe itds
additional requirementstoohék a vehi cl ebés abilityByo receive
requiring the vehicle to mitigate congestion, we believe that the vehicle must incorporate the
ability to receive the message.

Regardless of methods employed, congestion mitigation requireshiwes to
determine the local vehicle density inside a given radius as part of the determination of the
maximum time between messagd® do this, the vehicle not only has to have the ability to
understand the base channel busy ratio, but also decogesisage enough to expose the
various temporary IDs of the received BSMs to get an accurate vehicle count. To decode the
message far enough to get the temporary IDs, the vehicle needs to be able to interpret the BSM
and all of its subayers.

We also bekve that automakers implementing safety applications would ensure that the
vehicle would have the capability to receive the basic safety message (including receiving the
transmission and processing the transmission to obtain the message) and authHenticate t
messageBecause the performance of an automaker os
on the vehiclebds ability to reliably receive

91


http://www.federalregister.gov/

NOTE: This document has been signed and veesatbmitting it for publication in the Federal
Register.While we have taken steps to ensure the accuracy of this Internet version of the
document, it is not the official versioRlease refer to the official version in a forthcoming
Federal Register pubi cati on or o0 NouGaR &odess th&/EdulerabRegister at:
www.federalregister.gov

implementing safety applications would also have a strongftineeio implement an appropriate
receive capability in their vehicles.

However, we request comment on our tentative conclusion. We seek comment on
whether there is any reason that the agency should include direct requirements for receiving the
basicsafst message (independent of the vehiclebds ¢
safety application, congestion control, Misbehavior detection, or other intended uses). Further,
we request comment on what performance the agency should assess araldgemdtly should
assess such performance (i.e., how does the agency test the reception of information when the
vehicle is not expected to do anything in response to that informatibm@lly, the agency
seeks comment on whether there is a need to speqiyrements for DSRC devices to have
message reception filtering farterference from operation in the adjacent unlicensed spectrum
Please provide substantive data and clarifying reasons why or why not this is necessary along
with potential filteringstrategies that could be employed, if the commenter believes message
reception filtering is necessary.

One potential way to establish direct requirements and measure performance of those
requirements would be to require vehicles to:

1 store all basic safetmessages received within a certain amount of time .g.,
minutes during the test); and

1 output the data through a specified interface or collection of interfaces (e.g.,
OBD-lI).

To test this performance, we would use a test device to generate basinesfsdges
near the tested vehicle. Access the tested vehicle using the specified interface in the standard
and download the basic safety messages received/@efy that the basic safety messages
received by the tested vehicle match the basic safesgages transmitted by the test device.
We request comment on whether this is a viable method for establishing requirements for this
aspect of performance.

3) Message Packaging and Protocol Suites

Finally, another important part of ensuring interoperabditgny network is for all the
devices participating in the network to agree to the same communications method (i.e., speak the
same language). For electronic devices communicating over a network, the method of taking
information and packaging that infortrem (i.e., in multiple steps, converting it into a string of
16s and 06s) so that it can be sent across a
Each step in the protocol stack packages the information for the next step. The transmittin
device and the receiving device need to agree upon one method of packaging information so that
the transmitting device knows how to package
receiving devices knows wh atordertwextractthei t h t he r
information transmitted.
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DSRC communications within the 5.85 to Z88MHz band are governed by FCC 47 CFR
Parts 0, 1, 2 and 95 for onboard equipment and Part 90 for road side units. In reference to the
OSI1 model, the physical and dditak layers (layers 1land 2) are addressed primarily by IEEE
802.11p as well as P1609.4; network, transport, and session layers (3,4 and 5) are addressed
primarily by P1609.3; security communications are addressed by P1609.2; and additional session
and proritization related protocols are addressed by P1609.12.

Further, a variety of communication performance standards specific to the V2V
communications and BSM transmission/reception are defined in SAE J2945 while data element
and data frame definitions andding requirements are defined in SAE J2735.

Devices adhering to these standards know how to package the basic safety message for
transmissionover the DSRC 5.9 GHz spectrum. They also know how to interpret and unpack
transmissions over that spectrum mder to obtain the basic safety message. While our
proposed rule does not include explicit requirements for vehicles transmitting basic safety
messages to utilize the methods for packaging the basic safety message in IEEE 802.11 and
1609, our proposed germance test (in effect) would require vehicles to do so.

As further discussed in the test procedure section in this document, we are specifying a
test device for receiving basic safety messages from the tested vehicle. Our proposed test device
would utiize the method for unpacking the basic safety message that is specified in 802.11 and
1609. Thus, in essence, vehicles transmitting the basic safety message will need to package the
message utilizing the same method in order to deliver the messagédsi tthevice in our test.

If the vehicle is unable to transmit a message packaged in a way that can be unpacked by our test
device (i.e., using the IEEE method), the vehicle would fail our proposed performance test.

In this manner, we believe we are sjyng a protocol stack that would ensure that
devices following the packaging method of the protocol stack would be able to transmit and
receive basic safety messages on the DSRC 5.9 GHz spectrum. We request comment on our
tentative conclusion. Does thgency need to specify any additional areas of performance in
order to ensure interoperability of the devices? In other words, what aspects of the packaging of
the data for transmitting cannot be tested by our proposed test method? How does that impact
device interoperability and how would the agency test it?

d) DSRC-basedcommunication- Applicable Industry Standards

(1) Standards and DSRC V2V Technology

Vehicle to Vehicle technology incorporates many components to facilitate crash
avoidance capabilities. Thadis for Vehicleto-Vehicle crash avoidance is the communication
of safety information among vehicleBigurelll -4 identifies the various components that
DSRGCbased system wouldclude the DSRC radio, GPS receiver, Memorgf&y
Applications, Vehicle internal communications network, System Security, and the-Driver
Vehicle interface.
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Figure Il -4 V2V System Components utilizing DSRC

To support th&/2V wirelesscommunicationsa set of voluntary consensus standards
will need to continue to be developetdhese standards defisech things akow devices are to
communicate over an identified frequency; hovexchangénformation includng instructiors
for sending and receivingessages; how to structure, format, and understand message content;
andthedata elements maig up the message content.

We expect tha¥/2V communicatiorwill be covered by a family of integrated standards
from different organizations that deal with diet aspects of wireless communications and
messagexchange Suchstandardsvill facilitate V2V devicedevelopers and implemens
successfullyexchangingsafety messages and security informagmi.interoperability) The
standardsvill help ensure iteroperability meaning any device identified as a V2V device
communicates and interprets the messages in the same way.

(2) Voluntary Consensus Standards

Voluntary consensus standardThe term "voluntary" distinguishes the standards
development process from gavwmental or regulatory processdsl interested stakeholders
participate, including producers, users, consumers, and representatives of government and
academia.Voluntary standards are also made mandatory at times by being incorporated into law
by govenmental bodies.
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A voluntary consensus standards body is defined by the following attributes:

openness;

balance of interest;

due process;

an appeals process;

consensus, which is defined as general agreement, but not necessarily unanimity,
and includes a jmcess for attempting to resolve objections by interested parties,
as long as all comments have been fairly considered, each objector is advised of
the disposition of his or her objection(s) and the reasons why, and the consensus
body members are given apportunity to change their votes after reviewing the
comments-*®

= =4 A4 -4 A

Voluntary consensus standards follow a rigorous, industry inclusive development process
where each standard is developed by an established committee that consists of volunteer
representativerém interested stakeholders. Examples of such organizations include the Institute
of Electrical and Electronic Engineers (IEEBRETM International, SAE International (SAE),
and the American National Standards Institute (AN&Ach committee establisheembership
protocols regarding voting criteria, structure and format guidelines, and how information is
contributed. The committees draft the standards and, once drafted, the standards are presented to
the organizations membership for review, comment, iloting?®. If the standard is balloted
and accepted, the standard is published. If needed, there are processes for a standard to be
revised or updated as technology evolves. We anticipate that such bodies will develop the
standards that provide th&formation to develop and implement interoperable V2V
communications, but again stress that our performance requirements may permit technologies
other than DSRC to perform V2V communications in the future.

In relation toDSRCV2V Communicationsto datetwo voluntary consensus standard
organizations have developed separate, however, interrelated stdrataed®n DSR€nabled
V2V communications These organizations are the Institute of Electrical and Electronic
Engineers (IEEE), and the Society of Autative Engineers (SAE)IEEE has developed two
standards, IEEE 802.11p and IEEE 1609BEE 802.11p establishes how compliant devices
will transmit and receive messages using the&-2 frequency. IEEE 1609.x defines the
protocols for radio channel opéicns, message exchange, and message security. SAE has also
developed two standards, SAEJ3&nd SAEJ2945. SAEJ2735 specifies B8M message set,

see AStandards Glossaryo | EEE,
https://www.ieee.org/education_careers/education/standards/standards_glosséaghtimtessed Dec 12, 2016)
129 For a description of the IEEE ballot process, lsttyg://standards.ieee.org/develop/balloting. hiat acessed
Dec 12, 2016)
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its data framesand data elements. SAEJ2945 establishes minimum performance requirements
for the BSMdata elements in various messages.

The set of standards for DSRC detail the procedures, protocols, and message content to
support the broadcast (special communication capability of DSRC) and receipt of the Basic
Safety Message and the linked communicatiorsleé to transfer security materials to establish
amoresecure V2V communications environment.

3) Computer and Wireless communication reference
model

To facilitate the communication needed from devices (hardware) to the applications
(software) the Internati@ Organization for Standards (ISO) established the Open System
Interconnect reference model (OSI). The OSI reference model consists of seven layers that
define the different stages data must go through to travel from one device to another over a
network>C. Each layer has unique responsibilities including passing information to the layers
above and below {t* The combination of layers represents protocol stacks. This structure and
nomenclature of the OSI reference model is used in the V2V related sandael Standards
cover how data is communicated and interpreted from one V2V device to another device and
processed to be used by crash avoidance applications; analogous to how your wireless router
transfers data via the internet to an application on gomputer such as a web browser.

The layers represent levels of interfaces to enable the bits that represent data to be
properly transported and interpreted. The layers are illustratadunelll -5. The first layer
starts athe bit/hardware device level and indicates how the steam of raw information is sent to
the next layer. In relation to V2V this would be the DSRC radio level. In addition to the raw
information, layer 2 organizes data packets into network frames thaamasported across the
V2V wireless network. These first two levels are covered by IEEE 802.11p. The next 3 layers
are covered by IEEE 1609.x. Layers 3, 4, and 5 handle the addressing and routing of messages,
management of the packetization of data @eld/ery of packets, and the coordination of
message transmissions and authorization (security). Layer 6, session layer, and layer 7,
application layer, are covered by SAE J2735 and SAE J2945 and provide for the conversion of
incoming data for use by tlamplication and interface protocols with the applicatibifsThese
layers and associated standards represent the DSRC protocol stack that developers use to design
and produe interoperabléevices

Wsee AHow sHaw f O vio hilpd/colputer.howstuffworks.com/osil.htiast accessed: Dec 12,
2016)

Blsee fAPhy s htpAwww.lingoprg/physical_layer.htnflast accessed: Dec 12, 2016)

13235 e @Sl ieference modéDpen Systems Interconnection)
http://searchnetworking.techtarget.com/definition/Q&$t accessed: Dec 12, 2016)
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Figure 1l -5 OSI Stack

(4) DSRC-basedV2V device Communication Standards

As indicatel previously SAE and IEEE have developed and established standards for
DSRC. The DSRC protocol stack and related standards are illustrétiggiialll -6.

Working from the bottom dFigurelll -6 and starting with the physical layer, the IEEE
802.112012i IEEE Standard for Information technole@glecommunication and information
exchange systenisocal and metropolitan area netwsi®pecific requirements Part 11: Wireless
LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications was published
29 March 2012. The standard covers operations effMievices. A specific section of the
standard, 802.11p, covers DSRC comination for V2V and V2| devices that use the 5.9 GHz
frequency. The standard describes information exchange between system local and metropolitan
networks at the device radio level.
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Figure Ill -6 DSRC Protocol Stack

From the device (hardware) level of 802.11, the IEEE 1609.x family of standard
establishes the protocols for Wireless Access in Vehicular Environments (WAVE). These
standards support the network, transport, and session OSI [3yer4d.609 stadards that are
relevant to DSRC include the following:

1 1609.0i Guide for Wireless Access in Vehicular Environments (WAVE)
Architecturel This section of the standard describes the full set of 1609 standards
and their relationships to each other and otekxant standards such as 802.11.
The guide was published 11 December 2013.

1 1609.2i Security Services for Application and Management Messiages
Describes the secure message formats and processing for use by WAVE devices,
including methods to secure WA&A/Mmanagement messages and methods to
secure application messages. It also describes administrative functions necessary
to support the core security functions. The V2V security design is based on this
standard and incorporates an expanded applicationkdicHKey infrastructure to
secure V2V communications and appropriately protect privacy. This standard is
associated with Layer 5, session layer, and Layer 6, presentation layer. This
standard was published 26 April 2013.

1 1609.3i Networking Services In relation to Layers 3 and 4, network and
transport, this standard describes the Internet Protocol (IP), User Datagram
Protocol (UDP), and the Transmission Protocol (TCP) elements of the internet
model and management and data services for WAVE devices.stéhdard was
published 13 July 2012.

1 1609.4i Multi-Channel OperatiorisThis standard crosses layers 2 through 5 to
support multichannel operations of the DSRC radio. Wireless radio operations
that include the use of other channels need to provairictions concerning the
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operation of the control channel (CCH), the service channel (SCH), interval times,
priority access, channel switching, and routing. The current design for a V2V
DSRC device uses two radios. One radio is tuned to channel lfr@rmemission
and reception of theafetycritical communication of thBSM. The second radio
uses multichannel operations to set the CCH and SCH, and use the other
channels to support other messages transmission such as the messages associated
with secuity materials. This standard was published 7 February 2011, however, a
draft corrigendum that corrects errors is pending publication.
1 1609.12 Identifier Allocationsi For the WAVE system this standard describes
the use of identifiers and the values thate been associated with the identifiers
for use by the WAVE system. This standard was published 21 September 2012.
1 Layers 6, Presentation, and Layers 7, Application, are supported by the two SAE
standards that define the elements and the minimum pefame requirements
for the BSM data elements.

SAE J2735 DSRC Message Set Dictionary specifies a message set, and its data frames
and data elements specifically for use by application intended to utilize the 5.9 GHz frequency.
For crash avoidance safetlie standard identifies the Basic Safety Message (BSe¢.
standard includes an extensive list of BSM data elements divided into two parts. Part one
includes elements that are transmitted with every message. Part two includes elements that are
includel in the transmission when there is a change of status. The BSM is exclusive to the
support of crash avoidance safety applicatiddsctionlll.E identifies the BSM elements that
are identified as minimum performance requieents for V2V devices.

SAE J2945 DSRC Minimum Performance Requirementghis standard resulted from
research indicating a need for a separate standard that would describe the specific requirements
for the data elements that would be used in the BSM.stEmelard will also cover other DSRC
messages; however, the first part of the standard will specify the performance requirements for
the BSM data elements. The draft of the first part of the standard is being developed using
results of V2V research. Tistandard for BSM performance requirements is scheduled to be
completed and balloted late 2015.

The standards explained above represent voluntary consensus standards that have been
developed by standards development organization. These standards agalatuirge These
standards, however, do provide a basis of investigation as to what is needed in relation to
identifying the minimum performance requirements that if met ensure the proper and safe
functionality of V2V DSRC device that will result in thecagtance of crashes.

(5) Relevance taDSRC-basedcommunications

The SAE and IEEE standards supporting DSRC discussed are not performance
requirementper se Performance requirements asthndardsire interrelated and indicats
different levelshowa sysem or devicenust function. Performance requirements are developed
to indicate how a device or system needs to perfdmterms of V2V, erformance
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requiremerg are associated witiininstalled deviceand are viewed from thep of the design
and develpment process. Performance requirements may incorporate various standards that are
identified in Section IIl.D, however, most of the standards are related-®ystdms and
components that support the development of design specifications. The higher lev
performance requirements indirectly verify lower level standards were used by verifying the
design performs at the integrated system level.

Figurelll -7 illustratesour understanding dhe hierarchical relationship associateth
performance requirements and how standards are used at diffemgranentesign
specification levels. The bulk of the V2¥latedstandards suppoptrimarily support product
development specificatiorsd the Controller Spec levahd the Componeftechnical Spec
level. The specifications are verified at each level by different component test asybtar
tests. The Auto OEMs conduct tests at the system level to verify design and system operations.
After installation, OEMs conduct vehicle intagjon tests to verify installation and system
operation in relation to design specification and regulation identified performance requirements.
Once the integration is verified, the Auto OEMs verify compliance with the performance
requirements. This hiarchy demonstrates haap levelperformance requiremengsipported
by standards provide the informationgeccessfullydesign and implemeM2V components
that will be interoperable and meet identified system level performance requirements.
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Relationship of Performance Requiremenftest Proceduresand Industry Standards
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Figure Il -7 Relationship of Performance Requirement to Production Product

The voluntary consensus standards provide information that support both performance

requirements and design specifications, aredhe bridgefor connectinghe requirements to the
specifications. In relation to the NPRM, the work performed by NHTSA in relation to

performance requirements is to identify, and define performance requirements and verification

tests that will indicate that V2V dewdave been designed and implemented such that these

devices will operate to provide the DSRC communications and security that will support crash

avoidance applications.

(6)

Summary of DSRC-basedBSM Transmission
Requirements

Table 11l -1 Summary of BSM Transmission Requirements

Requirement | Proposal Basis Relationship to | Reason

Standards
Range Minimum 300m; 360 | CAMP application | SAE J2945/1 | The setting is based on th
(longitudinal | degrees around vehiclg tested in SPMD also need to provide accurate
& lateral) calculation of rage and timely safety alerts.
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needed for DNPW

The setting was obtained
by extensively testing
commercially available
equipment and automotive
sensors in a wide variety ¢
driving environments

Range At elevation angle of | CAMP and BAH SAE J2945/1 | Same as above
(Elevation) +10 degrees and research and testing
degrees capabilities
Reliability Packet Error Rate < CAMP and BAH SAE J2945/1 Same as above
10%
BSM Radio | All BSM transmisons | FCC rules. SAE J2945/1 Same as above
Channel and receptions oh72
(safetycritical
communicationk
Data Rate 6 Mbps CAMP and BAH SAE J2945/1 Same as abovieAlso
researcli CAMP (one of the Current developers suppo
research shows PER| bitrates a 6 Mbps data rate. More
degradation using 12| included in data and testing is needec
Mbps. BAH research 802.11) to change the data rate an
indicates problems determine if a changing
after 500m, also rate can be used and
BAH test done oder support crash avoidance.
Afopen fiel
conditions.
Transmission | 10 times per second CAMP i tradeoff SAE J2945/1 | Accepted amongxperts to
Frequency under norcongested between long inter support V2V crash
conditions packet delays avoidance
experienced by V2V
safety applications
and heavy wireless
channel utilization.
Staggering Random transmission | Mitigate channel SAE J2945/1 Due to accuracy aevices

Transmission
Time

of BSMs every 100 +/
ms between 0 and 5 m{

congestion if all
devices transmitted 4
same timg CAMP
and BAH research

need to mimic the stagger
experienced during SPMD
to avoid message collision
to facilitate efficient
channel usage

e) Alternative (Non-DSRC) Technologies

This sections intended to recognize and suppbecontinualprogression of
communicatiortechnology It proposeslternative interoperable technologmesformance

requirementsgroundedin oday o6 s

DSRC

technol

ogy, whi

potential future V2\communicationsechnologies that meet or exceed the proposed
performanceequirements, including interoperability wigii other V2V communications
technologies transmitting BSMs.
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This section providegerformanceébasedequirementshat wouldsupporttransmitting
the basic safety messaga alternative interoperable techngles Theproposedequiremerg
are limited to the transmission of the BSMly. Potential scurityand privacyequirementand
alternativesare discussed in those respective sections of this proposal.

Alternative technologiewould need taneetthe same message transmission
requirements aBSRGbasedlevices minus any DSR&pecific requirements such as channel
or data rate specifications.

(1) Transmission Range and Reliability

Alternative technologiewould need to suppothe same message transmissionga and
reliability requirements aBSRCGbasedlevices minus any specific references to DSRC.

(1) Range

Alternative technologiewould need to suppothe same message transmission range
requirements aBSRGbasedlevices minus any specific references toRGS.

(i) Longitudinal/ Lateral Range

Alternative technologiewould need to suppothe same message transmission
longitudinal and lateral range requirement®&RC-baseddevices minus any specific
references to DSRC.

(i)  ElevationTransmissionPerformance

Alternative technologiesvould need to suppothe same message transmission elevation
performance requirements RSRGbasedlevices

(2)  Testing the ElevationTransmissionRange

Alternative technologiewould need to suppohte same message transmission elevation
test requirements &SRCbaseddevices

(@) TestDevice
Alternative technologiewould need to suppotiie same message transmission elevation
transmission performance test device requiremensS&Cbasedlevices minus any reference
to DSRC.

(b) Location of the TestDevice

Alternative technologiewould need to suppotihe same message transmission elevation
test device location requirementsRSRGbaseddevices
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