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l. INTRODUCTION
On July 6, 2012, the President signed into law a new two-year transportation reauthorization bill,
the Moving Ahead for Progress in the 21* Century Act (MAP-21.) This bill authorizes funds for

Federal-aid highways, highway safety programs, transit programs, and for other purposes.

Section 31402 of MAP-21, “Electronic Systems Performance” states that:
“(a) IN GENERAL.—Not later than 2 years after the date of enactment of this Act, the
Secretary shall complete an examination of the need for safety standards with regard to
electronic systems in passenger motor vehicles. In conducting this examination, the
Secretary shall—
(1) consider the electronic components, the interaction of electronic components, the
security needs for those electronic systems to prevent unauthorized access, and the effect
of surrounding environments on the electronic systems; and
(2) allow for public comment.
(b) REPORT.—Upon completion of the examination under subsection (a), the Secretary shall
submit a report on the highest priority areas for safety with regard to the electronic systems to
the Committee on Commerce, Science, and Transportation of the Senate and the Committee

on Energy and Commerce of the House of Representatives.”

This report responds to the MAP-21 requirement that the Secretary of Transportation to
“complete an examination of the need for safety standards with regard to electronic systems in
passenger motor vehicles.”! As outlined in section 31402, MAP-21 directed the agency to
consider the following topics in conducting this examination:

1. electronic components,

2. interaction of electronic components,

3. security needs for those electronic components to prevent unauthorized access, and

4

effect of surrounding environments on the electronic systems.?

Moreover, MAP-21 directed the agency to allow for public comment in conducting this
examination.® Upon completing the examination, MAP-21 also directed the agency to submit a

! Moving Ahead for Progress in the 21st Century Act, Public Law 112-141 (Jul. 6, 2012), § 31402.
2 1d.
*1d.



report to Congress on the highest priority areas for safety with regard to the electronic systems.*

On October 7, 2014, the National Highway Traffic Safety Administration (NHTSA) issued a
Request For Comment (RFC) in the Federal Register (FR) requesting public comment on
Automotive Electronic Control Systems Safety and Security [Docket No. NHTSA-2014-0108"].
The RFC notice presented NHTSA’s progress thus far in conducting the “examination”
referenced above as per required in section 31402. The RFC also illustrated how NHTSA is
examining each of the areas described by Congress in section 31402 and sought public comment
on the aforementioned examination. This report conveys NHTSA’s findings from conducting its
examination, addresses the public comments received from said examination, and subsequently

lists “the highest priority areas for safety with regard to electronic systems.”

. BACKGROUND

The use of electronics in the design of modern automobiles is a rapid ongoing progression. The
first common use of automotive electronics® dates back to the 1970s and by now a typical
automobile features over 100 microprocessors, 50 electronic control units (ECUs), five miles of
wiring and 100 million lines of code.” Use of electronics is not new. It has enabled safer and
more fuel-efficient vehicles for decades. Electric and hybrid vehicles could not have been
developed and produced without the extensive use of electronics, and proven safety technologies
such as electronic stability control could not have been implemented. Over time, growth of
electronics use has accelerated and this trend is expected to continue as the automotive industry
develops and deploys even more advanced automated vehicle features. This trend results in
increased complexities in the design, testing, and validation of automotive systems. Those
complexities also raise general challenges in the areas of reliability, security, and safety

assurance of increasingly networked vehicles leveraging electronics.

Electronics provide many safety, security, convenience, comfort, and efficiency functions for
vehicle operators through interconnections and communications with other onboard electronics
systems. Common communications networks and protocols allow for the exchange of

information between sensors, actuators, and the ECUs that execute software programs to

4
Id.
® http://www.regulations.gov/#!docketDetail; D=NHTSA-2014-0108
® Not including electronics use for radio purposes.
" “This car runs on code,” R.N. Charette, 2009, http://spectrum.ieee.org/transportation/systems/this-car-runs-on-code
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accomplish specific functions. A vehicle will typically feature multiple networks. Those
networks may be isolated from one another for a variety of reasons such as safety and security;
however, in other cases, different networks could be interconnected to enable exchange of
information across a broader range of systems. Sharing data across multiple networks should be
safeguarded against adverse influence over safety-critical systems; however, effectiveness of
such approaches is only anecdotally known today. Growing system complexity and abundance
of design variants, even within one manufacturer over model years and across classes of
vehicles, potentially pose new safety and security challenges. Further, anomalies associated with
electronic systems—including those related to software programming, intermittent electronics
hardware malfunctions, and effects of electromagnetic disturbances—may not leave physical
evidence, and hence are difficult to investigate without a record of data from the electronic

systems.

While there are challenges, progressively introduced safety technologies, such as Automatic
Emergency Braking (AEB), have the potential to significantly reduce the many thousands of
fatalities and injuries that occur each year as a result of motor vehicle crashes. To that end,
NHTSA recently announced that it plans to add two cutting-edge automatic emergency braking
systems to the recommended advanced safety features included under the New Car Assessment
Program (NCAP) — this latest step complements our half-century of regulating and promoting
safety innovations. Our latest research shows that our regulatory program has saved 613,501
lives since 1960.® Further, continued innovation into more advanced forms of vehicle
automation could address other types of crashes where human driver error plays a role. In May
2013, NHTSA released a preliminary statement of policy® concerning automated vehicles where
the agency outlined its planned research into emerging technologies. Given the complexity of
these new systems in terms of the additional electronics software and hardware needed, the
safety of electronic control systems will continue to grow in importance as these systems become
more commonplace in production vehicles. Increasingly advanced forms of automation may
improve the overall safety of highways by addressing some of the common human driver errors,
Even as the overall number of crashes are reduced, there may be a shift in the proportionality of

accidents where the critical factor may be attributable to the drivers versus the equipment or the

8 http://www.nhtsa.gov/About+NHTSA/Press+Releases/NHT SA-sets-AEB-plans,-highlights-lives-saved-repoot
® http://www.nhtsa.gov/staticfiles/rulemaking/pdf/Automated Vehicles Policy.pdf
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technology. These factors may necessitate future workforce adjustments to meet the technical

and workload challenges that may be introduced into NHTSA’s research, rulemaking, and

defects investigation processes.

In 2010, the NHTSA funded a National Research Council (NRC) study on how the agency’s

regulatory, research, and defect investigation programs can be strengthened to meet the safety

assurance and oversight challenges arising from the expanding functionality and use of

automotive electronics. Proceedings of this research through the NRC-appointed 16-member

committee is published in the Transportation Research Board (TRB) Special Report 308 by the

National Academies of Sciences (NAS) in 2012 and identified five main challenges for the safety

of future electronic control systems:

An increased amount of complex software that cannot be exhaustively tested;

The highly interactive nature of the electronic control system — more interactions exist
among system components, and the outcome may be difficult to anticipate;

The growing importance of human factors consideration in automotive electronic control
system design;

The potentially harmful interaction with the external environment including
electromagnetic interference; and

The novel and rapidly changing technology.

Further, the study offered recommendations to NHTSA on the actions that the agency could take

to meet the five challenges referenced above. These include:

becoming more familiar with and engaged in standard-setting and other efforts (involving
industry) that are aimed at strengthening the means by which manufacturers ensure the
safe performance of their automotive electronics systems;

convening a standing technical advisory panel; undertaking a comprehensive review of
the capabilities that the agency will need in monitoring for and investigating safety
deficiencies in electronics-intensive vehicles;

ensuring that Event Data Recorders (EDRs) become commonplace in new vehicles;

19 The Safety Promise and Challenge of Automotive Electronics, insights from unintended acceleration, National
Research Council of the National Academies, ISBN 978-0-309-22304-1, 2012,
http://onlinepubs.trb.org/onlinepubs/sr/sr308.pdf .



http://onlinepubs.trb.org/onlinepubs/sr/sr308.pdf

e conducting research on human factors issues informing manufacturers’ system design
decisions;

e initiating a strategic planning effort that takes into consideration the safety challenges
resulting from vehicle electronics and that gives rise to an agenda for meeting them; and

e making the formulation of a strategic plan a top goal in NHTSA’s overall priority plan.

In addition to the challenges regarding electronic components and their ability to function
reliably in spite of their complex interactions, NHTSA believes there could also be increasing
challenges with regard to the ability of these systems to remain free of unauthorized access or

malicious attacks. While most of the documented demonstrations'*21

of vehicle hacking to
date have required some form of long-term physical access to the vehicle and the agency’s
review has not identified any reported real-world incidents resulting in a safety concern, the
agency recognizes that lack of occurrence does not imply impossibility. In fact, security
researchers recently demonstrated™* the remote exploitation possibility with a passenger vehicle
platform. NHTSA worked closely with the affected Original Equipment Manufacturers (OEMSs)
to identify and assess the risks and remedial solutions, which resulted in the affected OEM
issuing a prompt voluntary recall (to implement a software patch) involving up to 1.4 million
vehicles. The response to this incident also included an immediate step to mitigate long-range
wireless vulnerabilities through an over-the-air update from the wireless service provider (with
or without the software patch being applied to the affected vehicles). This event and subsequent
actions were first of their kind and highlight the importance of maintaining particular vigilance
for potential cybersecurity issues that have the potential to impact safety. NHTSA, via its RFC,
also sought feedback from the public to determine what additional work is needed in this area.

The findings will be discussed later in this report.

' “Experimental Security Analysis of a Modern Automobile,” K. Koscher et. al., IEEE Symposium on Security and
Privacy, Oakland, CA, 2010.

12 «Comprehensive Experimental Analyses of Automotive Attack Surfaces,” S. Checkoway et.al, USENIX Security,
2011.

13 «Adventures in Automotive Networks and Control Units,” C. Miller, C. Valasek, DEF CON 21, Las Vegas, NV,
2013.

14 “Remote Exploitation of an Unaltered Passenger Vehicle,” C. Miller, C. Valasek, BlackHat USA 2015, Las
Vegas, NV, 2015.



1. REVIEW OF SAFETY PROCESSES AND DATA SOURCES
I11.1. Overview of Existing Safety Assurance Approaches

Notwithstanding the increased difficulty in the safety assurance of increasingly more complex
systems, the automotive industry uses a number of safety standards and quality assurance
practices in the design of safety-critical systems which are not unique to, but also cover,
electronic systems. As documented in a number of publications and also summarized in the
NAS Report, these approaches include the:

e establishment of system safety requirements;

e assessment of design hazards and risks at component, function, system, manufacturing
and process levels such as by the use of failure mode and effects analysis™® (FMEA) and
fault tree analysis'® (FTA);

e quality management systems such as ISO/TS 16949"", advanced product quality
planning, and Design for Six Sigma;

e design validation and verification testing such as electrical, environmental, laboratory,
test track and limited field trials;

e variants of production part approval process; and

e post deployment field data analysis.

Further, many automotive original equipment manufacturers (OEMSs) have been actively
engaged in the development and revision of the 1SO 26262 standard and most have already

started to follow its principles.

I11.2. Overview of Existing Safety Process Standards

Sectors of the automotive industry currently consider electronics safety and cybersecurity as part
of its design and quality control processes. Three process standards from the broader
transportation industry are frequently mentioned as suitable and preferred methods also used in

the design of passenger vehicles usually complementing existing safety assurance practices:

> |EC 60812 standard covers the process for conducting FMEA analysis.

1% |EC 61025 standard covers the process for conducting FTA analysis.

7 ISOITS 16949:2002 covers particular requirements for the application of 1SO 9001:2000 for automotive
production and relevant service part organizations.

'8 International Organization for Standardization (1SO) standard for Road vehicles — Functional safety.
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1. 1SO 26262 (Road Vehicles - Functional Safety): ISO 26262 is the first automotive
industry specific standard™ that addresses safety-related systems comprised of electrical,
electronic, and software elements providing safety-related functions in the design of road
vehicles. It is an adaptation to the International Electrotechnical Commission (IEC)
61508 standard to road vehicles. The first publication of 1SO 26262 was in November
2011. This standard seeks to address various important challenges facing today’s road
vehicle technologies including:

e the safety of new electrical, electronic, and software functionality in vehicles;
e the trend of increasing system complexity, software content, and use of
electromechanical components; and

e the risk from both systematic failure and random hardware failure.

Typical concerns associated with the 1ISO 26262 standard raised by industry stakeholder
groups include:

e the standard could be laborious to apply;

e the hardware portions of the standard’s coverage are very similar to existing
industry practices with limited incremental benefits;

e the software portions of the standard primarily recommend good systems
engineering practices for software safety; and

e the assessment of the automotive safety integrity levels (ASIL) may vary due to

subjectivity in the process.

In part due to these limitations, existing practices and 1SO 262626 are sometimes
augmented with other system engineering approaches that are outlined in MIL-STD-882E
and DO-178C, particularly on the software engineering side.

2. MIL-STD-882E (Department of Defense Standard Practice - System Safety): MIL-STD-

882E is the U.S. Department of Defense’s systems engineering approach for eliminating

9 Van Eikema Hommes, Q., "Review and Assessment of the 1SO 26262 Draft Road Vehicle - Functional Safety,"
SAE Technical Paper 2012-01-0025, 2012, doi:10.4271/2012-01-0025.

2 |EC 61508 is an international standard for functional safety of electrical/electronic/programmable electronic
safety-related systems. This standard considers all of the environments that could result in an unsafe situation for
the subject product, including shock, vibration, temperature, and electromagnetic fields and their induced voltages
and currents.



hazards, where possible, and minimizing risks where those hazards cannot be eliminated.
By taking a systems approach, this standard considers hazards in the entire lifecycle of
systems, products, equipment, and infrastructure including design, development, test,
production, use, and disposal stages. The principle of this standard is that system safety
should follow the system engineering process, and is the responsibility of all functional
disciplines, not just the system safety professionals. This standard has gone through a
number of revisions in order to adapt to changes in technology and lessons learned
through experience.

DO-178C (Software Considerations in Airborne Systems and Equipment Certification):
In the aviation industry, DO-178C21 is an accepted guidance for showing compliance
with the applicable airworthiness regulations related to the software development aspects
of airborne systems and equipment certification. Conformance to this standard means the
software satisfies airworthiness22 requirements with an acceptable level of confidence.
As part of the airworthiness certification process, DO-178C provides guidelines to
produce the software lifecycle data needed in order to support the certification process
(e.g., plans for software development, verification, configuration management, and
quality assurance). It also provides a comprehensive list of considerations in order to
avoid errors and mistakes that could be introduced into software. DO-178C considers
system software development as a subset of the overall system development process. It
assumes that safety-critical requirements for software systems are defined in the higher-
level system engineering activities and are given at the beginning of the software
development process. Some automotive companies indicated that the principles outlined
in this more mature standard complement the software standard described in 1SO 26262

Part 6,23 which is still evolving.

NHTSA continues to investigate functional safety approaches for the automotive industry that

may effectively address emerging concerns from the increased use of electronics and software in

the design of automobiles. The agency is also reviewing the following software-development

standards/methodologies, which provide relevant guidance but were less commonly referenced

21 DO-178C: Software considerations in airborne systems and equipment certification.
22 Ajrworthiness of an aircraft refers to meeting established standards for safe flight.
8|SO 26262-6:2011-Road vehicles; Functional safety; Part 6: Product development at the software level.
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by the automotive industry stakeholders:

e |SO/IEC 15504 - Automotive SPICE (Software Process Improvement and Capability
Determination) and Capability Maturity Model Integration (CMMI): SPICE and CMMI
are software process assessment models that provide a good strategy to assess
organization’s software development capability. They guide assessors to assign ratings to
indicators and metrics in order to measure the capability of software processes.

e AUTomotive Open System ARchitecture (AUTOSAR): The objective of AUTOSAR is
to create and establish open standards for automotive electrical/electronic architectures
that will provide a basic infrastructure to assist with developing vehicular software, user
interfaces, and management for all application domains. This includes the
standardization of basic systems functions, scalability to different vehicle and platform
variants, transferability throughout the network, integration from multiple suppliers,
maintainability throughout the entire product life-cycle, and software updates and

upgrades over the vehicle’s lifetime.

NHTSA, via its RFC, sought feedback from the public to determine whether or not there were
emerging gaps in the safety assurance processes of motor vehicles. The results will be discussed

later in this report.

111.3. Overview of Available Data Sources

For purposes of determining the capabilities of various datasets to categorize and rank vehicle
electronics safety issues, NHTSA considered vehicle recall data, vehicle owner’s questionnaire
(VOQ) data, early warning reporting (EWR) data, and data from its field crash databases the
National Automotive Sampling System (NASS), Fatality Analysis Reporting System (FARS),
Crash Injury Research and Engineering Network (CIREN), and Special Crash Investigation
(SCI) databases. Furthermore, EDR capabilities were also considered. Research findings on
these various data sources are briefly described in this section. Although the agency feels that
the sources of information available are useful in identifying the highest priority areas with
regard to electronic components (and their interactions), it also believes that they have certain
limitations in ranking safety issues associated with vehicle electronics. This limitation is mostly

driven from the lack of detailed information regarding specific electronic system failure types.



The vehicle recall database® is a publicly available resource that documents safety defects or
failures to meet minimum performance standards set by the Federal Motor Vehicle Safety
Standards (FMVSS) in a motor vehicle or item of motor vehicle equipment. When
manufacturers decide a safety defect or a noncompliance exists in a motor vehicle or item of
motor vehicle equipment they manufactured, they are required to notify NHTSA and furnish a
report with particular information about the defect or noncompliance, the products involved, and
additional information including the manufacturer’s plan to remedy for free the defect or
noncompliance (See U.S.C. § 30118 and 49 CFR 573.6). Defect and noncompliance
notifications and information reports are reviewed by NHTSA analysts who enter them in the
recall database. The database includes summaries of the defect description, consequences, and
remedy for each recall. The number of vehicle recalls has increased significantly in the past 20
years, more than tripling from 1993 (222) to 2014 (803). While the vehicle recall database
contains a large amount of useful information, the database and underlying defect reports were
not intended for detailed or precise statistical analyses of recalls by typology or root cause
related to motor vehicle electronic systems. Any such analysis requires a manual review and
classification process. However, this work can be limited by the amount of detail contained in
the defect information reports that normally provide more general descriptions of the defect

condition and potential safety consequences.

VOQs are voluntarily submitted by consumers to NHTSA to report a complaint in a vehicle or
related equipment item. Each complaint (which is stored in a database and made available to the
public redacted of personal identifiers) identifies the vehicle type, incident specifics, and
includes a free form narrative to describe details. Complaint content and trends are helpful for
general screening purposes but follow-up is sometimes necessary to verify and clarify complaints
and incident specifics. Approximately 80,000 VOQs were filed in 2014.

The EWR system consists of several data types that are regularly reported to NHTSA by
manufacturers. The data include non-dealer field reports (documents), listings of death/injury
claims (records), and aggregated counts of certain claim types. The quarterly reporting interval,
high-level component coding of aggregate figures, and variability in manufacturer reporting are

factors that are considered when analyzing certain EWR data sets to study safety-critical

24 http://www-odi.nhtsa.dot.gov/owners/SearchSafetylssues
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embedded control systems. Field reports are the only EWR data sets available for evaluating
specific defect conditions, including incidents in which the problem is intermittent or cannot be

duplicated.

NHTSA also has multiple national crash databases. The NASS? is composed of two systems -
the Crashworthiness Data System (CDS) and the General Estimates System (GES). Both of
these systems are collect information from a nationally representative sample of motor vehicle
crashes from sites across the country. The sample design is slightly different for each of these
systems, but both have three stages of selections ending with a sample of police crash reports
from across the country. Law enforcement officers complete crash reports for all crashes that
meet their State’s crash reporting criteria and NHTSA contractors access these reports in the
selected sites, allowing NHTSA to make national estimates of crash characteristics. CDS data
focus on passenger vehicle crashes involving at least one vehicle towed away post crash, and are
used to investigate crash circumstances, vehicle crash response, and occupant injury and identify
potential improvements in vehicle design. The Crash Investigation Sampling System (CISS) will
replace CDS and is being phased in over the next few years. The CISS will add more pre-crash
information to the dataset that has been historically featured in CDS, including better scene
diagraming and more electronic data recorder data. The GES database contains crash statistics
on close to six million police-reported crashes that occur annually involving all types of vehicles
and all severities of crashes. Like the CDS, the information is collected from a sample of police
reports. The GES will be replaced with an updated, though very similar system, the Crash Report
Sampling System (CRSS), that will continue to collect overall information on crashes of all

severities. Each NASS database is weighted to characterize a nationally-representative sample.

The FARS? database is a compilation of all fatal crashes in the United States containing similar
information to NASS-GES. Through NHTSA/state cooperative agreements, state personnel
populate the FARS database with information on the fatal crashes in their state. However, the
FARS database also contains information from other state records in addition to the police crash
report, such as driver’s license, vehicle registration and coroner’s reports. In both FARS and
GES over 100 data elements that describe the crash are coded by trained data entry personnel,

however, similar to the case with VOQs, there may be challenges in using these databases to

% http://www.nhtsa.gov/NASS
2 http://www.nhtsa.gov/FARS
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perform detailed analyses for purposes of ranking emerging electronics concerns because the
data elements were not established with this specific purpose in mind. In combination with other
datasets, analysis of CDS, GES and FARS (and in the future CISS and CRSS) can still provide
confirming or augmenting evidence in identifying potential priority areas in electronics

reliability.

The CIREN database is created through NHTSA contracts/cooperative agreements and contains
over 1,000 discrete fields of data concerning severe motor vehicle crashes, including crash
reconstruction and medical injury profiles extending back to 1996. CIREN cases feature detailed
data on occupant injury, vehicle damage and restraint technology and crash environment, as well
as technical or human factors that are related to injury causation in motor vehicle crashes. Each
CIREN case is reviewed by NHTSA contractors together with both medical and engineering

professionals, along with the crash investigator, to determine injury causation and data accuracy.

The SCI*" database contains a range of data collected by NHTSA contractors from basic crash
data contained in routine police and insurance crash reports to comprehensive data from special
reports by professional crash investigation teams. Hundreds of data elements relevant to the
vehicle, occupants, injury mechanisms, roadway, and safety systems are collected for each of the
over 100 crashes designated for study annually. The SCI case selection criteria are set based on
NHTSA priority interests and can change through-out the year. SCI cases are intended to be an
anecdotal data set useful for examining special crash circumstances or outcomes from an
engineering perspective. The SCI program’s flexibility allows for investigations of new

emerging technologies related to automotive safety.

Finally, EDRs? are devices that may be installed in a motor vehicle to record technical vehicle
information for a few seconds leading up to the crash. For instance, EDRs may record vehicle
speed, engine throttle position, brake use, driver safety belt status, and air bag warning lamp
status. NHTSA has been using EDRs to support its crash investigation program for several years

and EDR data are routinely incorporated into NHTSA's crash databases. This type of data could

27 http://www.nhtsa.gov/SCI

% In 2006, NHTSA published a final rule creating a regulation (49 CFR Part 563, Event Data Recorders (Part 563))
that specifies the minimum data set that should be collected if a manufacturer decides to voluntarily install an EDR
in their vehicle, along with requirements for the range and accuracy of EDR data, as well as requirements for storage
and retrieval. Part 563 applies to vehicles manufactured on or after September 1, 2012. In December 2012, NHTSA
proposed a standard that would mandate EDRs on all vehicles required to have frontal air bags. (77 FR 74144). No
final rule publication date has been established.
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potentially play a role in finding when safety-critical automotive electronics were not functioning

properly.

NHTSA, via its RFC, sought feedback from the public as to what other sources of information

and data are available. The results will be discussed later in this report.

IV. EXAMINATION OF THE NEED FOR AUTOMOTIVE SAFETY STANDARDS
NHTSA has been actively engaged in research (both internally and with outside parties) in
automotive electronics reliability, cybersecurity, and emerging technologies in advanced vehicle
automation for the past two years. The agency has established, per MAP-21,% a Council on
“Vehicle Electronics, Vehicle Software, and Emerging Technologies” to coordinate and share
information on a broad array of topics related to advanced vehicle electronics and emerging
technologies. The Council is comprised of NHTSA staff and governed by senior NHTSA
management. The mission of the group is to (1) broaden, leverage, and expand the agency’s
expertise in motor vehicle electronics to continue ensuring that technologies enhance vehicle
safety, and (2) review and advice on the research program established over electronics reliability,

cybersecurity, and automation topics.

With input from the Council, NHTSA has identified and funded initial research into the
following areas:
e Hazard analyses of safety-critical electronic vehicle control systems that govern vehicle
motion, applying Hazard and Operability (HazOp) process referenced within the ISO
26262 standard as well as System Theoretic Process Analysis (STPA);
e Examination of process-oriented functional safety and security standards for automotive
electronics design and development;
e Automotive cybersecurity concerns, threats, vulnerabilities, and potential
countermeasures;
e Best practices in safeguarding against cybersecurity risks in related but in non-
automotive industries; and

e Human factors and other emerging concerns associated with highly automated vehicles.

Because NHTSA was already investigating vehicle electronics as a new and emerging research

% Moving Ahead for Progress in the 21% Century Act, Pub. L. No. 112-141 (Jul. 6, 2012), § 31401(a).
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area for vehicle safety prior to the passage of MAP-21, the agency has already completed some
research and analyses that address some of the items listed by Congress in section 31402 of

MAP-21. Research reports are available on the agency’s website® and it is expected that more
reports will be published as projects are completed over the 2015-2016 timeframe. It should be
noted that the research described in this report represents research already underway and future

research that the agency anticipates undertaking as resources permit.

The following sections (1.1 — IV.3) present the agency’s initial progress on the areas that
Congress directed the agency to consider in the examination required under section 31402.
Subsequently, NHTSA, via its RFC, sought feedback from the public on the issues identified in

this section. The results will be discussed later in this report.

IV.1. Electronics Components and the Interaction of Electronic Components

To examine the potential safety concerns associated with electronic components and interactions
of electronic components, NHTSA initiated research in developing potential approaches to
analyzing the automotive electronic control system architecture and its interconnections. In
conjunction, the agency reviewed data sources available to NHTSA to assess the datasets that
would be useful to analyze for purposes of this initiative. Further, the agency initiated
systematic hazard analyses on select safety-critical automotive control systems to better
understand the vehicle level safety risks. In the following paragraphs, further details are
provided on these research topics, enabling an initial, systematic examination of the first two
areas stated in MAP-21.

NHTSA is also conducting research to develop an electronics-related failure-typology.®* As part
of this research, the agency is evaluating the various sources of data (e.g., defect data, crash
databases, etc.) to determine if suitable data exist at this time to effectively utilize a detailed
failure typology that would describe and categorize the hazards and causes of automotive

electronic control system failures. Through such analysis, the agency would like to understand

% Office of Vehicle Crash Avoidance & Electronic Control Research technical publications are posted on the
NHTSA website at
http://www.nhtsa.gov/Research/Crash+Avoidance/Office+of+Crash+Avoidance+Research+Technical+Publications
%! Establishing a failure typology refers to developing categories and data elements that can help the agency (and
others) organize the types of failures relating to electronic control systems in vehicles. Establishing the typology is
an important step in helping to create a structure to help analyze potential safety problems relating to electronics in
vehicles.
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how trends in the underlying data for the chosen dataset change over time as a function of
increased use of electronics. NHTSA plans to complete and publish its initial failure-typology
research in 2016. If new datasets are identified or become available, the agency may perform

follow-up studies in the future.

The agency is also studying the automotive electronic system architecture. Functional safety
assurance of modern automobiles requires a thorough understanding of electronic control
systems’ design under a variety of scenarios. These circumstances include systems’ behavior
under nominal conditions and also during failure conditions. Equally important are state-of-the-
art capabilities in detecting failures (diagnostic/prognostic) and fault-tolerant and/or fail-safe
strategies that can prevent errors from resulting in safety hazards. To this end, NHTSA funded
initial research to perform hazard analyses in select safety-critical automotive control system
areas, such as Accelerator Control Systems (ACS)/Electronic Throttle Control (ETC),
Rechargeable Energy Storage Systems (RESS), and steering and braking control systems within
the context of automatic lane centering function. These studies apply the HazOp process
referenced within the 1ISO 26262 standard as well as the STPA approach to identify the system-
level hazards and causal factors associated with potential failures in the subject control systems.
The purpose of these studies is to better understand the critical automotive system functions,
failures, and risks and identify safety goals and requirements. Further, another purpose is to
compare and contrast results obtained from existing hazard analyses techniques. The agency is
currently prioritizing its hazard analysis research to cover electronic throttle control, steering
control, braking control, and motive power areas. It intends to publish a series of research

reports on hazard analyses starting in 2016.

A typical automotive electronic control system primarily relies on the following to perform its
intended purposes:
e Sensors (measurements);
e Interpretation of sensed signals (e.g., conversion, configuration, classification);
e Estimations of parameters (when direct sensing may not be available, e.g., vehicle speed);
e Actuators (to carry out the intended motive);
e Communication networks (that facilitate electronic exchange of information between

sensors, controllers, and actuators);
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e Design and programming of the control algorithm (conditions and respective actions)
including:
o design and software coding that implement:
= the intended functions and
= system monitoring and malfunction detection logic; and
o supervisory logic that arbitrates between multiple, potentially conflicting,
subsystem commands; and

e Auvailability and management of motive power.

Interactions between electronic components (and distributed embedded systems) are facilitated
primarily by communication networks and shared use of sensors, software logic, and actuators.
Prioritization of competing requests from the various control subsystems and the driver for
safety-critical functions is a potential area of anticipated future research due to continued

proliferation of automotive safety and convenience functions.

IV.2. Security Needs to Prevent Unauthorized Access to Electronic Components
NHTSA defines cybersecurity, within the context of passenger vehicles, as the protection of
vehicular electronic systems, communication networks, control algorithms, software, users, and

underlying data from malicious attacks, damage, unauthorized access, or manipulation.

NHTSA has been actively researching existing cybersecurity standards, guidelines and best
practices in government agencies (e.g., the Food and Drug Administration (FDA), Federal
Aviation Administration (FAA), Department of Homeland Security (DHS), Department of
Commerce etc.) and industry (e.g., the automotive OEMs and suppliers, etc.). In reviewing the
practices of other industries in dealing with cybersecurity issues, NHTSA has identified two
general process-oriented approaches that are commonly cited as beneficial towards addressing
cybersecurity concerns:
1. Design and quality control processes that focus on cybersecurity issues throughout the
lifecycle of a product.
2. Establishing robust information sharing forums such as an Information Sharing and
Analysis Center (ISAC).

In regards to security design and quality assurance processes, the automotive manufacturers,

suppliers, and other stakeholders are collaborating through SAE International to examine the
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emerging vehicle cybersecurity concerns and considering actions that could include the

development of voluntary standards, guidelines, or best practices.

While there may be no readily-available automotive cybersecurity standards at the time this
report was prepared, NHTSA’s research identified general cybersecurity safeguarding
approaches that can potentially be examined and adapted for use in the automotive industry. For
example, the cybersecurity framework®? developed and published by the National Institute of
Standards and Technology (NIST) treats cybersecurity as a process integrated into the system,
component, and device lifecycle. The guidelines referenced in this framework might allow the
automotive industry to develop a security program for modern-day automobiles analogous to
information security programs in place for information technology (IT) systems in general.
Similarly, system security engineering could potentially be incorporated into the design process
in a way similar to system safety engineering as specified in 1SO 26262 and “E-safety vehicle

intrusion protected applications (EVITA).”*

In regards to information sharing mechanisms, NHTSA studied the ISAC model for
safeguarding against cybersecurity risks and threats in other industries such as financial services,
information technology, and communications. The initial analyses indicate that an automotive
sector specific information sharing forum, such as an ISAC, is beneficial to pursue. It could
advance the cybersecurity awareness and countermeasure development effectiveness among
public and private stakeholders. ISACs have a unique capability to provide comprehensive inter-
and intra-sector coverage to share critical information pertaining to sector analysis, alert and
intelligence sharing, and incident management and response. Discussions with technical experts
across various industries, as well as our Federal partners, indicate that total prevention of cyber-
threats would be a difficult task. The successful use of ISACs in other industry sectors suggest
that it might also be effective for the auto industry to have mechanisms in place to expeditiously
exchange information related to cyber-threats, vulnerabilities, and countermeasures among

industry stakeholders. Such a mechanism would enhance the ability of the automotive sector to

%2 “Framework for Improving Critical Infrastructure Cybersecurity,” Version 1.0, NIST, 2014. Accessible at
http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf

¥ EVITA is a project co-funded by the European Union that aims to design, verify, and prototype architecture for
automotive on-board networks where security-relevant components are protected against tampering and sensitive
data are protected against compromise (http://www.evita-project.org/ ).

% The study report “An assessment of the information sharing and analysis center (ISAC) model” can be accessed at
the “Automotive Cybersecurity Topics and Publications” docket: NHTSA-2014-0071.
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prepare for, respond to, and recover from cyber threats, vulnerabilities and incidents. Related to
the sector-wide cybersecurity information sharing topic, the Alliance of Automotive
Manufacturers (Alliance) and the Association of Global Automakers (Global Automakers)
wrote® to NHTSA in July 2014 to inform about the new cybersecurity initiative they are
undertaking with the goal of establishing a voluntary automobile industry sector ISAC or other
comparable program. In response®®, NHTSA encouraged the Alliance and Global Automakers
(as well as automotive OEMS) to proceed expeditiously with the outlined process and expressed
the agency’s hope that their plan would target a date in 2015 for an automotive industry ISAC to
become operational. Upon completing their study on the specifications for the ISAC needed for
the automotive sector, in July 2015, Alliance and Global announced that the industry is moving
forward with voluntarily developing and launching an Auto ISAC and that they expect the entity
to begin operations by late 2015.

Security process standards and information sharing forums fit in a larger, more comprehensive
automotive cybersecurity assurance approach. In general terms, there are four major pieces to

the agency’s research approach:

1. Protective/Preventive methods and technigues: This group of techniques would seek to

harden the design of automotive electronic systems and networks such that it would be
difficult for malicious attacks to take place in newer generation systems. Deployment
and use of structured security process standards could help identify vulnerabilities such
that necessary design improvements can be identified and implemented. These
vulnerabilities include possible entry points through accessible physical interfaces such as
the On-Board Diagnostic (OBD)-II port, Universal Serial Bus (USB) ports, CD/DVD
players; short range wireless interfaces, such as Bluetooth, Wi-Fi, or Dedicated Short
Range Communications (DSRC); and long-range wireless interfaces such as cellular or
satellite-based connectivity to the vehicle. Examples of design improvements include
potential use of:

a. encryption and/or authentication on communication networks;

b. different communication approaches, architectures or protocols;

% Correspondence related to this initiative can be viewed in the “Automotive Cybersecurity Topics and
Publications” docket: NHTSA-2014-0071.
36

Id.
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c. segmentation/isolation of safety-critical system control networks;

d. redundant communications, direct measurements, message authentication, source
validation for safety-critical system inputs;

e. strong authentication controls for remote access vectors to vehicles;

f. gateway controls and firewalls between interfaced vehicle networks;

g. formal methods® for the specification, development and validation of embedded

systems; etc.

The primary intents of this category of activities are 1) to significantly reduce the
probability of cyber risks, and 2) to limit the impacts of a potential cybersecurity breach
(e.g., one part of one vehicle or just one vehicle as opposed to a fleet of vehicles).
NHTSA initiated applied research into vulnerability assessment and preventive type

measures in 2014 and expects to publish reports starting in 2016.

2. Real-time intrusion detection methods: Total security through preventive measures may

not be realistically achievable. Thus, as a complement to the preventative measures,
detecting intrusions into the system through communications networks could provide
additional protection. A cybersecurity breach could take place on or through a
communication network. From an intrusion detection perspective, vehicular network
communications are considered fairly predictable and well-suited for real-time
monitoring to detect anomalous activity with respect to nominal expected message flows.
The agency is initiating research into this type of technologies in the automotive sector.

3. Real-time response methods: Once a potential intrusion is detected, the strategies to

mitigate its potential harmful impacts would also need to be designed in a practical
manner. Depending on the potential risks and level of intrusion detection confidence, the
vehicle architecture could be designed to take a variety of actions such as: temporarily or
permanently shut down the communication network(s) (at the potential cost of disabling
various safety functions); inform the driver; record and transmit data before-and-after the

trigger point for further analysis and counter-measure development; etc. The purpose of

%" Such as those investigated in the Defense Advanced Research Projects Agency’s (DARPA) high-assurance cyber
military systems (HACMS) project. http://www.darpa.mil/Our_Work/I20/Programs/High-
Assurance_Cyber_Military Systems (HACMS).aspx
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this category of cybersecurity defense is to mitigate the potential harmful consequences
of detected anomalous activity on the vehicle experiencing the potential breach. The

agency expects to develop further research into this category of methods in 2016.

4. Treatment methods: While the previous paragraph discussed response methods (deal with

ensuring fail-safe operation of the vehicle where an intrusion is detected), treatment
methods deal with distributing information related to the subject risk to other potential
vulnerable entities before the compromise may be experienced by others. Treatment
methods involve timely information extraction from impacted parties, their analysis,
development of countermeasures and timely dissemination to all relevant stakeholders
(such as through an ISAC). This approach allows for design of stronger preventive
methods in future generations of electronics. As outlined earlier, the automotive industry
(through Alliance and Global Automakers) is actively exploring information sharing
alternatives related to automotive cybersecurity, and NHTSA is closely monitoring

activities related to this initiative.

Related to the topic of automotive cybersecurity, Senator Edward J. Markey sent letters to major
automobile manufacturers in December 2013 requesting information about how their consumers
are protected from cyberattack and unwarranted violations of privacy. Later, in February 2015,
Senator Markey’s office released a report®® based on OEM responses. In this report, Senator
Markey recommends that NHTSA, in consultation with the Federal Trade Commission (FTC) on
privacy issues, promulgate new standards that will protect the data, security and privacy of
drivers in the modern age of increasingly connected vehicles. Further, the report suggests that
such standards related to cybersecurity should include the following considerations, which are
consistent with and are elements of NHTSA’s research areas outlined above:

e Ensure that vehicles with wireless access points and data-collecting features are

protected against hacking events and security breaches;
e Validate security systems using penetration testing; and

e Include measures to respond real-time to hacking events.

% “Tracking & Hacking: Security & Privacy Gaps Put American Drivers at Risk.” February 2015.
http://www.markey.senate.gov/imo/media/doc/2015-02-06 MarkeyReport-
Tracking Hacking_ CarSecurity%202.pdf
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I\VV.3. Effects of the Surrounding Environment on Electronic Component Performance
In addition to malicious interference that may be artificially introduced (as covered under
cybersecurity in section IV. 2.), the surrounding natural environment could affect the electronic
components and systems in three primary ways by creating conditions:

1. that could cause electronic components to fail prematurely;

2. that could result in electronic control systems to act in unintended ways; and

3. for electronic sensors or systems to perceive the environment differently than reality.

Effects of the environment potentially causing electronic components to fail prematurely, such as
through moisture, heat, and corrosion are typically handled by fail-safe strategies. Monitoring
algorithms can detect sensors and components that fail and operate outside of the intended range
and inform control algorithms to operate in fail-safe mode. Manufacturers take placement and

environmental exposure into account in the design of electromechanical components.

Examples of the environment potentially causing electronic control systems to act in unintended
ways are electromagnetic interference (EMI) and potential build-up of low-resistance paths on a
circuit-board, such as a tin whisker.** OEMs very commonly perform electromagnetic
compatibility (EMC) testing on their platforms in accordance with SAE International*® and 1SO**
standards. NHTSA has investigated EMI effects on an electronic control system in a recent
investigation. In 2010, NHTSA and the National Aeronautics and Space Administration
(NASA) conducted EMC testing as part of the inquiry into whether or not unintended
acceleration was related to the electronic throttle control system in Toyota vehicles. In this
study, EMC testing at exposure levels well above existing certification standards did not produce
open throttle.*” Among the risks with EMI is for the ECU’s memory settings to be altered
unintentionally. This could change the way the system behaves especially if the EMI’s influence
is not detected. Manufacturers utilize various methods to prevent unintended EMI influence,
such as by retaining safety-critical system parameters in more than one memory location (such

that a random alteration could be detected and system shut down with warning).

% A crystalline, hair-like structure of tin that can form on a tin-finished surface. (taken from NAS Report)

‘O SAE J551, SAE J1113

“11S0O 7637, 1SO 10605, I1SO 11451, 1SO 11452

*2 «Technical Support to the National Highway Traffic Safety Administration (NHTSA) on the Reported Toyota
Motor Corporation (TMC) Unintended Acceleration (UA) Investigation”, 2011, NASA. Section 6.8 of this report
discusses the EMC testing and the full report can be accessed at http://www.nhtsa.gov/staticfiles/nvs/pdf/NASA-

UA _report.pdf.

21


http://www.nhtsa.gov/staticfiles/nvs/pdf/NASA-UA_report.pdf
http://www.nhtsa.gov/staticfiles/nvs/pdf/NASA-UA_report.pdf

Formation of conductive tin whiskers on a circuit board could potentially result in low-resistance
paths and unintended system behavior, particularly if they cause a short between circuits
resulting in unintended activation of an actuator. Most such issues result in electrical faults and
safe shut-down of corresponding functions. Manufacturers use various techniques to mitigate
the concern including changes to the manufacturing process, addition of elements like copper
and nickel, and the use of surface coatings. Further, circuit board design takes into account the

possibility of circuit board shorts in trace placement.

Another possibility is for the environment to impact the advanced sensors (such as radar,
LIDAR, cameras, GPS, etc.) on a contemporary vehicle in a way that could result in unintended
engagement or non-operational status of system functions. To mitigate this risk, manufacturers
utilize various forms of sensor fusion technologies to reduce reliance on any single sensor signal

for safety-critical functions.

Related to 5.9 gigahertz (GHz) band in the DSRC, NHTSA is initiating research into analyzing
potential communication interference impacts of devices that operate on and in neighboring
spectrums of the DSRC band*®. NHTSA expects to complete this study in 2016.

V. PUBLIC COMMENTS AND RECOMMENDATIONS

NHTSA issued an RFC on October 7, 2014, on the safety and security of automotive electronic
control systems. The comment period ended on December 8, 2014. The RFC provided the
public with the information summarized in Sections I, 111, and 1V of this document, and solicited
comments and responses from the public on 37 questions or question clusters (see Appendix A)

from among the following four topic areas:

1. Electronics Components and the Interaction of Components

2. Security Needs to Prevent Unauthorized Access to Electronic Components

3. Effects of the Surrounding Environment on Electronic Component Performance
4

. Additional Comments

The purpose of the RFC questions was to gain specific feedback on these topics, which include
inquiries about NHTSA’s current research approach and requests for existing safety and security

3 DSRC band: 5.850 — 5.925 GHz.
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standards as described in Sections 111 and I1VV. Any further general comments of particular

interest are noted separately.

A total of 40 organizations and individuals responded** to the RFC by submitting 53 documents.
Some of these documents provided either duplicate, background, or supporting information. A
detailed breakdown of the respondents and summary of their comments are provided in

Appendix B.

Broadly, RFC responses supported NHTSA’s research platform as a foundation that can be
further strengthened to improve vehicle safety and security in the context of increasingly
complex system interactions. The respondents provided comments and recommendations that
identified some additional opportunities for consideration in future research and activities by
NHTSA. Public recommendations and NHTSA responses will be discussed with further details

in this section.

V.1. Electronic Components and the Interaction of Electronic Components

For this topic, the public made the following recommendations to NHTSA in six areas:

1. RFC Response Summary for Safety Analysis of Priority Control Systems:
The respondents concurred that NHTSA should continue research of electronic control
systems impacting steering, braking propulsion, and motive power. They also suggested that
this approach can be further strengthened by including additional systems that interact with
these fundamental motion control functions. The RFC response comments emphasize this
approach because vehicle systems’ relationship to fundamental vehicle controls is mentioned
to be not always obvious. Examples of such systems and sensors of interest suggested by
respondents include:
o Advanced driver assistance systems (ADAS) (AAA, Delphi, and Micron)
o Airbag and restraint systems (AAA, Bosch, Denso, and The Insurance
Institute for Highway Safety (1IHS))
o Electric vehicle engine/powertrain monitors - current sensors, temperature
(Automotive Safety Council (ASC), Bosch, and Delphi)

* As of March 25, 2015, there have been 44 comments submitted to the docket (NHTSA-2014-0108), all of which
have been considered by NHTSA.
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o Battery controls (Bosch)
o Vehicle lighting controls and other visibility aids; Automatic light control
systems (Delphi and Denso)
o Impact sensors for pedestrian protection (ASC and Delphi)
o Engine management sensors (ASC and Delphi)
o Temperature sensors (ASC and Delphi) - especially those used for over-
temperature shutoff, with safety relation, etc.
o Driver assistance; i.e., interaction and/or override of driver commands
(Delphi)
o Driver state monitoring — drowsy, distracted, head pose, eye gaze (Delphi)
o Automatic wiper systems (Denso)
o Suspension control systems (General Motors (GM))
o Transmission control (GM)
o Pedestrian detection sensors (ASC)
o Active safety sensors (ASC and GM)
ITHS and ASC strongly argued to research safety restraint systems in conjunction with
impacts to fundamental motion control functions and posited that they are not mutually
exclusive. Whereas one can impact collision outcomes, the other impacts collision

frequency; hence, they recommend parallel research.

NHTSA response: The RFC responses indicated that many automotive systems and

electronics are safety-related. As the agency assigns highest priority to researching electronic
control systems that directly impact fundamental motion controls, it is exploring methods of
categorizing additional research needs in this area. The agency’s prioritization of
fundamental motion controls is broadly supported by the public. NHTSA will move toward
the analysis of other safety-relevant systems (e.g., ADAS, airbag and restraint systems, and
others listed above) within the constraints of its resources as agency-research goals and the

next round of priorities are determined.

2. RFC Response Summary for Hazard Analysis Approaches:
Various respondents suggested that NHTSA should implement newer approaches to hazard

identification such as STPA and consider other tools in addition to HazOp. It is suggested
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that methods which complement HazOp could include:
o Function Failure Analysis (FFA) (Delphi)
o FTA (Continental, Denso, and Schaeffler)
o Failure Modes, Mechanisms and Effects Analysis (FMMEA) (Diganta Das with
Center for Advanced Life-Cycle Engineering (CALCE) at University of Maryland
and Bhanu Sood)
o Motor Industry Software Reliability Association (MISRA) systems safety analysis
(Delphi)
o Design Review Based on Failure Modes (DRBFM) (Denso)
o Argumentation structures/causal reasoning (William Scherlis at Carnegie-Mellon
University)
o Human Factors research to explore hazards associated with driver related
challenges such as fatigue and distraction (Ford)
On the other hand, Continental and Schaeffler cautioned the agency stating that methods
lacking clear methodological definitions (e.g., STPA) may not be suitable to ensure
comprehensible or reproducible results needed by OEMs to meet regulations referring to
international standards in other countries. Schaeffler further stated that it does not see a need
for, or a benefit from, alternative approaches for hazard and risk assessment citing potential
complication and additional unreasonable effort for global suppliers during the product
development process.

NHTSA response: As outlined in the FR notice, the agency is currently applying STPA as a

complement to the HazOp study referenced in the ISO 26262 standard. The purpose of
agency’s approach is not to compare and contrast various hazard analysis tools, but to gain
insights into their uses in an applied setting. Additionally, NHTSA has researched FTA,
FMEAs, and MISRA as well as variants and extensions of FMEAs, such as FFA and Failure
Modes, Effects, and Criticality Analysis (FMECA) and acknowledges the recommendations
to look into other methods such as DRBFM, and FMMEA. NHTSA is interested in exploring
any analysis technique that could improve hazard identification and mitigation. Other
complementary approaches will be analyzed as agency research goals are reviewed and
revised, and as resources permit. It is agreed that well-defined processes that deliver

repeatable and reproducible results are essential.
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NHTSA is pursuing a broad range of activities regarding human factors research. The agency
is researching the industry practices for communicating system and error states to drivers

in each of its functional safety research topics. The agency is also incorporating STPA as part
of its hazard analysis process, which includes the assessment of potential system-level
failures associated with a human driver action or inaction. These methods are being applied
to accelerator, brake, steering, and power management control systems. The agency also
recognizes human factors as one of the most challenging and important areas of research for
safe operation of highly automated vehicles. As a result, the agency’s automation research
program features various human factors projects to better understand driver behavior, use,
misuse, and potential abuse of automated vehicles as well as vehicle- and traffic-level

hazards that may be caused or introduced by them.

3. RFC Response Summary for Safety Assurance Processes:

RFC respondents broadly supported the 1SO 26262 standard as an effective approach to
evaluate hazards and risks of automotive control systems, but limitations were noted, some to
be addressed with the next version of the standard, others requiring complementary
approaches. Bosch, Delphi, GM, SAE International, Trusted Computing Group (TCG) and
TRW indicated that several standards are available that could address electronic component
and security concerns not addressed by voluntary safety process standards, including updated
ISO 26262, Internet Engineering Task Force (IETF) RFC 2196, International Society for
Automation (ISA)/IEC 62443, NIST’s Federal Information Processing Standard (FIPS), and
Payment Card Industry (PCI) security standards. TRW noted that it is difficult to establish
mandatory requirements for ISO 26262°s utilization. The standard addresses aspects of
product development that necessarily vary depending on specific application and safety goals
under development, and thus its application not necessarily leads to unique outcomes. Still,
Bosch noted 1SO 26262 offers improved system understanding, better cooperation between
OEM and supplier, and unified/structured language and process; but the standard —to some
extent— is open for interpretation, particularly leading to different assessments of the ASILs
for some functions. TRW indicated NHTSA could provide data to objectively determine the
ASIL and therefore ameliorate subjectivity in this effort. It was suggested that NHTSA
should strengthen ISO 26262’s role as a process standard through influencing the revision of

this standard and use of the complementary approaches described above. Further, Alliance,
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Delphi, Ford, Global, and Mercedes-Benz requested that NHTSA collaborate within existing
standards forums (e.g. ISO and SAE committees) to further refine/apply 1SO 26262.

On a more general note, the respondents suggested that NHTSA develop industry standards
through partnerships rather than trying to develop new standards that may not be effective
across all vehicle components. Further, they asked NHTSA to
i. collaborate among government, existing industry and voluntary standards
organizations, and academia (Delphi, Global, and Ford);
ii. convene regular forums for the broader industry to review NHTSA’s research
plan and outcomes so stakeholders can provide timely input to address
potential gaps and collaborate within existing standards forums to develop

practical solutions (Mercedes-Benz and Alliance).

Alliance cautioned NHTSA to avoid specifying standards based on today’s technology that
might have the unintended consequence of hindering future technological advances. Delphi
stated that the best approach is continued development of industry standards with a
guidelines approach that looks at high-level requirements. Similarly, the Motor Equipment
Manufacturers Association (MEMA\) stated that any mandated standard development is
premature and urges NHTSA to consider guidance development instead. MEMA further
stated that such an approach could provide a build-up to potential future requirements while
providing a foundation upon which to build experience and practical application. Finally,
respondents were divided in their views on whether existing process standards are suitable to
address electronic control system design challenges for more advanced forms of vehicle

automation.

NHTSA response: NHTSA concurs with the stated importance of collaborating with

industry, standards-development organizations (SDOs), and academia to develop standards
that ensure the safety and security of automotive electronic systems. In fact, the agency is
currently a very active participant in committees regarding functional safety, cyber security,
and automation. It has representatives that serve as liaisons on the following SAE
committees:

a. Functional Safety Committee

b. Vehicle Electrical System Security Committee
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c. On-Road Automated Vehicle Standards Committee

In addition to the three main committees listed above, the agency also has representatives
serving on the following SAE committees:

a. HM-1 Integrated Vehicle Health Management Committee
On-Road Automated Vehicle Safety Testing Task Force

o

On-Road Automated Vehicle Planning Task Force

a o

Vehicle Electrical/Electronic (E/E) System Diagnostic Standards Committee

@

Battery Standards Electronic Fuel Gauge Committee

=-h

Future Parameters for J1698 Task Force

NHTSA’s commitment to collaboration is further demonstrated by the agency’s cooperative
research with the Crash Avoidance Metrics Partnership (CAMP), its continued involvement
with SAE International, and its ongoing research collaboration with university research

centers.

As referenced previously in section 111.3 of this report, NHTSA’s approach to setting
“minimum safety standards” is performance-based, which allows for innovation and future

technological advances.

NHTSA agrees that functional safety and cybersecurity research can be integrated to get a
more comprehensive understanding of electronic components, potential hazards, and
associated residual risks in making design decisions. While conventional design-for-safety
approaches consider random or natural failures and their associated likelihoods in
determination of residual risks, cybersecurity considerations also introduce the risks of
potential artificial introduction of failure conditions. Therefore, the agency continues to study
the benefits of placing cybersecurity early in the development process in conjunction with
functional safety. Early consideration of cybersecurity could lead to design choices which
mitigate hazards even though traditional analysis methods may view the residual risks
associated with natural failures acceptable. An integrated security/functional safety process
may be able to influence design approaches that could address potential safety ramifications
of cybersecurity hacks associated with the safety-critical control systems.

4. RFC Response Summary for Performance-based Tests:
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The RFC responses suggested that NHTSA develop guideline methodologies (e.g., being
developed by SAE’s Automotive Security Guidelines and Risk Management Committees)
that focus on high-level functional requirements and safety goals, taking into consideration
interrelated functional safety processes so that system-level performance-based tests (PBTSs)
can be derived from these principles in collaboration with the OEMs through forums such as
CAMP. Ford and SAE International supported this approach. On the other hand, Delphi
stated that PBTs would not ‘ensure’ safety on their own. Delphi further stated that any test
should be against a requirement; therefore, PBTs would require a set of functional and safety
requirements that would be expected to be a subset of the complete set of requirements
(component level and system level.) Evidence from other phases of development would be
needed to confirm safe-operation with regards to all factors causal to harm. In addition, the
RFC respondents requested that NHTSA determine performance criteria at the system or
vehicle level, not at the component level. Further, Continental, Ford, GM, and SAE
International expressed concerns over generic PBTs, noting, for example, that variation
among products (manufacturer-specific tuning and implementation variations) makes it

difficult to normalize results; and that PBTs are very application-specific.

NHTSA response: The agency agrees that, consistent with its current practices, any potential

performance criteria associated with functional safety or cybersecurity requirements would
likely be set at the system or vehicle level. Lower-level subsystem and component
requirements can be driven from these higher-level criteria, which may vary based on the
electrical/electronic architecture and proprietary approaches used on a given vehicle
platform. The agency acknowledges the public feedback that safety assurance through a

manageable number of PBTs could be difficult.

Related to cybersecurity specifically, due to the highly-dynamic nature of cybersecurity risks
and threats, NHTSA recognizes that setting minimum performance criteria and performance-
based tests could be a challenge without the risk of becoming outdated quickly. NHTSA has

been in discussions with the industry and other government agencies* on potential effective

*® On February 13, 2015, NHTSA held a government roundtable on “Cybersecurity of safety-critical systems,”
which was attended by 14 agencies representing cyber-physical system security interests across surface
transportation, aviation, medical, energy, forensics and military perspectives. At this event, participating agencies
updated each other on their cybersecurity research findings and future direction and then collectively reviewed and
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approaches to address cybersecurity. Further, the agency continues to actively follow SAE
International’s Vehicle Electrical System Security Committee activities toward developing
the J3061* Cybersecurity Guidebook for Cyber-Physical Automotive Systems. The
development of robust cybersecurity guidelines among the agency alternatives has not only
been widely supported, but is also one approach being pursued by other Federal Agencies*’

to address cybersecurity risks.

5. RFC Response Summary for Diagnostics, Prognostics, and Fail-safe Strategies:

The RFC respondents suggested that NHTSA should collect diagnostic and failure data from
both restraint systems and crash avoidance or mitigation systems to capture a more
comprehensive understanding of control system interactions. Further, they recommended
NHTSA to work with automotive OEMs to develop a standardized monitoring architecture
for diagnostics and prognostics, including plausibility checks, software function monitoring,
processor hardware monitoring, and communication end-to-end checks. GM stated that
prognostics should be the last area to pursue for safety benefits compared to vehicle health
management and diagnostics. Related to fail-safe considerations, Bosch suggested that
NHTSA should explore the possibility of a cyber-physical attack potentially preventing a
system from reaching a safe-state and propose Security Integrity monitoring as a possible
approach to address this issue. Bosch, Delphi, and Ford suggested a multi-level monitoring
approach that redundantly calculates safety-critical paths for critical problem detection and
fail-safe activation.

NHTSA Response: The agency is currently collecting some diagnostic and failure data from

restraint and crash avoidance systems in some of its databases (EDRs and in EWR). As

outlined in the FR notice, the agency has an ongoing interest in researching extended data
logging needs as well as trigger points for purposes of evidence capture during electronic
system failures. Further, NHTSA is researching a typology to better serve the purpose of

detecting electronic control system failure indications in some of its databases.

provided feedback on NHTSA’s automotive cybersecurity program plan.
* hitp://standards.sae.org/wip/j3061/

*" For example, Federal Drug Administration published “Guidance for Industry and Food and Drug Administration
Staff” on “Content of Premarket Submissions for Management of Cybersecurity in Medical Devices”, in October
2014. (http://www.fda.gov/downloads/medicaldevices/deviceregulationandguidance/guidancedocuments/ucm356190.pdf)
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NHTSA will continue to monitor and provide guidance to industry practices and activities in
advanced prognostics, diagnostics, integrated vehicle health monitoring and management.
As research continues, the agency will be in a better position to determine whether there is a

need for additional involvement in this area.

NHTSA concurs that the safety ramifications of different types of potential security breaches
into an automotive control system may vary significantly in severity. The agency is closely
following the industry initiatives through standards-setting bodies in order to establish
automotive security integrity levels analogous to the ASILs defined within the 1ISO 26262
functional safety standard. The agency agrees that it may be prudent to consider
cybersecurity threat pathways early in the design phases to mitigate the possibility of a
cybersecurity breach to result in the potential violation of a safety goal for an item associated
with a high safety integrity level requirement, particularly for safety-critical systems that

govern the motion controls of a vehicle.

The agency is interested in continuing to research whether it is possible and practical to
design automotive electronic control systems in a manner that, even in situations when all
security measures may be by-passed, integrity and robustness of key safety-critical control

functions (e.g., throttle, brake, steering, and motive power) can still be sustained.

6. RFC Response Summary for Standards Conformity and Process Certification:
Continental, Ford, Schaeffler, SAE International and TRW noted that 1ISO 26262 includes
both conformation and verification requirements. Moreover, similar well-trusted measures
have been successfully applied in other industries for the same purpose (e.g., electro-
technical industry and medical products). Still, it was conversely noted that conformity
should not be regulated. Alliance, Ford, Global and Mercedes-Benz, however, suggested that
NHTSA should collaborate with industry in forums such as CAMP and standards-setting
organizations to develop and evaluate approaches for manufacturers to demonstrate
conformity to an industry standard. ASC, Global, GM, MEMA and SAE International
cautioned the agency that certification to a specific guideline and pass/fail criteria could have
the potential to become prescriptive and take development focus away from other existing
methods and practices. They recommended that NHTSA should avoid implementing a

certification process for system engineering or recommending any generic performance tests,

31



due to the variation among products and the difficulty in normalizing results. Related to
certification, Continental stated that “process certifications” such ISO 15504 (SPICE) or
CMMI bases are not suitable to support or improve safety development. They indicated that,
generally speaking, “process certifications” based on process capability models neither
address the applied methods nor the design itself; when it comes to evaluation of the
suitability and effectiveness of development methods and their results, the specific area of
application needs to be considered (e.g., the functions and properties of the specific
component developed.) With respect to safety, Continental stated that generic third-party
certification approach would not provide a benefit, especially when the approach may not be
able to adequately reflect the specific area of application of a control system. Conversely,
Antony Anderson stated that NHTSA should consider implementing a third-party safety
certification. William Scherlis of Carnegie-Mellon University noted that process compliance

is only indirectly associated with quality outcomes.

NHTSA Response: NHTSA acknowledges the cautionary comments from the manufacturers

suggesting that potential conformance/certification requirements for process standards are
not only difficult to set, but also may have unintended consequences. NHTSA is cognizant
of the challenges in developing and enforcing requirements for process standards and will

continue to research their feasibility through collaboration and stakeholder engagement.

V.2. Security Needs to Prevent Unauthorized Access to Electronic Components

Cybersecurity recommendations were made to the following three areas:
1. Technical areas for further research
2. Security process standards

3. Security performance tests

1. RFC Response Summary for Technical Areas for Further Research

The RFC respondents consistently agreed that no real-world vehicular cyber-attack has
actually occurred, however, they also concurred that it is a possibility. Almost all responses
indicated that a remote cyberattack is a greater threat than a local cyberattack. However,
Andre Weimerskirch of University of Michigan Transportation Research Institute made the
point that all potential attack surfaces should be equal in importance. Micron stated that

physical access to hardware exposes more attack surface than remote access.
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More generally, Bosch and Delphi proposed a “layered” approach to security in which
vehicle ECUs are isolated from each other by switches and firewalls.
The respondents also identified several problematic technical features:

e The lack of CAN bus source validation (Delphi);

e Unsecured debugging and diagnostic interfaces (Bosch);

e GM and Computer Emergency Response Team (CERT) at Carnegie-Mellon are both

concerned about consumer devices which plug into the OBD-II port; and
e CERT and Donald Slavik both recommend that wireless systems should be

completely isolated from the CAN bus.

The responses to technical questions did reveal some differences in recommended approach.
For instance, CERT and Bosch stated that remote programming and diagnostics of safety-
critical control units introduce new vulnerabilities, while GM states that over-the-air (remote)
updates can remediate vulnerabilities. When asked about prominent hacking techniques,
Bosch cited the misuse of debugging interfaces. In contrast, TRW cited the misuse of user

interfaces.

There were several other comments which deserve mention:

e Ford commented that intrusion detection is an area which deserves attention;

e TRW commented that a compromised cellular base station could cause potential
challenges;

e Digante Das with CALCE at University of Maryland strongly emphasized a need for a
Counterfeit Electronics Control Plan, such as the adoption of the suite of SAE
International standards*® from the aviation, aerospace and defense industries aimed to
stop counterfeit electronics parts from entering the supply chain, inventory and design;
and

e Micron made the point that any non-volatile memory hardware which does not have

cryptographic protection is vulnerable to code exfiltration and modification

NHTSA Response: NHTSA will continue to research system security assessment processes

*® SAE AS5553 Counterfeit Electronic Parts; Avoidance, Detection, Mitigation; SAE ASP6178 Counterfeit
Electronic Parts; Tools for Risk Assessment of Distributors; SAE AS6081 Counterfeit Electronic Parts; Avoidance,
Protocol, Distributors; SAE 6171 Test Methods Standard; Counterfeit Electronic Parts.
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and techniques used in automotive and other related industries. The feedback on the use of a
layered approach to security is in line with the viewpoint that NHTSA outlined in the FR
notice. More research in this area is needed to assess the risks and potential mitigation effects
of various alternatives, such as over-the-air (OTA) software updates. However, as the
agency outlined in the FR notice, overall system resiliency against cyber threats can be

improved by viewing system architectures in terms of “layers” or zones of protection.

NHTSA acknowledges that there could be potential cybersecurity concerns associated with
aftermarket replacement parts, which may also be subject to counterfeit risks. The agency
will examine the suggested suite of voluntary standards from the aviation, aerospace and

defense industries for their applicability to motor vehicles.

NHTSA concurs that remote attack threats are of high interest; however, it also agrees that
aftermarket products, such as a device with remote wireless capabilities plugged into the on-
board diagnostics port, could convert a local cyber threat (such as a threat requiring physical
access inside the vehicle) into a remote wireless threat. Hence, the threat assessment process
must take reasonable use case scenarios into account and boundaries for minimal
requirements may not be trivial to establish by only considering system capabilities at the

time of a vehicle’s build.

2. RFC Response Summary for Security Process Standards

ISO 26262 seems to have acquired some acceptance as a safety process standard. However,
the use of 1ISO 26262 to provide a framework for cybersecurity does not appear to be globally
agreeable. Although MEMA suggested “Integrating Safety and Security is Key”, the
responses regarding security process standards universally suggest that security does not fit
into a general safety process. Bosch specifically mentioned that 1SO26262 cannot be used as
a security process standard. Bosch, Delphi, GM, SAE International and TRW indicated that
several standards are available (or nearly available) that could address electronic component
and security concerns not addressed by voluntary safety process standards, including updated
ISO 26262, Internet Engineering Task Force (IETF) RFC 2196, International Society for
Automation (ISA)/IEC 62443, NIST’s Federal Information Processing Standard (FIPS), and
Payment Card Industry (PCI) security standards. However, Alliance, Global, and

Information Technology Industry Council did not support establishing security process
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standards. In fact, Alliance in particular suggested that security process standards could
actually create security vulnerabilities. Generally, cybersecurity is seen as a dynamic
complex problem which may not be effectively addressed with the use of a static standard.
On the other hand Bosch and MEMA pointed out that safety and cybersecurity convergence

may be needed due to their relationship in vehicle-level hazards.

NHTSA Response: The agency agrees that ISO 26262 deals with random failures related to

automotive electrical and electronic systems and does not necessarily address cybersecurity.
Based on its review of process standards summarized in this report, the agency believes that
there is a role for robust standards to assess cybersecurity risks, associated safety hazards,
and mitigation priorities for automotive electronics. However, NHTSA acknowledges the
differences in opinion among public responses on this topic, and the agency believes that
more research is needed to assess the value and practicability associated with potential
broader security process standardization or setting minimum set of baseline security
measures. The agency’s research on electronic systems safety and security also suggests that
“design for safety” and “design for security” concepts as well as requirements driven from
contemporary functional safety approaches and emerging security methods may have
overlapping domains. There may be benefits to harmonizing these requirements particularly

for safety-critical functions.

NHTSA will explore additional security process standards to the extent they are applicable or
adaptable to a cyber-physical system such as an automobile. NHTSA’s general approach is
to set design-independent minimum standards that are facts-based and can be objectively
tested. Security processes and standards as well as safety processes and standards continue
to interest the agency from the standpoint of benefits, challenges and overall safety impacts.
The agency will continue its research in collaboration with stakeholders to determine policy

alternatives for the agency to consider.

3. RFC Response Summary for Security Performance Tests

In general, the respondents agreed that they were not aware of security performance standard
metrics. On the other hand, they also agreed that metrics and procedures are needed to test
the resilience of vehicle systems against cyber-attacks under various research-based and real-
world scenarios. TRW stated that traditional IT security metrics could be useful. Ford
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mentioned traditional IT security metrics as well, but suggested that they may not be

applicable in the context of automobile cybersecurity.

When the RFC respondents were asked to provide specific design characteristics which can
help ensure a minimum level of security, both Bosch and Denso discussed secure diagnostic
access to ECUs. Denso stated “for ECU firmware protection: limiting or prohibiting access to
the debugging port”. Bosch, Delphi and TRW discussed authentication and non-repudiation

approaches.

Several respondents stated that there are no standard security assurance tools or tests.

Mercedes-Benz stated that it has security assurance tools, but the tools are proprietary.

SAE International made the point that publishing standard security tests is not a good idea

since the tests themselves may be exploited as vulnerabilities.

NHTSA Response: NHTSA’s general approach is to set design-independent minimum

standards that are facts-based and can be objectively tested. To the extent possible, the
agency will explore performance metrics and tests that are design- and OEM- independent.
However, the agency acknowledges the public’s view on the difficulty associated with this
objective considering the large number of electrical architecture and implementation
variations that exist across manufacturers, vehicle models and even model years. Further,
because of the dynamically-changing nature of cybersecurity threats and adversary
capabilities, any set standards may become quickly outdated. NHTSA is also considering
several alternatives including developing cybersecurity guidelines, principles or best

practices.

V.3. Effects of Surrounding Environment on Electronic Component Performance

The respondents agreed that NHTSA has considered primary ways the environment can impact
electronic system performance. Recommendations about the impact of the environment were

made in two areas: EMC/EMI and research topics concerning sensors and the environment:

1. RFC Response Summary for EMC and EMI Susceptibility:
The RFC responses fall into three major categories.
a. NHTSA should encourage voluntary EMC standards/performance metrics for aftermarket

products that ensure compatibility with today’s automotive electrical/electronic systems.
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The agency should lead collaborative effort with OEMs and aftermarket electronic device
suppliers to adopt existing industry standards and performance requirements for all
involved parties. (Ford, GM, SAE International)

b. NHTSA should allow auto manufacturers to continue to define/ensure appropriate
EMC/EMI tests. NHTSA should not regulate a methodology since it can impose
constraints and negatively impact innovation. (ASC)

c. NHTSA should not engage in this overall area of research as needs are already met
(Mercedes-Benz). The current state-of-the-art in EMC/EMI design and testing standards
is suggested to be sufficient. Delphi stated that NHTSA should be in contact with the
automotive EMC community, SAE, ISO, International Special Committee on Radio
Interference, etc.. Delphi further stated that actively knowing/participating in standards
work will ensure NHTSA and others are in tune with the present state of the art. Delphi
also stated that as NHTSA may not have resources to actively participate in all
committees, at a minimum NHTSA can request regular updates from the major
committees (as some other government agencies do.) Delphi believed that, through active
participation, it will become evident to NHTSA that there is a robust set of requirements

that exceed regulatory requirements both nationally and internationally.

NHTSA Response: The agency acknowledges the comment that aftermarket products, such

as consumer devices or peripherals that may be brought on board the vehicle, could influence
the EMI levels experienced by automotive electronics. At this time, NHTSA believes that
collaborative industry effort through SAE International’s Electromagnetic Compatibility
(EMC) Standards Committee may be the best venue for manufacturers and suppliers to
assess the safety risks, and potential mitigation approaches and alternatives. NHTSA will
monitor the ongoing research and discussions on this topic and assess whether there is benefit
for the agency to be involved at another level. NHTSA understands that there is broad
support for the existing model for EMC/EMI and that comments did not support an explicit

need for the agency to be more involved in this area.

2. RFC Response Summary for Research Topics about Sensors and the Environment:
The RFC responses fall into three main categories.

a. NHTSA should research the environmental impact on the following sensor technologies:
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o Magnetic sensor integrated circuits, which are extremely susceptible when exposed to
field-coupled electrostatic discharge. (Bosch)

o Sensors with low-level signals (Delphi and GM) and high-gain stages.

o Non-contacting sensors. (Ford, GM, and SAE International)

b. NHTSA should examine the constantly-changing external radio frequency (RF)
environment present to road vehicles and work with public, private, and military sources
to ensure that exposure levels are consistent with those used by automotive OEMs.

c. NHTSA may wish to consider that the surrounding environment encompasses not just
electromagnetic interference, but also includes other ways that the environment can
impact the vehicle electronics (temperature, dust, fluid, immersion, vibration, mechanical
shock, etc.) (Delphi and ASC)

NHTSA Response: The agency will use public recommendations to assess whether these

types of sensing technologies need to be researched further for susceptibility to
environmental effects or whether their potential vulnerabilities would be captured and
accounted for by the “design for functional safety” approach at the vehicle level. NHTSA
also acknowledges the public recommendation for the agency to look into the potential
electromagnetic radiation related health hazards that may arise from the fast growing use of

automotive sensors.

NHTSA believes that three primary ways outlined in the FR notice related to how the
environment can affect electronic components, namely, by potentially causing (1) electronic
components to fail prematurely; (2) electronic control systems to act in unintended ways; and
(3) electronic sensors or systems to perceive the environment differently than reality, and the
subsequent discussion in that section already acknowledges the environment’s effects beyond
just EMC/EMIL.

V.4. General Topics Related to Electronic System Safety and Cybersecurity

This is a summary of responses that generally and specifically fall under the RFC’s
“Additional Comments Requested” section. Respondents made recommendations in three

areas:

1. RFC Response Summary for Additional Data Sources for Identification of Trends

38



American Automobile Association wanted better NHTSA database interfaces for 3 party
data aggregators. Bosch suggested that the agency consider international databases. 11HS
suggested that NHTSA should consider establishing a unified data log of system and sub-
system failures. Upon any servicing, a technician would upload the vehicle’s system failure
data into the unified data log. If designed properly, NHTSA could use the log to quickly
identify the source and frequency of failures, even if a system corrected itself and the driver
was unaware. TRW stated that the current relevant sources of retrospective data appear
complete. TRW further recommended that NHTSA pursue research for data relevant to
future systems that takes into account historical data, technology roadmaps supporting the
NHTSA Preliminary Statement of Policy Concerning Automated Vehicles, and a predictive

model to produce data for use by the automotive industry.

NHTSA response: The agency will consider public comments in its pursuit to investigate

other data sources that may be relevant to the agency’s determination of priority areas for
electronics and cybersecurity research. Some of the public recommendations in this area

refer to establishing new databases, which is also an area of research pursued by the agency.

2. RFC Response Summary for Traceability Improvement

RFC respondents suggested that, given the ephemeral nature of software and cyber-physical
system failures, it is important to trace software events as they occur. Several individuals
(Anderson, Armstrong, Gaasbeck and Hensler), along with a couple of industry associations
(IHS and ASC), expressed a strong desire for better data logging capabilities beyond the
capabilities of EDRs. Expert witnesses and trial lawyers saw more capable data logging
technologies as a necessary public window into the functioning of light vehicles, while these
industry associations see them as a necessary debugging tool for increasingly complex
systems. Delphi added that SAE J1698* recommended practice provides guidelines for
standardization of recording certain malfunction information and could possibly serve as a
framework for recording additional malfunction or traceability data in data loggers.
Advocates for Highway and Auto Safety commented that the agency does not mention the
need for improvement of the regulation for EDRs to ensure that they capture pertinent data

relevant to electronic systems.

49 SAE J1698, Vehicle Event Data Interface-Vehicular Data Extraction, http:/standards.sae.org/j1698/2 200405/
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NHTSA response: The agency agrees that traceability of electronics and software related

issues and cybersecurity concerns heavily depend upon the availability of robust data.
Without a record-of-data from the vehicle and the electronic systems and/or components, it
could prove difficult to differentiate between the sources of a potential vehicle level issue
(e.g. driver misuse, electronics malfunction or a cyber-attack). There are good examples from
the recent past regarding how vehicle data has been used to serve NHTSA’s investigative
processes. For instance, EDR data was used to better understand pedal misapplication in the
Toyota unintended and uncontrolled acceleration investigation.”® In addition, EDR data was
also used in determining the ignition switch position in the General Motors ignition switch
recall campaign®. However, as mentioned in Section 111 of this report, EDR data may have
limitations to serve a similar role in some other cases. Considering the large number of ECUs
and high volume communications that take place on a vehicular network, it is still an open
area of research to identify effective strategies to define necessary and sufficient datasets as
well as appropriate trigger logic for logging such data. The needs associated with cases with
an internally-detected electronic failure differ from cases where there are no detected
failures. The overarching intent is to improve traceability of potential concerns for both cases
and the latter set of scenarios poses bigger challenges. However, it is clear that data logging
has a significant role in improving the traceability of electronics and cybersecurity concerns.

The agency plans to initiate new research into this topic pending availability of resources.

3. RFC Response Summary for Other General Comments
e Geoffrey Barrance stated that the RFI (RFC) cannot be responded to in the terms that
it requests. He further stated that it has a fundamental error of perspective and scope.
In addition, he expressed the thought that NHTSA needs professional Systems
Engineers, qualified to assess vehicle and electronic system designs, and with
experience of Hazard Analysis, FMEA, down to the system architecture, hardware,
and software implementation levels. Furthermore, Mr. Barrance states that NHTSA

 NHTSA Action Number: RQ10-003. Details of the investigation can be accessed at http://www-
odi.nhtsa.dot.gov/owners/SearchSafetylssues

>l NHTSA Campaign Number: 14V047000. Details of the campaign can be accessed at http://www-
odi.nhtsa.dot.gov/owners/SearchSafetylssues
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should make a study of FAA and National Transportation Safety Board (NTSB)
practices, suggesting that the agency model itself after the FAA and NTSB.

Gerard Holzmann stated that the RFC contains no mention of software safety, or
software standards, as a primary consideration; and that the key issues related to
software use in passenger vehicles are perhaps not being recognized as a driving
concern affecting the safety and security of current and future passenger vehicles.
Mr. Holzmann suggested that NHTSA emphasize software standards in this domain,
and a focused examination of the process that should be followed by vendors to
demonstrate the compliance of their products with these standards and assess whether
it has sufficient expertise in software safety and software security to perform this
examination, and if not how it could obtain this expertise.

Advocates for Highway and Auto Safety cautioned the agency to not lose focus on
the need for safety standards to address electronics in current safety systems by
instead preparing only for the problems to be addressed to achieve full vehicle
automation. Significant strides can and should be taken to ensure the safety of
electronics in current systems which can and likely will develop into the standards
required to ensure the success of automated vehicles and the predicted resultant safety
benefits.

SAE International stated that RFC did not ask specific questions with respect to
human factors. SAE International further stated that since the proliferation of vehicle
sensors and active safety technologies will become more prevalent to achieve
automated vehicles, there is a definite future need, as well as ‘identified and funded
research’ by NHTSA, to logically review and determine any potential ‘safety and
human factors’ impact to the driver and vehicle occupants with respect to
cybersecurity.

MEMA requested that NHTSA release its new “Research and Rulemaking Priority
Plan.” It stated that, documents like the priority plan are very useful to the public and
industry stakeholders as they plan for the future and anticipate potential changes to
standards and opportunities for technology research.

Stephen Van Gaasbeck suggested that NHTSA should promulgate rules which

prohibit the transmission of vehicle data to the manufacturer without the consent of
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the vehicle owner. IEEE suggested that NHTSA’s safety culture does not allow for
adequate prioritization of privacy or consumer protection issues with respect to
safety.

e Delphi reiterated that the electronic control systems being discussed for evaluation
enable dramatic improvements in passenger safety through, among other

improvements to vehicle safety, the implementation of active safety technologies.

NHTSA response: NHTSA acknowledges the comments from the public suggesting

NHTSA adopt an oversight role similar to, for instance, the FAA. The agency has studied
other regulatory agency approaches, including the FAA’s. However, there are significant
practical and authority challenges. NHTSA’s authority is significantly different than FAA’s
authority. The Safety Act®® establishes a self-certification framework for ensuring
compliance with the safety standards. Under this framework, NHTSA establishes
performance standards for motor vehicles and motor vehicle equipment to which
manufacturers of these products are required to certify that their products conform. NHTSA
does not certify or approve products. NHTSA also has concerns about the practical nature of
establishing the capabilities to perform code and architecture reviews for every variant of
vehicles produced in a timely and productive manner. Further, NHTSA is not aware of data
suggesting that a type-approval system would yield different safety results than the existing

self-certification process for electronic control systems.

The agency does consider software safety as an important aspect of electronic control system
design and investigates available standards and best practices in this domain as a stand-alone
topic as well as part of the 1ISO-26262 process (Part 6 of the standard). However, the detailed
code-examination concept faces similar practicality- and authority-related challenges

outlined above.

The programs outlined in the FR notice and in this report focus on current generation
automotive electronics. The agency concurs that any requirements, guidelines, principles, or
best practices developed for these systems will likely provide a foundation for more

advanced forms of automated vehicles.

While human factors considerations are not the core focus of this examination, NHTSA

%249 U.S.C. §8§ 30101 et seq.
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recognizes the importance and relevance of human factors to traffic safety across the full
spectrum of vehicle automation levels (which includes lower levels of automation, which are

also referred as crash avoidance functions).
NHTSA published its latest research priority plan> in June 2015.

The agency acknowledges that increased traceability of electronics-related anomalies through
expanded data logging and transmission could have privacy implications and need to be
considered in the process. It also agrees that electronics do bring in immense benefits in
terms of safety, efficiency, and convenience; and that any actions that may be taken toward
improving cybersecurity of vehicles should try not to adversely impact safety benefits that

are attained through these advanced technologies.

VI. CONCLUSIONS
VI.1. Highest Priority Vehicle Systems for Safety

The agency considers that the highest priority vehicle components with respect to automotive
electronic control systems include the propulsion, braking, steering, and motive power control
systems, which directly influence the fundamental dynamic motion controls of a vehicle.
NHTSA has been pursuing hazard analyses and safety requirements research in these priority
safety-critical areas that received an overwhelming support from public response to the RFC
(Table 2 in Appendix B). Even in the cases indicated with disagreement, the respondents
requested other systems to be included in the priority list in addition to the proposed systems.
NHTSA will move onto the analysis of other safety-relevant systems as resources permit; e.g.,
restraints systems, ADAS, etc. Expanding the research beyond motion control systems to
include other automotive electronic control systems will further inform the agency about the
operational capabilities, limitations, and associated hazards of safety-relevant vehicle control
systems. The public also agrees that traditional databases NHTSA considered have limitations
for use in identifying and revising priority areas from electronics and cybersecurity concerns
stand-points and that additional sources, strategies or methods need research (Table 5 in

Appendix B). Pending availability of resources, NHTSA plans to establish new research into

>3 Overview of NHTSA Priority Plan for Vehicle Safety and Fuel Economy, 2015 to 2017.
http://www.nhtsa.gov/staticfiles/nvs/pdf/NVS_priority-plan-June2015_final.pdf
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exploring data elements and data recording trigger points for capturing record-of-data in cases of
suspected electronics malfunctions and cybersecurity hacking attempts and will consider public

comments submitted to RFC in developing the associated research plans.

VI1.2. Potential Need for New Safety Standards

NHTSA has historically issued performance standards at the vehicle level. The standards
contain specific test scenarios based on well-established criteria. By using scenarios that
replicate real-world conditions, they seek to ensure that vehicles that perform well in the tests
will also perform well in the real-world. This approach is taken both with regard to structural
integrity and to the capabilities of an automotive system (e.g., Electronic Stability Control

(ESC), which has electrical, electronic, mechanical and software elements).

While our existing rulemaking and investigative processes already cover electronic systems
through the use of performance metrics and standards, we are investigating approaches to
effectively address the safety assurance challenges associated with the increasingly-complex
multitude of safety-critical electronic systems used in modern vehicles in relation to the
multitude and variety of scenarios in which they are expected to perform but could fail.
Implementing standards that provide for testing vehicles in all of those scenarios could be cost
and time prohibitive. As such, our research is also evaluating any need for process standards.
Specifically, the agency is seeking clarification of its authority to prescribe standards for motor
vehicle functional safety process in the GROW AMERICA Act™ proposal.

Success in identifying, analyzing and responding to potential automotive electronics concerns,
including those related to cybersecurity issues, relies on the availability of robust data. These
types of data from underlying electronic systems are typically not part of traditional crash
databases. EDR type data, which can record detailed vehicle, electronic system and sensor data
potentially before, during and following a driver perceived or experienced anomalous vehicle
behavior has the potential to enhance the traceability of the potential issues. With suitably rich
data, differentiating between various potential sources of root cause (e.g. driver issue, vehicle
issue, cybersecurity issue) could become systematically possible. First, we plan to explore the

range of data that is already being collected by and stored on the multitude of ECUs that enable

> Sec. 4105 Functional Safety Process. http://www.transportation.gov/sites/dot.gov/files/docs/DOT _surface_reauth-
FINAL.pdf
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crash avoidance and other advanced functions on vehicles today, and how that data could be
shared with and used by NHTSA. Further, pending availability of resources, NHTSA plans to
establish new research into exploring data elements and data recording trigger points for
capturing record-of-data in cases of suspected electronics malfunctions and cybersecurity
hacking attempts and will consider public comments submitted to RFC in developing the

associated research plans.

Consistent with the NAS recommendation for the agency “to become more familiar with and
engaged in standard-setting and other industry efforts that are aimed at strengthening the means
by which manufacturers ensure the safe performance of their automotive electronics systems,” as
well as public feedback received on this topic, the agency intends to continue its involvement in
the evolution of industry process standards for the safe development of automotive electronic
control systems.

VI.2.1 Electronics Components and the Interaction of Electronic Components

The agency will pursue research to identify safety requirements needed for safety-critical control
systems that govern vehicle motion. This research uses an analytical process based on parts of
the ISO 26262 process standard that is being widely used across the industry to provide a good
framework to manage the complexities associated with electrical/electronic control system
failures. Through this series of research projects, the agency is gaining applied insights on the
utility and limitations of the 1ISO 26262 standard in addition to developing functional safety
requirements for key motion control systems. The agency has already positioned itself as an
active participant in standards setting organization committees and will work with them and the

OEM s to incorporate agency findings and input into new revisions.

The ISO 26262 process is being voluntarily adopted by the industry by virtue of being the state-
of-art standard in the field of electronic systems development for automotive applications. The
process establishes uniform and consistent boundary interfaces between OEMSs and suppliers,
which improves communications between parties related to requirements and expectations.
Further, the standard requires extensive documentation and provision for traceability of design
actions to underlying requirements. These attributes serve to improve transparency of the
development process. However, as many of the public’s comments also pointed out, there is no

provision for certification of compliance with the 1SO 26262 standard.
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Alternatives for a potential government role in the area of robust industry process standards for
functional safety are still being researched. The agency is already actively engaging in
researching the strengths and gaps of the voluntary standards and providing input to the standard
setting organizations. Other potential NHTSA involvement alternatives, as well as needs,
benefits, potential enforcement of such involvement require further research. Based on 1) the
agency’s detailed one-on-one discussions with OEMs and major suppliers related to functional
safety, 2) our engagement with the industry standards setting groups and participation in industry
conferences and events related to 1SO 26262, and 3) the public comments received in response to
NHTSA'’s electronics RFC, we believe that the passenger vehicle industry is taking steps to
adopt and update the ISO 26262 standard.

VI.2.2 Security Needs to Prevent Unauthorized Access to Electronic Components

In the area of cybersecurity, both our research and public comments indicate that there are no
widely used automotive industry standards at this time, even though various organizations have
developed their own internal processes and SAE International is investigating the possibility of
establishing a cybersecurity standard analogous to 1ISO 26262. Some commenters also indicate
that establishing uniform standards for automotive cybersecurity could adversely impact the
cybersecurity posture for motor vehicles. NHTSA believes that commenters use the term
“cybersecurity” interchangeably in the context of standards to mean “security” as well as “risk
assessment and mitigation.” The agency believes that there is a role for robust standards to
assess cybersecurity risks, associated safety hazards, and mitigation priorities for automotive
electronics. However, NHTSA acknowledges the differences in opinion among public responses
related to standardizing security measures, and the agency believes that more research is needed
to assess the value and practicability associated with potential standardization of a minimum set

of baseline security measures.

Protection of automotive systems against cybersecurity risks could take various forms based on
the underlying electrical/electronic network architecture used by manufacturers. A layered
approach is often cited as offering the best form of protection. On the other hand, even though
the layers of security progressively lower the probability of a security breach, they may not be
able to eliminate the possibility of a successful cyber-attack altogether. Therefore, it may be
prudent for cybersecurity to be considered upfront in the development process in conjunction

with functional safety; i.e., a robust design based on a comprehensive functional safety process
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may need to be able to place the safety-critical systems of the vehicle in a safe state even if there

were no security measures in place (i.e., if all layers of security are by-passed).

Due to the highly-dynamic nature of cybersecurity risks and threats, performance standards are
difficult to set without the risk of becoming outdated quickly. Comments submitted in response
to our FR notice also strongly advice against the agency’s pursuing standards on cybersecurity
for the same reason. Instead, developing cybersecurity guidelines could be more practical in this
area. This approach is very common across various other industries and among federal agencies
with regulatory authority, such as FDA and FAA. The agency is actively conducting research
that could support the potential development of guidelines for the cybersecurity of automotive

electronics.

Further, NHTSA also advocates that the industry proactively establish and be part of an
information sharing forum such as an automotive ISAC. Sharing of timely information over
signatures of potential cybersecurity concerns with the rest of the industry would provide for an
effective response mechanism that has been proven to work in other industries. Related to this
activity, in July 2015, Alliance and Global announced that they have completed the
specifications for the ISAC needed for the automotive sector and that the industry will be
voluntarily developing and launching an Auto ISAC with an expected start of operations by year-
end 2015. In conjunction, NHTSA has been working closely with various federal agencies with
overlapping interests in the vehicle domain, particularly in the area of cybersecurity, to facilitate
open exchange of intelligence pertaining to potential cybersecurity solutions and research, as
well as potential and future threats. For example, on the research side, NHTSA is coordinating
closely with Defense Advanced Research Projects Agency (DARPA) on researching the
cybersecurity of Vehicle-to-Vehicle communication interfaces, DHS’s Homeland Security
Advanced Research Projects Agency, NIST’s National Cybersecurity Center of Excellence, and
National Science Foundation’s (NSF) Cyber-Physical Systems program directorate on their
ongoing and future research investments in the automotive cybersecurity research domain. On
the threats side, NHTSA is linked into DHS’s Homeland Security Information Network - Critical
Infrastructures (HSIN-CI) and National Infrastructure Coordination Center (NICC) partnership
distribution group to benefit from future threat and intelligence information. Information and
intelligence sharing is similarly essential (as improving traceability of in-vehicle electronics) to

effectively respond to potential future real-world concerns.
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A particular cybersecurity research topic area which NHTSA would like to explore with high
priority is the cybersecurity of firmware> updates for automotive electronics. NHTSA’s
research interest from the standpoint of cybersecurity considerations covers both OTA updates
and direct updates through physical interfaces. The OTA updates, in particular, are frequently
cited as offering the means to expeditiously disseminate patches for newly-identified
cybersecurity vulnerabilities as well as to potentially remedy recalls associated with software
issues. However, OTA firmware updates need further research to ensure that they can be
performed securely and safely and that capabilities which facilitate remote updates do not

introduce critical threats and associated safety concerns.

VI.2.3 Effects of the Surrounding Environment on Electronic Component
Performance

In the area of potential safety requirements related to environmental effects of automotive
electronic systems and sensors, the agency currently does not find a need to pursue regulations or
near-term research beyond the voluntary standards the industry already uses. Public comments
also concur with the agency’s position (Appendix B, Table 4). However, we agree with the
public feedback on continuing to monitor and research the EMI effects on low-power signal and

non-contact sensing technologies pending availability of agency resources.

VIl. SUMMARY

This report fulfills the requirement of MAP-21, Division C, Title I, Subtitle D, Section 31402,
Subsection (a), which required NHTSA to report to Congress on its examination of the need for
safety standards and the highest priority areas for safety with regard to electronic systems in
passenger motor vehicles. This examination considered the electronic components, the
interaction of electronic components, the security needs for those electronic systems to prevent
unauthorized access, and the effect of surrounding environments on the electronic systems.
Moreover, MAP-21directed the agency to solicit public comments on its findings of this

examination and to include public response in the report.

% “Firmware” refers to the software code and data that reside on an embedded system, such as an automotive
electronic control system, that implements dedicated functions and manage system resources (e.g. system
input/outputs (1/0) to execute those functions. Firmware is held in non-volatile memory (computer/device memory
that does not lose stored information when the system is not powered) of an electronic device and may be rarely and
—in cases- never gets updated during the lifetime of the product (post initial download). Typical reasons for
updating firmware may include bug-fixes or adding new features to the system.
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On October 7, 2014, NHTSA issued the RFC on the safety and security of automotive electronic
control systems. As part of this RFC, NHTSA first outlined its strategic research program
highlighting current agency approaches on examining the need for safety standards concerning
electronic systems in passenger motor vehicles. NHTSA then sought feedback from a variety of
organizations including OEMs, industry associations, and automotive suppliers on its research
perspective and application of safety standards and processes. A total of 40 organizations and
individuals responded to the RFC. This report analyzed the responses and summarized their key

themes and recommendations.

Based on its own examination and public feedback, NHTSA outlined key near-term research
needs to enhance the safety and security of automotive safety-critical electronic control systems.
In addition, NHTSA identified the highest priority control systems for safety research. Based on
the investigation outlined in this report, the agency does not find a clear need for immediate new
regulations above and beyond NHTSA’s existing rulemaking activities on advanced
technologies; however, we expect the near-term research results to inform the agency on whether
to issue new performance or process standards, guidelines, principles or best practices related to
automotive electronic control systems safety and/or security. NHTSA’s research programs on
vehicle electronic systems safety and cybersecurity will contribute to important and meaningful
improvements in detection, traceability, mitigation, and prevention of potential electronic control
system concerns and malfunctions. As NHTSA moves forward, we will continue to keep the

public informed and move expeditiously to turn research results into appropriate actions.
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APPENDIX A: “Request for Comment” Questions

Electronics Components and the Interaction of Electronic Components

1)

2)

NHTSA currently has research underway that is evaluating the hazards associated with

electronic control systems that could impact a vehicle’s steering, throttle, braking and motive

power first because they can impact the fundamental control functions that a driver performs

(such as providing lateral (via steering) and longitudinal (throttle, braking) control for the

vehicle). This means, we would research safety hazards associated with other automotive

electronic control systems (e.g. safety restraint systems control, power door lock control,

lighting control) later. We seek comment on this approach from a need for standards

research priority stand-point.

a) Should the agency pursue alternative approaches to categorize and prioritize potential
electronic control system hazards and impacts to support new standards?

b) For hazard analysis research, the agency is currently pursuing HazOp and STPA. What
other hazard analysis methods should the agency also consider and why?

c) What other automotive electronics should we consider in our research that could affect
the electronics in the safety-critical systems we identified (steering, throttle, brakes, etc.)?

NHTSA currently has research underway that is evaluating system performance requirements

for critical safety systems. We seek comment on_ automotive electronic component and

system performance requirements for control systems that impact throttle, braking, steering,

and motive power management:

a) What performance-based tests, methods, and processes are now available for safety
assurance of these types of automotive electronic control systems?

b) What series of performance-based tests should the agency consider to ensure safe
functionality of these types of automotive electronic control systems under all real-world
conditions (e.g. nominal, expected, non-nominal, and failure conditions)?

¢) Performance tests would ideally be applicable regardless of any specific design choices.
We surmise that electronic components may have a wider variety of manufacturer
specific tuning and implementation variations. What types of challenges does this create
for designing performance tests for electronic components? What methods are available

for addressing those challenges?
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3) NHTSA currently has research underway that is evaluating diagnostics and prognostics for

critical safety systems. We seek comment on vehicle health monitoring, diagnostics, and

prognostics capabilities and fault-tolerant design alternatives for automotive safety

applications.

a) What methods are effective in identifying potential anomalous behavior associated with
electronic components, systems, and communications reliably and quickly?

b) What strategies do current vehicles have for activating a “fail-safe” mode when critical
problems are detected? What types of problems are classified as “critical” and how does
the vehicle detect these problems?

c) What state-of-the-art detection and fail-safe response methods should the agency be
aware of and further assess?

4) NHTSA currently has research underway that is evaluating various process standards and

their applicability to critical safety systems. We seek comment on testing, validation,

certification, and requlation alternatives for vehicle electronics to these process standards:

a) What are the pros and cons of utilizing a process - certification method (e.g., 1SO 26262)
where the manufacturer is asked to identify, categorize, and consider potential remedies
for electronics safety problems?

i) What approaches should be considered for manufacturers to demonstrate conformity
with voluntary industry process standards such as 1SO 26262?

i) How does one evaluate conformity to a process standard that uses an engineer’s best
judgment to identify, categorize, and consider potential remedies to electronics safety
problems?

iii) What verification steps may be appropriate to ensure that potential standards are met?

Security Needs To Prevent Unauthorized Access to Electronic Components

1) We seek comment on any technical areas of automotive cybersecurity that the agency could

focus on in its further research.

a) Specifically, are there particularly vulnerable or strong design architectures that the
agency should further examine?

b) What additional types of techniques (either in real world occurrences or as a part of
research) have persons used to gain unauthorized access to vehicle systems? What types

of systems were such persons able to gain access to?
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c) What is the public’s view on the differences in cybersecurity risks associated with an
intrusion that requires use of in-cab physical interfaces (e.g. OBD-II port) versus close-
proximity wireless interfaces (e.g. Bluetooth) versus long-range wireless means (e.g.
cellular/satellite links)?

2) We seek comment on security process standards.

a) What security process standard alternatives are available? How do these standards differ
and are there standards that are more suitable for application to the automotive industry
versus others?

b) Could security assurance be handled within a modified framework of existing safety
process standards (such as FMEAS, FTAs, ISO 26262) or does “design for security”
require its own process?

3) We seek comments on security performance standards. In contrast to the process standards

(that establish methods for considering cybersecurity risks during product design), we use the

term “performance standard” to mean standards that evaluate the cybersecurity performance

(or resilience) of a system after production of the final product.

a) What types of metrics are available to test a vehicle’s ability to withstand a cyber-attack?

b) Are there any common design characteristics that help ensure a minimum level of
security from unauthorized access to a vehicle’s electronic control systems?

c) What performance-based tests, methods, and processes are available for security
assurance of automotive electronic control systems?

d) Are there hardware, software, watchdog algorithm, etc. requirements or criteria that

would help differentiate algorithm designs that are more secure against cyber-attack?

Effects of the Surrounding Environment on Electronic Component Performance
1) NHTSA has reviewed the state-of-the art with respect to environmental conditions and

vehicle electronics. What other ways can the environment impact electronic system

performance other than the ways that we have considered, above?
2) NHTSA has done some testing on interference issues. We seek comment in the area of
EMI/EMC.
a) What could the agency do to further assess the electromagnetic interference (EMI)
susceptibility impacts of growing use of electronics on automotive system safety and

assess the adequacy of existing voluntary standards?
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b) Are there known EMI susceptibility differences in vehicles designed and sold in the U.S.

versus in regions where EMC may be explicitly regulated?

3) We seek comment in the area of the environment’s potential impact on advanced automotive

SENSOrs.

a) Are any particular sensing technologies more susceptible or less susceptible to such

effects (including EMC and other environmental effects such as moisture, corrosion,
etc.)?

Additional Comments Requested

In addition to the comments requested in regards to the specific topics discussed above, we are

also seeking comment on other general issues relating to electronic component safety and

cybersecurity.

1) One issue that we seek comment is the potential for voluntary safety process standards to

help address challenges introduced by expanding use of electronics in automotive

applications. In section 11.d. above, we discuss the various design and quality control

processes that the industry already uses to assess the safety and cybersecurity of their

electronic components (e.g., ISO 26262).

a)

b)

We seek public comment on the degree to which this type of safety process standard can

provide an adequate level of protection from electronic component failures or potential

cybersecurity breaches.

i)  What voluntary industry standards are best able to address safety assurance of
electronics control system design for motor vehicles?

if) Specifically, what elements of the voluntary industry standards are best able to
address electronics control systems and cybersecurity issues in motor vehicles?

iii) What other standards than those described in this document are relevant for the
agency to consider?

What types of concerns with regard to electronic components safety and cybersecurity

would not be addressed by voluntary safety process standards?

i) What other standards are available that could address this type of safety concern?

i) What software development, validation and safety assurance methods and processes

are suitable for safety critical automotive control systems?
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2)

3)

c) Are existing process standards such as 1SO 26262, IEC 60812, IEC 61025, etc., suitable
to address electronic control system design challenges for more advanced forms of
vehicle automation?

Another issue that we seek comment on is in regards to the available information and data

sources for identifying and understanding the issues related to electronic component

reliability and cybersecurity. We recognize that much of the data available to the agency

captures retrospective data. Thus, the traditional sources of information available to the
agency have various limitations in this rapidly-developing area of automotive technology.

Information that shows historic data on electronic component issues may not necessarily give

an accurate prediction of what future electronic component reliability and cybersecurity

issues can be. We seek comment on the data sources that are identified for potential
consideration in the categorization of priority focus areas for electronics reliability.

a) We are especially interested in identifying any potential data sources that could assist the
agency in identifying potential emerging electronic component failures in vehicles in a
timely manner.

b) Has the agency considered all the relevant data on this subject? What additional sources
of information could the agency consider?

We seek comment on what other information sources or strategies are available that can

enhance the ability to detect potential electronics system related concerns in a timely fashion.
What methods are available to improve traceability of potential electronic control system

malfunctions?
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APPENDIX B: High Level Summary of “Request for Comments” Responses

Figure 1 illustrates the breakdown of the number of respondents by seven groups. Table 1 shows
the numbers of questions addressed in each topic area by the respondents. Some industry
association committees and OEMs jointly developed responses to some RFC questions where
there had been ongoing collaboration between the organizations; thus, there is some limited
overlap of responses. Examples of salient or prevalent observations, and the number of

comments provided, are summarized for each of the topic areas in Tables 2 through 5.

Universities 5
Other Organizations 3
Original Equipment Manufacturers 3
Industry Associations 10
Individuals 10
Automotive Suppliers 7

Advocacy Groups 2

Figure 1: Breakdown of Respondents by Groups

Table 1: Total Responses by Topic Area from 40 Respondents

. Total Total Possible
Topic Area
Responses Responses

I. Electronic Components (13 Questions) 127 520

I1. Security Needs (9 Questions) 107 360

I11. Effect of Surrounding Environment (4 questions) 29 160

IV. Additional Comments (11 Questions) 60 440
Four Topic Areas (37 Questions) 323 1,480
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Table 2: Comments on Electronic Components

Key Observations R Total
esponses
Agreed ISO 26262 as industry standard 10/18
Agreed but with caveats/additional approaches 7/18
Disagreed with pursuing 1SO 26262 1/18
Agreed with NHTSA’s research prioritization approach 10/12
Disagreed in the sense that it must include other systems 2/12
Suggested additional systems to consider 7112
Table 3: Comments on Security Needs
Key Observations Total
Responses
“Design for security” requires its own process 6/8
Alternative security process standards proposed 8/8
No real world examples of techniques to gain unauthorized access to vehicle 5/5
control systems
Table 4: Comments on Effects of Surrounding Environment
Key Observations Total
Responses
No known EMI susceptibility difference between vehicles sold in US and 5/6
abroad
Regional differences can exist 1/6
Develop voluntary EMC standards and performance metrics for aftermarket 3/3

devices
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Table 5: Additional Comments

Key Observations Total
Responses

Believe that existing process standards suitable to address electronic control o/4
system challenges for more advanced automation

Do not believe existing standards are suitable for highly automated system o/4
development
Agreed that traditional databases have limitations and NHTSA should 9/10
consider other relevant data sources

Believes, existing databases are sufficient 1/10
Believe other information sources, strategies or methods are available to 13/14

enhance ability to detect electronics concerns and/or trace malfunctions
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